-

State Secrets
Laws and
Editors’ Introduction Regulations

Up until now—and indeed for the entire history of the Chinese Communist Of the PRC
Party—the system of administration used by the Chinese government to manage

and control the many matters that it deems to be “state secrets” has been a carefully

guarded secret of its own. The laws and regulations that comprise the state secrets

system are found mainly in classified publications, only some of which become

publicly available.

In this section, we present a comprehensive and wide-ranging set of the main laws
and regulations concerning state secrets. Part A, Main Statues, Regulations and
Supreme Court Interpretation Governing the State Secrecy System in China, con-
tains the two most relevant national laws on this subject, the Law on the Protection
of State Secrets (issued in 1988 by the Standing Committee of the National Peo-
ple’s Congress) and the Measures for Implementing the Law on the Protection of
State Secrets (issued in 1990 by the National Administration for the Protection of
State Secrets, or NAPSS), both of which are translated here in full. The third item is
the Supreme People’s Court’s Interpretation of Certain Issues Regarding the Spe-
cific Application of the Law When Trying Cases of Stealing, Gathering, Procuring
or Illegally Providing State Secrets or Intelligence Outside of the Country, also
translated in full.

Part B provides relevant excerpts from several of the key national laws that contain
provisions on state secrets crimes: the Criminal Law, the Criminal Procedure Law
and the State Security Law.
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In Part C, we present the four regulations (issued jointly by the NAPSS and the
relevant ministry) that specifically set forth the matters classified as state secrets in
the work of the public security organs, the people’s courts, the procuratorates, and
in the administration of prisons and labor camps.

The Regulation on the Protection of State Secrets in News Publishing in Part D
provides a legal basis for understanding state secrets in media work in China.

Finally, in Part E, we offer excerpts from a selection of regulations—issued jointly
by the NAPSS and a variety of government bodies and ministries—mandating
which matters are to remain state secrets in such diverse areas as environmental
protection, family planning, ethnic affairs, and social science research.

The numerous laws and regulations comprising the state secrets system are not
readily available to the public. Due to the lack of a comprehensive system of access,
it is difficult to determine if these laws have been updated or even, as noted in this
report, if they have been rescinded. Within these limits, HRIC has made best
efforts to identify the most current versions of the laws and regulations. In compil-
ing this compendium, primary and secondary legal sources were consulted,
including bulletins, commentaries and treatises published or available online.

This is the first time that such an extensive compilation of laws and regulations on
state secrets has ever been published in English, and the first time that many of the
individual documents have been made available to English readers. The impor-
tance of making these laws and regulations more generally available is to assist
ordinary citizens, reporters, human rights workers and others to understand the
state secrets system—not only so that they might avoid disclosing or possessing
state secrets themselves, but perhaps more importantly, to begin the process of
transparency that is essential to fair governance and judicial openness, and to
reveal the arbitrariness of the system.
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A.
Main Statutes, Regulations,
and Supreme Court Interpretation

Governing the State Secrecy System in China

1. LAW ON THE PROTECTION OF STATE SECRETS

OF THE PEOPLE’S REPUBLIC OF CHINA

Editors’ Note:

Promulgated in 1988, the Law on the Protection of State Secrets lays out the scope
of matters that are designated as state secrets, as well as the responsibilities of each
level of state secrets organ in classifying and handling information. Article 2, the
wording of which is repeated in numerous other documents related to state secrets,
sets forth the broad definition of what constitutes a state secret: all matters that are
“related to state security and national interests and, as specified by legal procedure,
are entrusted to a limited number of people for a given period of time.”

Article 8, the key article in this law, lists seven categories of matters that are classi-
fied as state secrets: policies on national affairs and national defense, diplomatic
affairs, matters involving national economic and social development, national sci-
entific and technology matters, and investigations of criminal offenses. The sev-
enth item is a “catch-all” phrase that encompasses “all other matters classified as
state secrets by the national State Secrets Bureau,” thus giving that body (the
NAPSS) unlimited and unlegislated power to classify as a state secret virtually any
information that it deems could harm the “security and interests of the state.”

The Chinese text of the following law is available at: http://www.gov.cn/banshi/
2005-08/21/content_25096.htm.
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Purpose

Definition of state secrets

Obligation to protect state secrets

Principle of active prevention,
emphasizing priorities
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Law on the Protection of State
Secrets of the People’s Republic
of China

Promulgation Date: September 5, 1988

Effective Date: May 1, 1989

Promulgation Body: The Standing
Committee of the National People’s
Congress

Chapter One: General Provisions

Article 1

This law is formulated for the purpose
of protecting state secrets, safeguarding
state security and national interests and
ensuring the smooth progress of re-
form, of opening to the outside world,
and of socialist construction.

Article 2

State secrets are matters that are related
to state security and national interests
and, as specified by legal procedure, are
entrusted to a limited number of peo-
ple for a given period of time.

Article 3

All state organs, armed forces, political
parties, public organizations, enter-
prises, institutions and citizens have an
obligation to protect state secrets.

Article 4

The work of protecting state secrets
shall be carried out in line with the
principle of active prevention, empha-
sizing priorities, and ensuring the
safety of state secrets while at the same
time facilitating work in all other fields.
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Article 5

The national State Secrets Bureau shall
be responsible for protecting state se-
crets throughout the country. The local
state secrets bureaus at or above the
county level shall, within the scope of
their functions and powers, be respon-
sible for protecting state secrets in the
administrative areas under their juris-
diction.

The central state organs shall, within
the scope of their functions and pow-
ers, be responsible for and guide the
work of protecting state secrets in their
own organs and in the departments
subordinate to them.

Article 6

State organs at or above the county level
and units whose work involves state se-
crets shall, in accordance with their ac-
tual conditions, set up bodies or desig-
nate personnel to administer the
day-to-day work of protecting state se-
crets within their own organs or units.

Article 7

Units or individuals that have rendered
meritorious service in protecting and
safeguarding state secrets and improv-

ing techniques and measures in this
field should be rewarded.

National State Secrets Bureau

State organs at or above the county
level

Rewards
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Scope of state secrets
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Chapter Two: The Scope and
Classification of State Secrets

Article 8

In accordance with the provisions of
Article 2 of this law, state secrets shall
include the following:

(1) secret matters concerning major
policy decisions on state affairs;

(2) secret matters in the building of
national defense and in the ac-
tivities of the armed forces;

(3) secret matters in diplomatic ac-
tivities and in activities related
to foreign countries, as well as
secrets to be maintained as com-
mitments to foreign countries;

(4) secret matters in national eco-
nomic and social development;

(5) secret matters concerning sci-
ence and technology;

(6) secret matters concerning activ-
ities for safeguarding state secu-
rity and the investigation of
criminal offenses; and

(7) other matters that are classified
as state secrets by the national
State Secrets Bureau.

Matters that do not conform with the
provisions of Article 2 of this law shall
not be considered state secrets.

Secrets of political parties that conform
with the provisions of Article 2 of this
law shall be considered state secrets.
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Article 9

State secrets are classified into three
categories: top secret, highly secret and
secret.

Top secret information refers to vital
state secrets, the disclosure of which will
cause extremely serious harm to state
security and national interests; highly
secret information refers to important
state secrets, the disclosure of which will
cause serious harm to state security and
national interests; and secret informa-
tion refers to ordinary state secrets, the
disclosure of which will cause harm to
state security and national interests.

Article 10

The specific scope of state secrets and
their classification levels shall be stipu-
lated by the national State Secrets Bureau
together with the ministries of Foreign
Affairs, Public Security and State Secu-
rity and other relevant central organs.

The specific scope of state secrets re-
lated to national defense, and their
classification levels, shall be stipulated
by the Central Military Commission.

Provisions on the specific scope and clas-
sification levels of state secrets shall be
made known within relevant quarters.

Article 11

State organs and units at various levels
shall, in accordance with the provisions
on the specific scope and classification
levels of state secrets, determine the
classification level of any state secret
that arises in said organs and units.

If it is unclear whether or not a certain
matter is a state secret or which classifi-
cation level a matter should belong to,

Classification categories

Central responsibility for stipulating
scope and classification levels

Responsibility of state organs and
units

Unclear scope or classification
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Marking classified materials

Determination when differences
arise regarding
definition/classification
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the question shall be determined by ei-
ther the national State Secrets Bureau;
the state secrets bureaus at the level of
province, autonomous region or di-
rectly-administered municipality; the
state secrets bureau of a city where the
government of a province or an au-
tonomous region is located; the state
secrets bureau of a larger city approved
by the State Council; or an organ ex-
amined and approved by the national
State Secrets Bureau. Pending the clas-
sification of the secret, the state organ
or unit where the matter has arisen
shall initially take security measures in
accordance with the classification level
proposed.

Article 12

In accordance with the provisions in
Articles 9, 10 and 11 of this law, docu-
ments and other materials that are de-
termined to contain state secrets shall
be marked with their classification
level. Documents and other materials
that are not determined to be state se-
crets shall not be marked as such.

Article 13

When differences arise as to whether or
not a matter is a state secret, or regard—
ing which classification level it belongs
to, the question shall be determined by
the national State Secrets Bureau or the
state secrets bureaus at the level of
province, autonomous region or di-
rectly-administered municipality.
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Article 14

When determining the classification
level of state secrets, state organs and
units shall, according to the circum-
stances, also determine the length of
time that the secrets should be pro-
tected. Specific measures for determin-
ing the time period shall be formulated
by the national State Secrets Bureau.

Article 15

The classification levels of state secrets
and the length of time that they should
be protected should be altered in accor-
dance with changing circumstances.
Such alterations shall be decided on by
the state organs or units that originally
determined the classification level of
the secrets and the time period for pro-
tecting them, or by a higher-level de-
partment.

Article 16

A state secret shall be automatically
declassified when the time period for
protecting it has expired; in cases
where it is necessary to extend the time
period, the matter shall be decided on
by the state organ or unit that origi-
nally determined the classification
level of the secret and the time period
for protecting it, or by a higher-level
department.

If the time period for protecting a state
secret does not need to be extended, it
should be declassified without delay by
the state organ or unit that originally
determined its classification level and
the time period for protecting it, or by
a higher-level department.

Length of time for secrets
protection

Alteration of classification levels
and length of time for protection

Automatic declassification and
time extension
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Security measures for classified
documents, materials and objects

Security measures for top-secret
documents, materials and objects

F=F REHE

bk

JE B SR IS BOREELAL )
an I Ok R T A
v D ORAEAEE R KR
VERBI VA E s I 1k o

KA B EEORIG AP f%
i [ SRR I, i B SR A
1] 2 [ h AT SHLICHIE -

E R UGS
X 885 R PR 1R SRR SO BRI
A, AAZURHR LU PR 15 it -

() ARSI mHRIHLG, H
fr o F ERHLHEHE, A
(SRR IDIEEAR

() ok AR Mak s,
R N DHEAE, R 2
22 4 it

(=) EB# e KPR B b Ok
ZE

Chapter Three: The System for
Protecting State Secrets

Article 17

The national State Secrets Bureau shall
formulate security measures regarding
the making, receiving, dispatching,
transmitting, use, copying, excerpting,
preservation and destruction of docu-
ments and other materials and objects
that are state secrets.

Measures for electronically storing,
processing and transmitting state se-
crets by this and other technical means
shall be formulated by the national
State Secrets Bureau together with the
relevant central authorities.

Article 18

Documents and other materials and
objects that are classified as top-secret
state secrets must be protected by the
following security measures:

(1) They shall not be copied or ex-
cerpted without prior approval
from the state organ or unit
that originally determined their
classification level, or by a
higher-level department.

(2) They shall be dispatched, re-
ceived, delivered and carried
only by personnel that are spe-
cially designated to take on
these responsibilities, and addi-
tional security measures shall be
adopted as needed; and

(3) They shall be kept in perfectly
equipped safes.
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Once approval has been granted for the
copying or excerpting of documents and
other materials or objects classified as
top-secret state secrets, security meas-
ures shall be adopted in accordance with
the provisions in the preceding para-
graphs.

Article 19
Security measures shall be formulated

Security measures for classified
equipment or goods

by the national State Secrets Bureau,

together with the relevant central au-

thorities, for the manufacture, produc-

tion, transportation, use, storage,

maintenance and destruction of equip-

ment or goods classified as state secrets.

Article 20
In the publication and distribution of

Publication, distribution and
broadcast

newspapers, periodicals, books, maps,

illustrated materials and audio-visual

products, and in the production and

broadcast of radio and television pro-

grams and films, the relevant security

regulations shall be complied with and

no state secrets shall be disclosed.

Article 21

When state secrets must be provided in
order to maintain relations and coop-
eration with foreign countries, prior
approval must be obtained in accor-
dance with the prescribed procedures.

Article 22
With regard to meetings and other ac-

Meetings and other activities

tivities that involve state secrets, the
host unit shall adopt the appropriate
security measures, provide the partici-
pants with education on how to protect
state secrets, and set the specific re-
quirements for doing so.
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Forbidden military zones and places
not open to the public

Private contacts or correspondence

Carrying documents and other
materials and objects

Transmission of state secrets

Transmission out of the country
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Article 23

Forbidden military zones and other
places that involve state secrets and are
not open to the public shall be pro-
tected by security measures; no one
may decide to open them to the public
or enlarge the area that is open to the
public without prior approval obtained
in accordance with the relevant state
regulations.

Article 24
No state secrets shall be disclosed in
private contacts or correspondence.

When carrying documents and other
material and objects classified as state
secrets outside of one’s unit, the rele-
vant security regulations shall be
obeyed.

No state secrets shall be discussed in
public places.

Article 25

Transmission of state secrets through
wired or wireless communications shall
be protected by security measures.

No state secrets shall be transmitted either
by plain code or by a secret code that has
not been examined and ap-proved by
the relevant central authorities.

No documents or other materials and
objects classified as state secrets shall be
transmitted by ordinary mail.

Article 26

Without prior approval by a higher-level
department, no document or any other
material or object classified as a state se-
cret shall be carried, transmitted, posted
or transported out of the country.
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Article 27

State secrets shall, depending on the cir-
cumstances, be accessible only to a lim-
ited number of people. Top-secret state
secrets shall be accessible only to per-
sonnel who have obtained prior ap-
proval.

Article 28

Personnel to be placed in charge of
state secrets shall be examined and ap-
proved in accordance with the regula-
tions of the national State Secrets Bu-
reau and the relevant personnel
department.

Exit from the country by personnel placed
in charge of state secrets must be approved
by the same organ that originally ap-
proved their appointment. If the State
Council’s department in charge of such
matters determines that exiting the coun-
try will endanger state security or cause
serious damage to national interests, no
approval shall be granted for said exit.

Article 29

State organs and units shall provide ed-
ucation to their personnel on how to
protect state secrets and shall check up
on protection of state secrets work at
regular intervals.

Article 30

If state employees and other citizens
should find that state secrets have been
disclosed or are in danger of being dis-
closed, they should immediately take
measures to remedy the situation and
promptly report the matter to the state
organs and units concerned, which
shall, upon receiving such reports, deal
with the matter without delay.

Limited access to state secrets

Personnel in charge of state
secrets

Exit from the country

Personnel education

Remedial action and reporting
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Criminal liability

Administrative sanctions

Criminal liability for providing state
secrets/intelligence outside of the
country
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Chapter Four: Legal Responsibility

Article 31

If any individual violates the provisions
of this law and discloses state secrets
intentionally or through negligence un-
der circumstances that are deemed to
be serious, he or she shall be held crim-
inally responsible in accordance with
the provisions of Article 186 of the
[1979] Criminal Law*.

[*Ed. Note: Article 186 of the 1979 Criminal
Law corresponds to Article 398 of the 1997
Criminal Law, the text of which is included be-
low under “Selected Provisions of Major Laws

Involving State Secrets.”|

If any individual violates the provisions
of this law and discloses state secrets
under circumstances that are deemed
not serious enough for criminal pun-
ishment, he or she may be given ad-
ministrative sanctions in accordance
with the specific circumstances of each
case.

Article 32

Any individual who steals, gathers, pro-
cures or illegally provides state secrets
or intelligence outside of the country
shall be held criminally responsible in
accordance with the law.
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Chapter Five: Additional Provisions

Article 33

The national State Secrets Bureau shall,
in accordance with this law, formulate
measures for its implementation. These
measures shall take effect once ap-
proval has been granted by the State
Council.

Article 34

The Central Military Commission
shall, in accordance with this law, for-
mulate the regulations of the Chinese
People’s Liberation Army on the pro-
tection of state secrets.

Article 35

This law shall take effect as of May 1,

1989. The Provisional Regulation on

Protecting State Secrets, promulgated
in June 1951, shall be rescinded as of
the same date.

Implementation

Central Military Commission
regulations

Effective date
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2. MEASURES FOR IMPLEMENTING THE LAW
ON THE PROTECTION OF STATE SECRETS

OF THE PEOPLE’S REPUBLIC OF CHINA

Editors’ Note:

Measures for Implementing the Law on the Protection of State Secrets, issued in
1990 by the National Administration for the Protection of State Secrets, provides
for retroactive classification of information not already enumerated or classified as
a state secret, if disclosure of information could result in any one of the “eight con-
sequences” deemed to cause harm to the security and interests of the state. Those
include “affecting national unity, ethnic unity or social stability,” “hindering defense
work,” and “endangering the ability of the state to defend its power.” This last clause
has been invoked to prosecute charges of “endangering state security,” which have
been used to gain convictions for a wide range of non-violent political acts.

These measures also specify which security classification (top secret, highly secret
and secret) is determined by which level of state secrets bureau throughout the
country, with top-secret matters classified at the national level and so forth down-
ward through the administrative levels (Article 10). This document also details the
situations under which individuals may either be rewarded for protecting state se-
crets (such as reporting potential or actual leaks to the authorities) or punished
for disclosing them.

The Chinese text of the following measures is available at: http://www.stats.gov.
cn/tjgl/swdcglgg/xgfe/t20041118_402209111.htm.
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Measures for Implementing the Law
on the Protection of State Secrets
of the People’s Republic of China

Promulgation Date: May 25, 1990

Effective Date: May 25, 1990

Promulgation Body: National Adminis-
tration for the Protection of State
Secrets (Document No. 1)

Chapter One: General Provisions

Article 1

These measures have been formulated
in accordance with the Law on the Pro-
tection of State Secrets of the People’s
Republic of China (hereafter referred
to as the State Secrets Law).

Article 2

The national State Secrets Bureau is a
functioning organ of the State Council
and, in accordance with the State Secrets
Law and these measures, is in charge of
all protection of state secrets work per-
formed throughout the country.

State secrets bureaus in all local govern-
ments at the county level or above, un-
der the direction of a higher-level state
secrets bureau, shall administer work
that comes under the domain of pro-
tecting state secrets in accordance with
the laws, rules and regulations on pro-
tection of state secrets work.

Article 3

Organs of the central government shall,
within the limits of their authority,
either be in charge themselves, or direct
another body to be in charge of, pro-
tection of state secrets work; shall
organize and supervise lower-level pro-

Promulgating authority

National State Secrets Bureau

State secrets bureaus at or above
the county level

Organs of the central government
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Consequences of disclosure and
classification
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fessional departments in the imple-
mentation of laws, regulations and
rules for protecting state secrets, and
may, in accordance with the actual cir-
cumstances, by itself or in cooperation
with the relevant department, formu-
late rules and regulations on the pro-
tection of state secrets to be used
within that professional field.

Article 4

If any matter, once disclosed, could re-
sult in any of the following, it should
be considered to fall within the scope
of state secrets and their security classi-
fications (hereafter referred to as the
“scope of state secrets protection”):

(1) Endangering the ability of the
state to consolidate and defend
its power.

(2) Affecting national unity, ethnic
unity or social stability.

(3) Harming the political or eco-
nomic interests of the state in its
dealings with foreign countries.

(4) Affecting the security of state
leaders or top foreign officials.

(5) Hindering important security
or defense work of the state.

(6) Causing a decrease in the feasi-
bility, or a loss of effectiveness
to, the measures used to safe-
guard state secrets.

(7) Weakening the economic or tech-
nological strength of the nation.

(8) Causing state organs to lose the
ability to exercise their authority
according to law.
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Article 5

The scope of secrets to be protected
should be amended according to
changing circumstances and in a timely
manner. The procedure for making
such amendments shall be handled in
accordance with the provisions in Arti-
cle 10 of the State Secrets Law.

Article 6

All organs and units whose work in-
volves state secrets shall carry out regu-
lar education on, and inspections of,
protection of state secrets work, and
they shall implement various measures
related to such work so that their per-
sonnel may learn the scope of secrets to
be protected in their work and the vari-
ous systems related to protecting state
secrets.

Chapter Two:

Determining Security Classifications,
Changing Classification Levels

and Declassification

Article 7

All organs and units shall determine se-
curity classifications, change security
classifications and declassify matters
according to regulations and shall re-
ceive guidance and supervision from a
higher-level organ or a relevant state
secrets bureau.

Article 8

The security classification of any state
secret matter that arises within an or-
gan or unit shall be determined in a
timely manner, not to exceed a period
of 10 days, in accordance with the reg-
ulations on the scope of state secrets
protection.

Amendment of scope of secrets

Implementation by organs and units

Guidance and supervision

Determination in a timely manner
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Amendment of classification

Determination when classification
is unclear

e Top-secret level

e Highly-secret level

e Secret level
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Article 9

After the security classification has
been determined, if the organ or unit
that made the determination finds that
the classification level does not corre-
spond to the level stipulated for its
scope of state secrets protection, it shall
amend the determination in a timely
manner. If a higher-level organ or a rel-
evant state secrets bureau finds that the
classification level does not correspond
to the level stipulated for the scope of
state secrets protection for that matter,
it shall immediately notify the organ or
unit that made the determination and
request that the determination be
amended.

Article 10

If it is unclear whether or not a certain
matter is a state secret or which classifi-
cation level a matter should belong to,
the following provisions shall be used
to make the determination:

(1) Top-secret level matters shall be
determined by the national
State Secrets Bureau.

(2) Highly-secret level matters shall
be determined by the state
secrets bureau of a province,
autonomous region or directly-
administered municipality, or
by another higher-level state
secrets bureau.

(3) Secret level matters shall be
determined by the state secrets
bureau of a city in which the
government of a province or an
autonomous region is located,
by the state secrets bureau of a
larger city approved by the State
Council, or by another higher-
level state secrets bureau.
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Other organs approved by the national
State Secrets Bureau may also exercise
their authority to determine the secu-
rity classification of matters that are
within their area of expertise.

Article 11

If it is unclear whether or not a certain
matter is a state secret or which classifi-
cation level a matter should belong to,
and if the organ or unit in which the
matter arose does not have the relevant
authority to determine its security
classification, the organ or unit in
which the matter arose shall make an
initial determination. Once an initial
determination has been made, the or-
gan or unit shall submit an application
for approval of the security classifica-
tion within 10 days according to the
following provisions:

(1) Matters that are within that
organ or unit’s area of expertise
should be sent to a higher-level
organ that has been approved by
the national State Secrets
Bureau and that has the author-
ity to determine the security
classification of that matter.

(2) Other matters should be sent to
the state secrets bureau that has
the authority to determine the
security classification of that
matter.

The organ or state secrets bureau shall
issue a reply within 30 days of receipt
of the application.

Classification if organ/unit does not
have relevant authority
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Reporting by state secrets bureaus
and other organs

Responsibility for marking
classified documents, information
or other materials

Change of initial determination if:

* definite change in level of
harm
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Article 12

In exercising their authority to deter-
mine security classifications according
to the provisions in Article 10 and Arti-
cle 11 of these measures, state secrets
bureaus and other organs shall report
the details of the matter they are deter-
mining to the department that stipu-
lates the scope of state secrets protec-
tion for that matter.

Article 13

Documents, information or other ma-
terials that are state secrets shall be
marked with their security classifica-
tion by the organ or unit that deter-
mined the classification level. If their
security classification was determined
according to Article 10 and/or Article
11 of these measures, the organ or unit
that applied for approval shall mark
them with their security classification
level.

If it is not possible to mark a state se-
cret matter with a security classifica-
tion, the organ or unit responsible for
producing the matter should notify all
personnel who could come into contact
with that matter.

Article 14

If either of the following situations
should arise, the security classification
level of a state secret matter shall be
promptly changed by the organ or unit
that made the initial determination:

(1) The level of harm that could be
caused to state security and
interests if the secret were dis-
closed has undergone a definite
change; or
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(2) For work reasons, the original
scope of the matter must be
changed.

If the situation is urgent, a higher-level
organ may directly change a security
classification.

Article 15

If either of the following situations
should arise, state secret matters that
are still within the time period for re-
maining classified shall be promptly
declassified, according to changing cir-
cumstances, by the organ or unit that
made the initial determination:

(1) If making the matter public
would cause no harm to state
security or interests; or

(2) Ifitisjudged that, in light of the
overall situation, making the
matter public would benefit the
country.

If the situation is urgent, a higher-level
organ may directly declassify the matter.

Article 16

If a higher-level organ or a relevant
state secrets bureau requests that a
matter remain classified, then the mat-
ter should not be declassified during
the time period requested.

Article 17

Whenever any organ or unit deter-
mines or changes a security classifica-
tion, or decides to declassify a state se-
cret, it shall pass on the specific
opinion given by the person who initi-
ated the matter to the leader in charge
of that organ or unit for examination

* work reasons

Declassification within remaining
classified time period if:

°* no harm or

¢ benefit to country

No declassification
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Written record

Notification of changed
classification or declassification

Marking changed/declassified
documents, information or other
materials

Organ/unit closed down or merged
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and approval. If the work load of that
organ or unit is too great, the leader in
charge of that organ or unit may au-
thorize its protection of state secrets of-
fice, or may appoint another person, to
handle the work of examining the mat-
ter before it is approved.

The circumstances of the acts men-
tioned in the preceding paragraph shall
be recorded in writing.

Article 18

After the security classification of a
state secret matter has been changed or
the matter has been declassified, the
relevant organ or unit shall be
promptly notified; however, matters
that have been declassified upon the
expiration of the time limit for them to
remain classified shall be exempt from
this requirement.

After the security classification of a
state secret matter has been changed or
the matter has been declassified, the
change shall be promptly marked on
the relevant documents, information or
other materials. If it is not possible to
do so, personnel within the relevant
field should be notified in advance of
the decision to change the security clas-
sification or to declassify the matter.

Article 19

If the organ or unit that determined a
particular security classification is
closed down or has been merged with
another organ or unit, the work of
changing that particular security classi-
fication or declassifying that matter is
the responsibility of the organ or unit
that formerly performed the functions
of that organ or unit. If there is no cor-
responding organ or unit that formerly
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performed those functions, an organ
appointed by a higher-level organ or
state secrets bureau shall be responsible
for performing such work.

Chapter Three: The System for
Protecting State Secrets

Article 20

The organ or unit that determines the
security classification of a state secret
matter shall determine which individu-
als, organs or units may have access to
that matter. The leaders in charge of
the organs or units that have access to
state secret matters shall determine the
specific range of access allowed within
that organ or unit.

When necessary, a higher-level organ
or unit may change the range of access
granted by a lower-level organ or unit.

Article 21

When copying or duplicating docu-
ments, information or other materials
that contain state secrets, or when ex-
cerpting, quoting, or compiling infor-
mation that contains state secrets,
changing the security classification of
such matters without authorization is
not permitted.

Article 22

In working and cooperating with for-
eign countries, if the other party makes
a request for a state secret, providing
there is a suitable reason and the re-
quest is made via the appropriate chan-
nels, the request may be granted on the
basis of equality and mutual benefit.
According to the regulations of the rel-
evant state department, a report must

Access

No change of classification without
authority

Requests by foreign countries
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Measures for meetings

location

participants

equipment and documents

passing on contents
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be submitted to the organ with the cor-
responding jurisdiction and approval
must be granted. In addition, the other
party must be asked, in a specified
manner, to take on the responsibility of
protecting that state secret.

If a state secret that is provided to a for-
eign country involves multiple depart-
ments, the relevant state secrets bureau
may do the work of organizing and co-
ordinating these procedures.

If a state secret that is provided to a for-
eign country involves the economy, sci-
ence and technology, or social develop-
ment, the organ that gave the approval
shall inform the state secrets bureau at
the appropriate governmental level of
the situation.

Article 23

Whenever meetings are held that in-
volve state secrets, the host unit shall
adopt the following measures to pro-
tect state secrets:

(1) It shall select a meeting location
that has suitable facilities for
protecting state secrets.

(2) It shall limit the scope of partic-

ipants to only those required for

the work at hand, and it shall be
responsible for appointing the
participants at meetings involv-
ing top-secret matters.

(3) Itshall follow the regulations on

the protection of state secrets in

using equipment and managing
documents and information
during meetings.

It shall determine whether or
not the contents of the meeting
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should be passed on to others,
and if so, to whom.

Article 24

When important events are held that
involve state secrets, the host unit may
formulate special plans for the protec-
tion of state secrets and may organize
and implement such plans. If necessary,
the relevant state secrets bureau shall
assist the host unit in this work.

Article 25

Measures to protect state secrets at loca-
tions or sites that are not open to out-
siders shall be formulated by the rele-
vant organ or unit, or decided upon in
discussion with a state secrets bureau.

Article 26

In the event that a state secret is dis-
closed, the organ or unit in which the
disclosure occurred shall immediately
launch an investigation to determine
the contents and security classification
of the state secret that was disclosed,
the extent of the damage that has been
or could be caused, the main details of
the incident, the severity of the punish-
ment, and the names of those responsi-
ble for the incident. It should then take
appropriate measures to remedy the
situation and report the incident to a
state secrets bureau and a higher-level
organ.

Important events

Locations/sites not open to the
public

Investigation, remedy and reporting
if disclosure occurs
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Chapter Four:
Rewards and Punishments

Rewards F_t+t% Article 27
FLE FARIZ — A N8 a4k, Individuals or groups that do any of
HHEPENLG . AL, ERHICEE  the following shall be rewarded by the
bR AR TR E 25 T 2 ) - organ or unit where they work, a
higher-level organ, or the local govern-
ment, according to the relevant body’s
regulations:
(—) AT, R EE (1) Safeguard state secrets under
AR dangerous circumstances.
() xf it i B ARV R I 5K (2) Immediately report any acts
AT Ay SIS R 28 1 involving the disclosure or ille-
gal procurement of state secrets.
(=) RWA M 72 5l & n] feilt 75 (3) Upon discovering that a state
[ 5 MR ER ,  SLRR ARG secret has been or could be dis-
it G BT PR T R closed, take immediate action to
i remedy the situation and
thereby prevent or reduce any
harmful results.
(DU TEW R [ ZERh 2 (1) TS ) (4) Safeguard state secrets and make
o, PEARE M, KR a major contribution to the pro-
) P 22 4 ANA) G A7 L o tection of state security and
TURRI : interests during any special
events that involve state secrets.
(1) 7EE R AR I R WF (5) Obtain significant results or
G AR R Bl 2 make outstanding achievements
FGTH in the development or research
of new technology used to pro-
tect state secrets.
ON) BT [ M i (K3 (6) Have consistently safeguarded
MR TAERE B, S state secrets or have been
R engaged in the work of manag-
ing state secrets over a long
period of time and have made
outstanding contributions.
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(7) Have worked as special state
secrets personnel over a long
period of time or have consis-
tently and loyally safeguarded
and guaranteed the security of
state secrets.

Article 28

For any individuals or groups that make
outstanding contributions to the pro-
tection of state secrets, all levels of state
secrets bureaus and other relevant state
secrets organs shall make suggestions

to the relevant organ, unit or govern-
ment on the rewards to be granted. If
needed, said departments and organs
may grant the reward directly.

Article 29

If the disclosure of a state secret is not
serious enough to warrant criminal
punishment, the relevant organ or unit
shall apply administrative sanctions ac-
cording to regulations and in accord
with the specific circumstances of the
act itself and the security classification
of the state secret matter involved.

Article 30

If the disclosure of a state secret is not
serious enough to warrant criminal
punishment but one of the following
circumstances apply, more severe ad-
ministrative sanctions shall be imposed:

(1) Disclosure of the state secret has
already resulted in harmful con-
sequences.

(2) Disclosure of the state secret
was done for the purpose of
gaining profit for oneself.

Rewards for outstanding
contributions by individuals/groups

Administrative sanctions

More severe administrative
sanctions if enumerated
circumstances present
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Severe administrative sanctions if
already punished/exempt from
prosecution

Lenient administrative sanctions or
exemption from punishment

Request for administrative
sanctions/punishment
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(3) Disclosure of the state secret did
not result in a great amount of
harm but there were either
numerous incidences of disclo-
sure or numerous secrets were
disclosed.

(4) An individual used the author-
ity and power of his or her posi-
tion to force another person to
break the regulations on the
protection of state secrets.

Article 31

If a verdict has been reached by a peo-
ple's court on the disclosure of a state
secret and the defendant was exempted
from prosecution or punishment ac-
cording to law, severe administrative
sanctions shall be imposed.

Article 32

If a secret-level state secret is disclosed
under circumstances deemed to be mi-
nor, the perpetrator may be duly ex-
empt from punishment or lenient ad-
ministrative sanctions may be imposed.
If a highly-secret level state secret is
disclosed under circumstances deemed
to be minor, the perpetrator may also
be duly exempt from punishment or le-
nient administrative sanctions may be
imposed. If a top-secret level state se-
cret is disclosed under circumstances
deemed to be very minor, lenient ad-
ministrative sanctions may be imposed.

Article 33

Any level of state secrets bureau, or any
other organ related to the work of state
secrets protection, may request the rel-
evant organ or unit to impose adminis-
trative sanctions or punishments on
those responsible for disclosing state
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secrets. If there is a dispute regarding
the decision to impose an administra-
tive sanction or punishment, a request
may be made to the organ carrying out
the sanction or punishment to recon-
sider its decision.

Article 34

If any illegal funds are obtained
through the disclosure of a state secret,
such funds shall be confiscated and
handed over to government coffers.

Chapter Five: Additional Provisions

Article 35

The phrase “disclosing state secrets” as
stipulated in the State Secrets Law and
in these measures refers to any of the
following acts that are in violation of
the laws, rules and regulations pertain-
ing to the protection of state secrets:

(1) Allowing a state secret to be
known by any individual that is
not allowed to know such infor-
mation.

(2) Allowing a state secret to go
beyond the specified group of
individuals allowed access to
that secret, and to not be able to
prove that such a disclosure of
information did not take place.

Article 36

The phrase “if it is unclear whether or
not a certain matter is a state secret or
which classification level a matter
should belong to,” as stipulated in the
State Secrets Law and in these meas-
ures, refers to matters whose scope of
state secrets protection has not yet been

Confiscation of illegal funds

Disclosing state secrets

If it is unclear whether or not a
matter is a state secret or which
classification level it should
belong to
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No application to other secret
matters or internal (neibu) matters

Documents, information or
materials that were classified as
state secrets before the State
Secrets Law

Implementation by central state
organs and local governments

F=1++t%
ENERNEE S S A ORI P S
v IR, NG (PR
Y RIART i

B=H)\&F
CPRAEEVRY AT R BT Af S 1025300 5
RSO BORLNUECA I, 2 4K
MR MIAIMEEAT I B,
WO E S PO DR A i

AR EATR BEAY, T30 24 42 0 Ji g
SRR, RA RIUMERAT A, Y
I (ORI FIA M AT
SE s XTI R IR AT T SR
R T o 2 FEOB I LA o

=%

FOREFHLCMS R AKX, B
HEUR, W DRRIEARS . A
SEBREOL, MRS COREED) MIA Ik
il 5 SE i 4 ) o

clearly stipulated and which corre-
spond to any of the items listed under
Article 4 of these measures.

Article 37

The State Secrets Law and these meas-
ures do not apply to other secret mat-
ters, or to the internal (neibu) matters
of an organ or unit, that are not state
secrets.

Article 38

Any documents, information or mate-
rials that were classified as state secrets
before the State Secrets Law came into
effect must be checked and verified in
accordance with the State Secrets Law
and these measures, and the matters
must either be given new security clas-
sifications and new time periods for re-
maining protected as secrets, or be de-
classified.

Matters that have not yet undergone the
checking and approval process shall be
handled according to their original se-
curity classification, and if an act of dis-
closing such a state secret occurs or is
discovered, a new determination shall
be made, in accordance with the State
Secrets Law and these measures, as to
whether or not the matter concerned is
a state secret and if so, which security
classification it should be given.

Article 39

State organs belonging to the central gov-
ernment and all local governments at the
level of province, autonomous region or
directly-administered municipality shall
formulate detailed principles for imple-
menting the State Secrets Law and these
measures according to the actual condi-
tions of their system or region.
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Article 40 Responsibility for measures
These measures are the responsibility
of the national State Secrets Bureau.

Article 41 Effective date
These measures shall take effect as of
the day they are issued.
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3. THE SUPREME PEOPLE’S COURT
INTERPRETATION OF CERTAIN ISSUES REGARDING
THE SPECIFIC APPLICATION OF THE LAW WHEN
TRYING CASES OF STEALING, GATHERING,
PROCURING OR ILLEGALLY PROVIDING STATE
SECRETS OR INTELLIGENCE OUTSIDE OF

THE COUNTRY

Editors’ Note:

The Supreme People’s Court’s Interpretation of Certain Issues Regarding the Spe-
cific Application of the Law When Trying Cases of Stealing, Gathering, Procuring
or Illegally Providing State Secrets or Intelligence Outside of the Country lays out
the punishments for this particular set of crimes based on the “seriousness” of the
circumstances of the crime (e.g. providing top-secret state secrets is more serious
than lower-level secrets), with the death penalty being mandated where the crime is
considered to have been committed under “especially deplorable circumstances.”
Such vague wording leaves a great deal of latitude for the courts and procuratorates
to determine the “seriousness” of any given crime.

A key article is Article 6, which extends the scope of punishment for this crime to
any act of sending materials over the Internet that might contain state secrets or
intelligence, a crime that has been used to punish many dissidents and writers in
recent years.

The Chinese text of the following interpretation is available at: http://www.court.
gov.cn/lawdata/explain/penal/200303210002.htm.
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The Supreme People’s Court’s
Interpretation of Certain Issues
Regarding the Specific Application
of the Law When Trying Cases of
Stealing, Gathering, Procuring or
lllegally Providing State Secrets or
Intelligence Outside of the Country

Document No.: Legal Interpretation
No. 4 (2001)

Promulgation Body: The Supreme
People’s Court

Promulgation Date: January 17, 2001

Effective Date: January 22, 2001

In order to punish, according to law, the
criminal activities of stealing, gathering,
procuring or illegally providing state se-
crets or intelligence to bodies, organiza-
tions or individuals outside of the country,
and to safeguard the security and interests
of the state, the following interpretation
of certain issues regarding the specific
application of the law when hearing such
cases is hereby given, based on the rele-
vant provisions of the Criminal Law:

Article 1

The term “state secrets” as stipulated in
Article 111 of the Criminal Law refers
to those matters specified in Article 2
and Article 8 of the Law on the Protec-
tion of State Secrets of the People’s Re-
public of China and in Article 4 of the
Measures for Implementing the Law on
the Protection of State Secrets of the
People’s Republic of China.

The term “intelligence” as stipulated in
Article 111 of the Criminal Law refers
to those matters that concern state se-
curity and interests which have either
not yet been made public, or should
not be made public, according to rele-
vant regulations.

Purpose

"State secrets"”

"Intelligence"
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Intelligence to
bodies/organizations/individuals
outside of country

State secrets/intelligence to
anyone outside of country under
"especially serious circumstances"

e top-level

e three or more highly-secret

o state secrets/intelligence and
especially serious harm

Especially deplorable
circumstances and death penalty
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Acts of stealing, gathering, procuring or
illegally providing intelligence that is not
a state secret to bodies, organizations or
individuals outside of the country shall
be determined to be, and punished as,
the crime of stealing, gathering, procur-
ing or illegally providing intelligence to
anyone outside of the country.

Article 2

If an act of stealing, gathering, procur-
ing or illegally providing state secrets
or intelligence to anyone outside of the
country is committed under any of the
following circumstances, it shall be
considered a crime committed under
“especially serious circumstances” and
a sentence of between ten years’ impris-
onment and life imprisonment may be
imposed and the defendant’s property
and belongings may be confiscated:

(1) Stealing, gathering, procuring
or illegally providing top-secret
level state secrets to anyone out-
side of the country;

(2) Stealing, gathering, procuring or
illegally providing three or more
highly-secret level state secrets to
anyone outside of the country;

(3) Stealing, gathering, procuring
or illegally providing state se-
crets or intelligence to anyone
outside of the country, the re-
sults of which cause especially
serious harm to state security
and interests.

If, in carrying out the acts mentioned
in the above items, especially serious
harm is caused to the state or the peo-
ple, and if such acts are committed un-
der especially deplorable circum-
stances, the death penalty may be
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imposed and the defendant’s property
and belongings may be confiscated.

Article 3

If an act of stealing, gathering, procuring
or illegally providing state secrets or in-
telligence to anyone outside of the coun-
try is committed under any of the follow-
ing circumstances, a sentence of between
five and 10 years’ imprisonment may be
imposed and the defendant’s property
and belongings may be confiscated:

(1) Stealing, gathering, procuring
or illegally providing highly-se-
cret level state secrets to anyone
outside of the country;

(2) Stealing, gathering, procuring or
illegally providing three or more
secret-level state secrets to any-
one outside of the country; and

(3) Stealing, gathering, procuring or
illegally providing state secrets
or intelligence to anyone outside
of the country, the results of
which cause serious harm to
state security and interests.

Article 4

If an act of stealing, gathering, procur-
ing or illegally providing secret level
state secrets or intelligence to anyone
outside of the country is committed
under circumstances that are deemed
to be “less serious,” a sentence of five
years’ imprisonment or less, criminal
detention, public surveillance or depri-
vation of political rights may be im-
posed and the defendant’s property and
belongings may be confiscated.

State secrets/intelligence to
anyone outside of country under
the following circumstances

¢ highly-secret

e three or more secret-level

o state secrets/intelligence and
serious harm

Secret level/intelligence to anyone
outside of country and "less serious
circumstances"
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"Knows/should know" standard for
providing matter not marked to
anyone outside of the country

Transmission via Internet

Verification of whether state secret
and classification
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Article 5

If a person knows, or should know, that
any matter not marked with a security
classification has a bearing on state se-
curity and interests but still steals, gath-
ers, procures or illegally provides such
matters to anyone outside of the coun-
try, the determination and punishment
for this crime shall be that of stealing,
gathering, procuring or illegally pro-
viding state secrets outside of the coun-
try according to the provisions in Arti-
cle 111 of the Criminal Law.

Article 6

If state secrets or intelligence are ille-
gally transmitted via the Internet to
bodies, organizations or individuals
outside of the country, the determina-
tion and punishment for this crime
shall be in accordance with the provi-
sions in Article 111 of the Criminal
Law. If state secrets are sent over the In-
ternet and the circumstances are seri-
ous, the determination and punish-
ment for this crime shall be in
accordance with the provisions in Arti-
cle 398 of the Criminal Law.

Article 7

When trying cases of stealing, gather-
ing, procuring or illegally providing
state secrets to anyone outside of the
country, verification must be obtained
as to whether or not the matter is a
state secret and if so, which security
classification it belongs to. Such verifi-
cation must be obtained either from
the national State Secrets Bureau or
from a state secrets bureau at the
provincial, autonomous region or di-
rectly-administered municipality level.
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B.
Selected Provisions of Major Laws

Involving State Secrets

Editors’ Note:

Below some of the key points in national laws that contain provisions on state se-
crets are excerpted. Article 4 of the State Security Law is crucial in understanding
what the Chinese authorities consider to be crimes that “endanger state security”:
the list encompasses both espionage-related and political crimes, the latter of
which are not specified but come under the general headings of “conspiring to
overthrow the government” (subversion, or any act that threatens the govern-
ment), “splitting the country” (all ethnic unrest, such as protests in Tibet or the
Xinjiang Uyghur Autonomous Region), and “overthrowing the socialist system”
(used less often in recent years than the other two, which are invoked regularly to
punish dissidents of all stripes).

The Criminal Law sets forth the actual sentences for all crimes; the provisions
here are related to the crimes of stealing, gathering, procuring or illegally provid-
ing state secrets or intelligence outside of the country, endangering state security,
and possessing or disclosing state secrets. As with the Supreme People’s Court In-
terpretation, above, the Criminal Law also uses the vague term of “serious” cir-
cumstances to determine the severity of punishment, thus again allowing
substantial latitude to the courts. The Criminal Procedure Law explicates the legal
procedures to be followed when the judicial organ arrests an individual, such as
the right to an attorney.
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Definition of "any act of
endangering state security"
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State Security Law of the People’s
Republic of China

Promulgation Body: The Standing
Committee of the National People’s
Congress

Promulgation Date: February 22, 1993

Effective Date: February 22, 1993

Article 4

Any organization or individual that has
committed any act of endangering state
security of the People’s Republic of
China shall be prosecuted according to
law.

The phrase “any act of endangering
state security” as referred to in this law
means any of the following acts of en-
dangering state security of the People’s
Republic of China committed by insti-
tutions, organizations or individuals
outside the territory of the People’s Re-
public of China, or by other persons
under the instigation or financial sup-
port of the afore-mentioned institu-
tions, organizations or individuals, or
by organizations or individuals within
the territory in collusion with institu-
tions, organizations or individuals out-
side of the country:

(1) conspiring to overthrow the
government, splitting the coun-
try or overthrowing the socialist
system;

(2) joining an espionage organiza-
tion or accepting a mission as-
signed by an espionage organi-
zation or by its agent;

(3) stealing, gathering, procuring or
illegally providing state secrets;
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(4) instigating, luring or bribing a
government official to turn trai-
tor; and,

(5) committing any other act of
sabotage that endangers state
security.

Article 20

No individual or organization may ille-
gally hold any documents, information
or other materials classified as state
secrets.

Article 23

Whenever any act of endangering state
security committed by institutions, or-
ganizations or individuals outside of
the country, or committed by other
persons under the instigation or finan-
cial support of said institutions, organi-
zations or individuals, or committed by
institutions or individuals within the
country in collusion with institutions,
organizations or individuals outside of
the country constitutes a crime, such
institutions, organizations or individu-
als shall be held criminally responsible
according to law.

Article 28

Anyone who intentionally or mistak-
enly discloses a state secret related to
state security work shall be detained by
a state security organ for not more than
15 days; if such act constitutes a crime,
that person shall be held criminally re-
sponsible.

lllegally holding state secrets

Institutions/organizations or
individuals outside of country and
criminal responsibility for
endangering state security

Disclosing state secrets related to
state security work
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Search by state security organ and
criminal responsibility for illegally
holding or disclosing state secrets

Sentences for stealing or providing
state secrets outside the country
and "circumstances"
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Article 29

A state security organ may search the
body, belongings, residence and other
related places of anyone who illegally
holds documents, information or other
materials classified as state secrets, or
who illegally holds or uses equipment
especially for espionage purposes, and
it may confiscate such documents, in-
formation, materials and equipment.

Anyone who illegally holds documents,
information or other materials classi-
fied as state secrets and commits the
crime of disclosing state secrets shall be
held criminally responsible according
to law.

Criminal Law of the People’s
Republic of China (1997)

Promulgation Body: National People’s
Congress

Promulgation Date: March 14, 1997

Effective Date: October 1, 1997

Amended: December 25, 1999;
August 31, 2001; December 29,
2001; December 28, 2002;
February 28, 2005; June 29, 2006

Article 111

Whoever steals, gathers, procures or ille-
gally provides state secrets or intelligence
for an organ, organization or individual
outside of the country shall be sentenced
to fixed-term imprisonment of not less
than five years but not more than 10 years.
If the circumstances are deemed to be
especially serious, he shall be sentenced
to fixed-term imprisonment of not less
than 10 years or life imprisonment. If
the circumstances are deemed to be less
serious, he shall be sentenced to fixed-
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term imprisonment of not more than
five years, criminal detention, public
surveillance or deprivation of political
rights.

Article 113
Whoever commits any of the crimes of

above in this chapter, except for those
crimes mentioned in Paragraph 2 of Ar-
ticle 103 and in Articles 105, 107 and 109,*
if the crime causes especially serious
harm to the state and the people or if
the circumstances are especially serious,
he or she may be sentenced to death.

Whoever commits any of the crimes
mentioned in this chapter may also be
subject to confiscation of their prop-
erty and belongings.

[*Ed. Note: These are: inciting others to split
the state or undermining national unity; sub-
verting state power or overthrowing the social-
ist system; spreading rumors or slander to
subvert state power; funding criminal activities
in China from abroad; and the defection of
government officials while discharging their
official duties abroad.]

Article 282

Whoever uses the methods of stealing,
gathering or procuring to illegally obtain
state secrets shall be sentenced to fixed-
term imprisonment of not more than
three years, criminal detention, public
surveillance or deprivation of political
rights. If the circumstances are deemed to
be serious, he or she shall be sentenced to
fixed-term imprisonment of not less than
three years but not more than seven years.

Whoever unlawfully holds documents,
information or other materials classi-
fied as “top secret” or “highly secret”
state secrets and refuses to explain their

Death penalty if endangering state

security and especially serious
endangering state security as mentioned  harm or circumstances

Confiscation of property and

belongings

Sentences for stealing, etc. under

serious circumstances
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Violations by state personnel

Violations by non-state personnel

Evidence

e authority to collect/obtain

o confidential
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source or purpose shall be sentenced to
fixed-term imprisonment of not more

than three years, criminal detention or

public surveillance.

Article 398

State personnel who violate provisions
of the Law on the Protection of State
Secrets and who, under circumstances
deemed to be serious, either intention-
ally or through negligence disclose state
secrets, shall be sentenced to three
years’ imprisonment or less, or crimi-
nal detention. If the circumstances of
their crime are deemed to be especially
serious, they shall be sentenced to not
less than three years and not more than
seven years’ imprisonment.

Non-state personnel who commit the
crime mentioned in the preceding para-
graph shall be punished according to the
circumstances and in accordance with the
provisions of the preceding paragraph.

Criminal Procedure Law of the
People’s Republic of China (1996)

Promulgation Body: National People’s
Congress

Promulgation Date: March 17, 1996

Effective Date: January 1, 1997

Article 45

The people’s courts, the people’s procu-
ratorates and the public security organs
have the authority to collect or obtain
evidence from all units and individuals
concerned. The units and individuals
concerned shall provide truthful evi-
dence.

Evidence involving state secrets shall be
kept confidential.

122

HUMAN RIGHTS IN CHINA

STATE SECRETS: CHINA’S LEGAL LABYRINTH



JURDYEIER . BB LS4 K
B, AR TR AR
.

FhAR%
FRARGREE N AL AT ANLIRER — UG ]
Jer B R R 2 RS, R DA
TR Y S A S . AR
v P JRARGREE ANBOEHR, BHE
(IR AT LA FE T IR B o 3 B
R R B S8, AR GE A IS A
Jilt, N ZATA NI .

S ZATHIAIIAT BUR TA NS T A
FEURBE N B gR 40, Wl L2 AR
AR GRBEN , [ JRHRERSEEN T AT
KGO A2 WAL (AR S
BN, UAEHLICHE S UM 2
ALAIR GAFES o I e B SRR ) S F
o RIS AT AR REE N,
LA AR LICHEAE

FEAT4&

N RTE e o B — AR 2 A T E
AT o AHEA O 50 3 0l AN B A
5, AANTFFH L,

Anyone who falsifies, conceals or de-
stroys evidence, regardless of which
side of a case he belongs to, must be in-
vestigated under law.

Article 96

After a criminal suspect has been inter-
rogated by an investigative organ for
the first time, or starting from the day
on which coercive measures are
adopted against him, he may appoint a
lawyer to provide him with legal advice
and to file petitions and complaints on
his behalf. If a criminal suspect has
been arrested, his lawyer may request
that the suspect be released on bail
pending trial. If a case involves state se-
crets, the criminal suspect must obtain
the approval of the investigative organ
before appointing a lawyer.

The appointed lawyer shall have the
right to find out from the investigative
organ what crime the criminal suspect
is suspected of, and may meet with the
criminal suspect in custody to learn the
details of the case. When the lawyer
meets with the criminal suspect in cus-
tody, the investigative organ may, ac-
cording to the circumstances of the case
and as it deems necessary, send one or
more of its personnel to be present at
the meeting. If a case involves state se-
crets, before the lawyer meets with the
criminal suspect, he must obtain the
approval of the investigative organ.

Article 152

Trials of the first instance heard in a
people’s court shall be heard in public.
However, cases involving state secrets
or the private affairs of individuals
shall not be heard in public.

o falsification, concealment or

destruction

Appointment of lawyer

Rights of appointed lawyer

Public or not public trials
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No cases involving crimes committed
by minors who have reached the age of
14 but not the age of 16 shall be heard
in public. Generally, cases involving
crimes committed by minors who have
reached the age of 16 but not the age of
18 shall also not be heard in public.

The reason for not hearing a case in
public shall be announced in court.

The full Chinese text of the above laws
are available at:

+ State Security Law of the People’s
Republic of China: http://www.
gov.cn/ziliao/flfg/2005-08/05/
content_20927.htm

+ Criminal Law of the People’s
Republic of China: http://www.
people.com.cn/item/faguiku/
xingf/R1010.html

+ Criminal Procedure Law of the
People’s Republic of China:
http://www.gov.cn/banshi/2005-
05/25/content_887.htm
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C.
Four Classified Regulations
Pertaining to Law Enforcement

and the Judiciary

1. REGULATION ON STATE SECRETS AND THE
SPECIFIC SCOPE OF EACH LEVEL OF SECRETS

IN PUBLIC SECURITY WORK

Editors’ Note:

The following regulation details the precise scope of state secrets and internal mat-
ters in public security (police) work. Issued jointly by the Ministry of Public Secu-
rity and the National Administration for the Protection of State Secrets in February
1995, this regulation is itself classified as a “secret” level document.

This regulation mandates a far-reaching classification of basic information in po-
lice work, ranging from the “deployment” of law enforcement duties to undis-
closed statistics about arrests of state security suspects and sentencing of offenders
to the reeducation-through-labor system.

Reflecting the role of the public security organs in suppressing political dissent
and social strife, Article 2 lists as top secret any “important” information on “in-
ternational hostile organizations,” “splittist organizations” and “hostile religious
organizations” that are currently under investigation by a public security organ.
Information on handling illegal gatherings, demonstrations, disturbances, riots,
and other critical political incidents that have a “major influence” on local social

order is considered “highly secret.”

This regulation also contains a level of secrecy below “secret” which is termed
“neibu” (internal). Article 3 lists the items that—although not technically classed
as state secrets—still may not be released to the public without consent of the rel-
evant body. This information includes statistics on kidnapping and trafficking in
humans, details of criminal cases whose disclosure would have a “negative impact”
on the public, and certain information on violations of the law or codes of con-

duct by police officers.
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Promulgating authority

Scope of each classification level

The source for the following regulation is: [ /% 7y (%) , (SR J

W ARV R RE T 5 )

(BTA) (L), Cbxt: 3,

1997 ), 7-12 [National Administration for the Protection of State Secrets, ed., Se-
lected Regulations on State Secrets and the Specific Scope of Each Level of Secrets (Re-
vised Edition, Classified as “Highly Secret”), (Beijing: Jincheng Publishing House,

1997), 7-12].
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Regulation on State Secrets and
the Specific Scope of Each Level of
Secrets in Public Security Work

Promulgation Date: March 28, 1995
Effective Date: May 1, 1995

Article 1

This regulation has been formulated in
accordance with Chapter 2, Article 10
of the Law on the Protection of State
Secrets of the People’s Republic of
China.

Article 2

State secrets and the specific scope of
each level of secrets in public security
work are as follows:

Top secret () A5 I A. Matters classed as top secret
L SERIE K BT N R 1. Information that has not already
FRY A LT 28 e i MBURE i been made public on the itiner-
RATFHE ) H R & aries and deployment of security
E, AT, BREk. MpE T guards for top Party and state
(R ) 58 S SLIE AR s )y leaders, visiting foreign heads of
VRN 22 A Uit 0 Ty state and heads of government;
% BEIFE. the deployment of security
guards at the homes of these
individuals, along routes that
they follow, and in public loca-
tions; methods for communicat-
ing with and contacting these
individuals, as well as secret secu-
rity arrangements, plans for
implementing such arrange-
ments, and the methods used by
security guards.
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2. Secret intelligence involving the

coordination of national security,
the stability of social administra-
tion, ethnic unity, national eco-
nomic interests, foreign relations,
and other especially important
intelligence.

. Specific plans of the public secu-

rity organ to guard against, pre-
vent or deal with disturbances,
riots and other major and urgent
public order incidents.

. Key sites being guarded, pro-

tected or defended; key national
engineering projects; classified
projects related to national
defense; the facilities at commu-
nications, electrical, water or
transportation hubs; important
centers of information and other
critical units or parts; the output
of important military projects;
the plans and security personnel
used in the security and protec-
tion work of advanced scientific
research projects; the objectives
of on-duty security guards; the
strength of their deployments;
measures to safeguard technol-
ogy; and other relevant infor-
mation.

. The sources of and methods used

to procure important intelligence,
and the methods used for main-
taining contact.

. Information on investigating and

controlling, on ways to intercept,
and other materials regarding
important targets of surveillance,
as well as information used to ver-
ify important cases currently
under investigation or leads on
enemy positions.
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7. Important information and

developments on domestic and
international hostile organiza-
tions or movements, espionage
and spy organizations, minority
splittist organizations, secret
societies, international criminal
gangs, international terrorist
organizations, hostile religious
organizations, reactionary sects,
and other illegal domestic organ-
izations and their personnel that
are currently under investigation
by a public security organ.

. Information on the reconnoiter-

ing work of special cases, enemy
positions, special agents, secret
agents, “friends,” “relations,” and
secret security personnel, as well
as the establishment, applications
for approval, usage and manage-

ment of their strongholds.

. Information on methods of tech-

nical reconnaissance work and
the installation, strength and uses
of technical reconnaissance posi-
tions.

. Information on the function and

administration of the specific
technical means for doing tech-
nical reconnaissance work and
the specialized equipment used
for such work, as well as the
newest generations of such
equipment.

. Information on professional

technical reconnaissance work
and the technical administration
of such work.

. Measures to safeguard the tech-

nology of encoding systems used
to handle top-secret information.
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14.

15.

16.
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13.

14.

15.

16.

Category 1 measures to protect
against forging resident identity
cards, transit visas used at border
control areas, and entry and exit

visas.

Information on foreign nationals
of great influence who secretly
enter the country and apply for
political asylum.

Information on plans for police
troops responsible for guarding
detention centers and reeduca-
tion-through-labor units, and
other related information.

Compiled statistics on the
strength of police troops at the
regiment level and above, and on
sites being guarded by on-duty
troops and sentry guards.

B. Matters classed as highly secret

1.

Except for key targets of security
personnel, all information that
has not yet been made public re-
garding the arrangements and
security deployments for impor-
tant conferences and major
events held domestically and in-
ternationally; secret codes and
code names used for making
contact; secret security arrange-
ments at residences; and other
related information.

Tactics and plans for handling
cases and incidents involving
foreign matters or foreign affairs
negotiations, and matters related
to secret technical cooperation
with international police forces
or with foreigners who have the
duty of protecting state secrets.

Highly secret
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. Numerical and compiled statistics

on counterrevolutionary cases.

. Except for key sites, all other in-

formation on security defense
plans, the deployment of guards,
and duty rosters of security per-
sonnel at sites being guarded,
protected or defended, as well as
measures to safeguard technology
and other related information.

. General information and devel-

opments on domestic and inter-
national hostile organizations or
movements, espionage and spy
organizations, minority splittist
organizations, secret societies, in-
ternational criminal gangs, inter-
national terrorist organizations,
hostile religious organizations, re-
actionary sects, and other illegal
domestic organizations and their
personnel that are currently un-
der investigation by a public secu-
rity organ.

. Information on the work of for-

eign agencies and businesses
posted in China and their person-
nel, and information on handling
foreign nationals who come to
China for political asylum.

. Plans and methods used to in-

vestigate important criminal
cases already under investigation,
as well as information on investi-
gations, prejudication, and the
work of technical verification.

. Information on the place of cus-

tody or circumstances of prison-
ers of great influence who are
serving sentences and who, after
being arrested, in order to “ob-
struct the investigation” did not
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10.

11.

12.

13.

14.

notify their families or units in
accordance with the provisions
of Article 50 of the Criminal
Procedure Law.

Security measures and the secu-
rity situation of important state-
level encoding systems, as well as
related information used to carry
out safety inspections.

Call letters and secret contact
codes that are either in current
use or are being prepared to be
used through wireless communi-
cations to investigate counterrev-
olutionary cases and important
criminal cases, to arrange secu-
rity work, to handle public order
emergencies, or to transfer secu-
rity forces.

Materials on the source of secrets
used in public security technol-
ogy and research.

Information on the specific de-
ployment of troops to suppress
and handle illegal gatherings,
demonstrations and protests, as
well as disturbances, riots and
other public order emergencies
that have a major influence on
local social order, and other re-
lated information.

Information on preventing and
handling prison violence, jail-
breaks and other major incidents,
and other related information.

Category 2 measures to protect
against forging resident identity
cards, transit visas used at border
control areas, and entry and exit

visas.
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15.

16.

17.

1.

Information on the organization,
duties, personnel, establishment
and expenditures of covert public
security work units, as well as
their undercover personnel and
counterfeit equipment, and meas-
ures to keep them undercover.

Information on the locations of
concentrated deposits, quanti-
ties, measures to safeguard, and
transportation of weapons am-
munition, explosive materials,
highly toxic substances and ra-
dioactive materials.

Compiled statistics on the
strength of detachments and
brigades of armed troops and on
the sites being guarded by on-
duty troops and sentry guards.

C. Matters classed as secret

Plans for the specific deployment
and movements of public secu-
rity organs in cracking down on,
investigating and handling un-
lawful criminal activities.

. Compiled information and sta-

tistics that have not yet been
made public on criminals that
have been arrested, captured,
sent for reeducation through la-
bor or juvenile rehabilitation, or
taken in for shelter and investi-
gation in any directly-adminis-
tered municipality, autonomous
region or province throughout
the country.

. The strength and deployment of

guards at, and the measures to
safeguard technology of, large
state-owned enterprises, and
other related information.
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10.

Codes names used for technical
reconnaissance methods.

Important social movements be-
ing looked into by public secu-
rity organs.

Important information from in-
formants and whistleblowers, the
names and addresses of inform-
ants and whistleblowers, and any
other information that might en-
danger their persons or their
safety.

Information and statistics on
those who are targets of investi-
gation, under investigation, or
under the control of public secu-
rity organs, and key members of
the population that are under
public security scrutiny.

Specific plans and important
case details on criminal cases
that are in the information-gath-
ering or the pretrial stages, and
information on information-
gathering or pretrial work.

. Information on the place of cus-

tody or circumstances of ordi-
nary prisoners who, after being
arrested, in order to “obstruct
the investigation,” did not notify
their families or units in accor-
dance with the provisions of Ar-
ticle 50 of the Criminal Proce-
dure Law.

Statistics on anything that con-
stitutes a crime in any part of the
country involving cases of grow-
ing botanical substances for ille-
gal drugs or digging up this kind
of botanical substance for drug
use, and information or figures
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13.

14.

15.

16.

17.
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11.

12.

13.

14.

15.

16.

17.

on the domestic manufacturing
of drugs.

Information on positions or
strongholds that have been used
for social or business purposes
by the public security organs.

Information and statistics on
the setting up and uses of spies
in public order work or inside
prisons.

The frequencies and code words
used in wireless communications
to perform criminal investiga-
tions and public order work.

The total deployment of those in
charge of computer security
work, the security of computer
systems that handle information
involving secrets, and the physical
safety measures of such systems.

The procedures of the internal
surveillance work of reconnoi-
tering scouts, border patrols, and
departments that handle immi-
gration.

Category 3 measures to protect
against forging resident identity
cards, transit visas used at border
control areas, and entry and exit
visas. Measures to protect against
forging all kinds of specialized
public security business stamps
[chops] as well as licenses to op-
erate motor vehicles.

Statistics on the sites being
guarded by on-duty armed forces
at the squadron level, sentry
guards, and the strength of these
troops.

134

HUMAN RIGHTS IN CHINA

STATE SECRETS: CHINA’S LEGAL LABYRINTH



B=4
N AR F SR 6 T [
BN O A, R
SEHLSHEE AT B B

L AR A GBS
NI B

2. BRI H AT A EAT [H
B S RE AT (TR B AR LS 5

3. AWEHIREARN AL
A

4. K BRI F R AR
B BRSO R R
WS ES

5. PR R A SR g s
PNEE-'& LY el =3 SK/Y
v HNEFE I LR UM AR
Eree R JINEDYNEE SLRYYE
ARBLBEAR RO 10 ) LI SR A
¥ EL AR S A 5

6. CAEHATT A R
TR S (R BAR 5 5

Article 3 Internal (neibu) matters
The following matters are not classed

as state secrets within public security

work, but they should be handled as in-

ternal (neibu) matters and their unau-

thorized dissemination is not allowed

without first getting permission from

the regulatory organ.

1. Statistics and files, documents,
and administrative measures that
have not yet been made public.

2. Specific methods of criminal in-
vestigation techniques and ad-
vanced criminal investigation
techniques used internationally.

3. General social movements cur-
rently being looked into by pub-
lic security organs.

4. Information or figures on any-
thing that does not yet constitute
a crime involving scattered cases
of growing or digging up botani-
cal substances for illegal drugs.

5. Figures on cases of kidnapping
and trafficking in humans and
figures on those kidnapped or
sold; cases involving the kidnap-
ping and trafficking of women
belonging to ethnic minorities or
women from outside the coun-
try; cases of kidnapping and traf-
ficking in humans that seriously
threaten the safety of the public;
and specific details of cases of
gathering crowds to obstruct the
rescue of women or children that
are in danger of being harmed.

6. Specific details of criminal cases
that have already been solved but
whose public disclosure would
have a negative impact.
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Public security work and other
departments' work

Secrets used by police troops
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7. Plans and specific measures for
security arrangements at large-
scale activities.

8. Plans to secure the safety of, and
the number of guards deployed
to protect, state-owned enter-
prises, as well as measures to
safeguard their technology and
other related information.

9. All kinds of internal (neibu) ref-
erence materials.

10. Opinions currently being drafted
regarding proposed changes to
organs and their personnel.

11. Information and statistics—
about which a decision has not
yet been made regarding
whether to make such informa-
tion public—concerning viola-
tions of the law or codes of con-
duct by public security officers.

12. All other matters concerning
regulations of public security
organs at the county level and
above.

Article 4

Matters in public security work that af-
fect other departments’ work of pro-
tecting state secrets must be handled
according to the relevant scope of state
secrets protection.

Article 5

Secret regulations on other matters in-
volving secrets used by police troops to
implement systems of the armed
forces.
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Article 6
Explaining this regulation is the work

Responsibility for explaining
regulation

of the organ responsible for the protec-

tion of secrets of the Ministry of Public

Security.

Article 7

This regulation takes effect as of May 1,
1995. At the same time, the Regulation
on State Secrets and the Specific Scope

Effective date

of Each Level of Secrets in Public Secu-
rity Work (document no. 21 [89]) issued
on October 17, 1989 is hereby revoked.
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2. REGULATION ON STATE SECRETS AND THE
SPECIFIC SCOPE OF EACH LEVEL OF SECRETS IN

THE WORK OF THE PEOPLE’'S PROCURATORATES

Editors’ Note:

The regulation below details the precise scope of state secrets and internal matters
in the work of the people’s procuratorates. Issued jointly by the Supreme People’s
Procuratorate and the National Administration for the Protection of State Secrets,
this regulation is itself classified as a “secret” level document.

This regulation mandates the classification of matters such as statistics and infor-
mation regarding the death penalty at all administrative levels, and the number of
political cases handled yearly (referred here under their pre-1997 appellation of
“counterrevolutionary crimes”). Included in the list of matters classed as “highly
secret” are statistics and details regarding the use of torture to extract confessions,
a practice that has caused much controversy within the judicial system and inter-
nationally.

This type of information is commonly regarded as key indicators of a country’s
human rights record, in particular in respect to the administration of justice.

The source for the following regulation is: [F 8% e (4a) , CEZFRbE I
BRAARTEH R IER)  (BITAD (WUE), Cbxt: S,

19974F), 70-7171 [National Administration for the Protection of State Secrets,
ed., Selected Regulations on State Secrets and the Specific Scope of Each Level of Se-
crets (Revised Edition, Classified as “Highly Secret”), (Beijing: Jincheng Publishing
House, 1997), 70-71].
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Regulation on State Secrets and
the Specific Scope of Each Level of
Secrets in the Work of the People’s
Procuratorates

Effective Date: January 15, 1996

Article 1

In order to safeguard the security and
interests of the state and to ensure that
the work of the people’s procuratorates
runs smoothly and according to law,
this regulation has been formulated in
accordance with the provisions in the
Law on the Protection of State Secrets
of the People’s Republic of China and
the Measures for Implementing the
Law on the Protection of State Secrets
of the People’s Republic of China.

Article 2

State secrets in the work of the people’s
procuratorates refers to matters that are
related to state security and national in-
terests and, as specified by legal proce-
dure, are entrusted to a limited number
of people for a given period of time.

Article 3

State secrets and the specific scope of

each level of secrets in the work of the
people’s procuratorates are as follows:

A. Matters classed as top secret

1. Plans and materials for investi-
gating cases put on file for inves-
tigation that are currently being
investigated by procuratorial or-
gans (including initial investiga-
tions that occurred prior to put-
ting a case on file) and that could
impact state security or social
stability, as well as plans and ma-

Purpose and promulgating authority

Definition of state secrets

Scope of each classification level

Top secret
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terials for investigating cases that
involve cadres at the provincial
level or above (including materi-
als provided by informants).

. Statistics and compiled informa-

tion on death sentences nation-
wide.

. Scrambling devices used in the

work of the procuratorates, as
well as their keys and encryption
algorithms.

B. Matters classed as highly secret

. Plans for investigating and ideas

on how to handle cases put on
file for investigation that are cur-
rently being investigated by
procuratorial organs (including
initial investigations that oc-
curred prior to putting a case on
file), as well as related materials
(including materials provided by
informants).

. Statistics and compiled informa-

tion on counterrevolutionary
cases.

. Strategies and proposals regard-

ing cases involving foreigners or
foreign affairs.

. Statistics and compiled informa-

tion on death sentences within
provinces, autonomous regions
or directly-administered munici-
palities.

. Statistics and specific case details

regarding the use of torture to
extract confessions and corporal
punishment abuse that led to se-
rious consequences.
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6. Information on the allocation,
transportation, and storage of
weapons and ammunition by
procuratorial organs.

C. Matters classed as secret

1. Relevant materials and opinions
on how to handle investigations
into indictments of criminal
cases (except for cases investi-
gated by oneself).

2. Statistics on criminal cases, and
on those arrested in connection
with such cases, that have not yet
been made public either nation-
wide or within provinces, au-
tonomous regions or directly-
administered municipalities.

3. Statistics and compiled informa-
tion on death sentences within
provincially-administered mu-
nicipalities (prefectures and au-
tonomous prefectures).

Article 4

If there are any state secret matters
within the work of the procuratorate
that involve other departments, the se-
curity classification of those matters
should be carried out according to the
scope of state secrets protection prac-
ticed by that department.

Article 5

Explaining this regulation is the re-
sponsibility of the Committee on the
Protection of State Secrets of the
Supreme People’s Procuratorate.

Secret

Classification of matters that
involve other departments

Responsibility for explaining
regulation
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Effective date
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Article 6

This regulation shall take effect as of
January 15, 1996. At the same time, the
Regulation on State Secrets and the
Specific Scope of Each Level of Secrets
in the Work of the People’s Procura-
torate (Supreme Procuratorate Protec-
tion Committee document no. 17
[1989]) jointly issued on October 23,
1989 by the Supreme People’s Procura-
torate and the National Administration
for the Protection of State Secrets, as
well as the Explanation of the Regula-
tion on State Secrets and the Specific
Scope of Each Level of Secrets in the
Work of the People’s Procuratorates
(Supreme Procuratorate Protection
Committee document no. 1 [1990]) is-
sued on August 23, 1990 by the
Supreme People’s Procuratorate, are
hereby revoked.

142

HUMAN RIGHTS IN CHINA

STATE SECRETS: CHINA’S LEGAL LABYRINTH



3. REGULATION ON STATE SECRETS AND THE
SPECIFIC SCOPE OF EACH LEVEL OF SECRETS IN

THE WORK OF THE PEOPLE’S COURTS

Editors’ Note:

The following regulation details the precise scope of state secrets and internal
matters in the work of the people’s courts. Issued jointly by the Supreme People’s
Court and the National Administration for the Protection of State Secrets in July
1995, this regulation is itself classified as a “secret” level document.

This regulation reflects the high level of secrecy under which courts operate in
China, as well as their subordination to the internal instructions of the Supreme
People’s Court and the higher people’s courts. Indeed, Article 7 states that, al-
though the work of the people’s courts is itself not a state secret, “any matters that,
once made public, could have a negative impact or undesirable results” must not
be made public, thereby providing the courts with legal justification for withhold-
ing trial proceedings from the public domain.

Cases of “very high,” “high” and “relatively high” significance, as well as the in-
structions received by the courts on how to adjudicate them, are respectively clas-
sified as top secret, highly secret and secret. The term “significance” is not
specifically defined but seems to refer to the risk of public embarrassment or loss
of political control that certain cases might cause for the government, such as
“major criminal cases involving Party or state leaders,” “socially sensitive cases” or
cases that, “if disclosed, could provoke social unrest or intensify ethnic conflicts.”

This regulation also mandates the classification of all information regarding “the
use of bodily organs of prisoners who have been sentenced to death,” a subject
that has been widely discussed and for which the government has been criticized
in recent years (Article 3, Section B.4).

The source for the following regulation is: [H K% 5 (4a) , CEZFRE LI
MRAMTCHEPHEESR) (BITA) L), Jbat: S,
19974), 52-5511 [National Administration for the Protection of State Secrets,
ed., Selected Regulations on State Secrets and the Specific Scope of Each Level of Se-
crets (Revised Edition, Classified as “Highly Secret”), (Beijing: Jincheng Publish-
ing House, 1997), 52-55].
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Purpose and promulgating authority

Definition of state secrets

Scope of each classification level
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Regulation on State Secrets and
the Specific Scope of Each Level of
Secrets in the Work of the People’s
Courts

Promulgation Date: July 31, 1995
Effective Date: August 8, 1995

Article 1

In order to safeguard the security and
interests of the state and to ensure that
the judicial work of the people’s courts
runs smoothly and according to law,
this regulation has been formulated in
accordance with the provisions in the
Law on the Protection of State Secrets
of the People’s Republic of China and
the Measures on Implementing the Law
on the Protection of State Secrets of the
People’s Republic of China.

Article 2

State secrets in the work of the people’s
courts refers to matters that are related
to state security and national interests
and, as specified by legal procedure, are
entrusted to a limited number of peo-
ple for a given period of time.

Article 3

State secrets and the specific scope of
each level of secrets in the work of the
people’s courts are as follows:

Top secret (—) ¢ g =R I A. Matters classed as top secret
1. s A BB gk N R 1. Important internal directives,
Wt sgf e AT AR ) ) decisions, plans and proposals
FAM NI E LSRR, e used by the Supreme People’s
N IE N I E LGS EY Court and higher people’s courts
W N LTF SRS NN (SN 4 in trying cases of very high sig-
. nificance, as well as requests for
instructions, reports and official
replies regarding important
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questions that come up in han-

dling such cases.

In this regulation, the phrase

e Cases of very high

KEMEAE” . — BV “cases of very high significance” significance
e N B e Bl 2N B2 B generally refers to the following
YR — o ) A S types of cases tried in trials of
the first instance by the Supreme
People’s Court or higher people’s
courts:
() fEAEEE . [ (i) Counterrevolutionary cases
X\ FEETTE R R A of high significance either
H RS 1) S i 5 nationwide or that come
G under the jurisdiction of
provinces, autonomous re-
gions and directly-adminis-
tered municipalities.
(2) K& FE K EBONIHE 5 E (i) Cases involving foreign
KA 2 H A A matters that impact national
sovereignty and key interests
of the state.
(3) KAREFHNE. 458 T (ili) Extremely sensitive cases
VER AR UK A that impact either national-
level internal affairs or for-
eign affairs work.
(4) Tyt & v REAE 4 [ 5R (iv) Cases that, if disclosed,
A, B, HEWE could provoke social unrest
B 4 5 1S A 2 B LA and intensify ethnic con-
e BT i R 24 flicts either nationwide or
under the jurisdiction of
provinces, autonomous re-
gions and directly-adminis-
tered municipalities.
(5) W R v A KA T 1) (v) Major criminal cases involv-
TR & A ing Party or state leaders.
Wrr PoE Rk T, b It is also possible that, if
YNGR e o els s NI AN there is a special need, the
B AR A — I Lk (1) %2 (4) higher people’s courts
EE XU could direct an intermedi-
ate people’s court to hold a
trial of the first instance for
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the types of cases listed
above in items (i) through

(iv).

. Specific details and records of

cases of very high significance
that have been sent by the
Supreme People’s Court or
higher people’s courts for delib-
eration to either judicial com-
mittees or collegiate benches.

. Annual or monthly statistics on

national cases involving the sen-
tencing, ratification or imple-
mentation of the death penalty.

B. Matters classed as highly secret

1. Important internal directives, de-

cisions, plans and proposals used
by the Supreme People’s Court
and higher people’s courts in try-
ing cases of high significance, as
well as requests for instructions,
reports and official replies regard-
ing important questions that
come up in handling such cases.

In this regulation, the phrase
“cases of high significance” gener-
ally refers to the following types
of cases tried in trials of the first
instance either by higher people’s
courts or to cases that are di-
rected, as needed, to intermediate
people’s courts for trials of the
first instance:

(i) Counterrevolutionary cases
of relatively high signifi-
cance either nationwide or
that come under the juris-
diction of provinces, au-
tonomous regions and di-
rectly-administered
municipalities.
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(ii) Cases involving foreign
matters that impact na-
tional reputation and the
interests of the state.

(iii) Socially sensitive cases t
hat come under the juris-
diction of provinces,
autonomous regions and
directly-administered
municipalities.

(iv) Cases that, if disclosed,
could provoke social unrest
or intensify ethnic conflicts
and that come under the
jurisdiction of a single pre-
fecture.

(v) Important criminal cases in-
volving leading cadres in pro-
vincial departments at the
chief or deputy chief levels,
or involving well-known
persons of great influence
who work in national do-
mestic or foreign politics.

. Specific details and records of

cases of high significance that
have been sent for deliberation to
judicial committees or collegiate
benches by people’s courts at the
intermediate level and above.

. Annual or monthly statistics on

cases tried at the provincial, au-
tonomous region or directly-ad-
ministered municipality level, as
well as all military cases that in-
volve the sentencing, ratification
or implementation of the death
penalty.

. Specific information on the

corpses or on the use of bodily
organs of prisoners who have
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been sentenced to death by peo-
ple’s courts.

C. Matters classed as secret

1. Important internal directives, de-

cisions, arrangements and pro-
posals used by the Supreme Peo-
ple’s Court and higher people’s
courts in trying cases of relatively
high significance, as well as re-
quests for instructions, reports
and official replies regarding im-
portant questions that come up in
handling such cases.

In this regulation, the phrase
“cases of relatively high signifi-
cance” generally refers to the fol-
lowing types of cases tried in tri-
als of the first instance by
intermediate people’s courts:

(i) Counterrevolutionary cases
of relatively high signifi-
cance that come under the
jurisdiction of a single pre-
fecture.

(ii) Cases of relatively high sig-
nificance involving foreign
matters.

(iii) Socially sensitive cases that
come under the jurisdic-
tion of a single prefecture
or county.

(iv) Cases that, if disclosed,
could provoke social unrest
or affect ethnic unity and
that come under the juris-
diction of a single prefec-
ture or county.

(v) Important criminal cases
involving leading cadres at
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the prefecture or county
level, or involving well-
known persons of great in-
fluence who work in do-
mestic politics at the
provincial, prefecture or
county level.

. Specific details and records of

cases of relatively high signifi-
cance that have been sent for de-
liberation to judicial committees
or collegiate benches by people’s
courts at all levels.

. Annual or monthly statistics on

cases tried by intermediate peo-
ple’s courts involving the sen-
tencing or implementation of
the death penalty.

. Criminal judiciary forms for re-

porting statistics on cases other
than those involving the death
penalty tried by people’s courts
at the intermediate level and
above.

. Plans to carry out the executions

of prisoners of relatively high
significance who have received
the death penalty.

. Internal reports and requests for

instructions on important mat-
ters related to visits to China from
abroad by supreme court chief
justices and other chief justices.
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Matters regarding newly-created or
existing regulations

User instructions for computers,
date/files on lawsuits, or audio-
visual products

Matters that involve other
departments
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Article 4

Within the work of the people’s courts,
if there are any matters regarding either
newly-created regulations or existing
regulations that are not clear and
which, once disclosed, could harm the
security and interests of the state, then
the people’s courts must produce an
initial draft to determine the level of
secrets that apply to these matters. In
addition, they should follow the rele-
vant measures adopted to protect the
secrecy of these drafts. At the same
time, all higher people’s courts should
verbally report to the Committee on
the Protection of State Secrets of the
Supreme People’s Court to obtain veri-
fication.

Article 5

If there are any state secrets contained
in user instructions for computers, data
or files on lawsuits, or audio-visual
products, then when determining
which level of secrets should be used to
classify these, the highest level of se-
crets among them should be used.

Article 6

If, in the work of the people’s courts
there are matters of state secrecy that
involve other departments, the level of
secrets applied to these matters should
be determined according to the regula-
tions of the relevant national-level de-
partment responsible for the protection
of state secrets.
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Article 7

In terms of the form that the judicial
work of the people’s courts takes, al-
though that work itself is not a state se-
cret, whenever there are matters that,
once made public, could have a nega-
tive impact or undesirable results, then
those secrets in judicial work must be
protected and must not be made public
or disseminated without authorization.

Article 8

Explaining this regulation is the re-
sponsibility of the Committee on the
Protection of State Secrets of the
Supreme People’s Court.

Article 9

This regulation shall take effect as of
August 8, 1995. At the same time, the
Regulation on State Secrets and the
Specific Scope of Each Level of Secrets
in the Work of the People’s Courts
(court document no. 30 [89]) issued on
October 24, 1989 by the Supreme Peo-
ple’s Court and the National Adminis-
tration for the Protection of State Se-
crets, as well as the notice of
explanation regarding this regulation
(court document no. 4 [1992]) issued
on January 15, 1992 by the Supreme
People’s Court, are hereby revoked.

Matters that could have
negative/undesirable results

Responsibility for explaining
regulation

Effective date
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4. REGULATION ON STATE SECRETS AND THE
SPECIFIC SCOPE OF EACH LEVEL OF SECRETS IN

JUDICIAL ADMINISTRATION WORK

Editors’ Note:

The following regulation details the scope of state secrets and internal matters in the
“judicial administration” of prisons and labor camps. Issued jointly by the Ministry
of Justice and the National Administration for the Protection of State Secrets in
August 1995, this regulation is itself classified as a “secret” level document.

This regulation reflects the high degree of secrecy in which prison administration
and conditions are kept in the PRC. It precludes the disclosure of statistics on pris-
oner executions, “unusual” deaths in detention facilities (including reeducation-
through-labor and juvenile facilities), “reeducation plans” for political and
religious prisoners, as well as data on “instances of police officers causing injuries
or disabilities to prisoners.” Even general statistics on the number of prisoners cur-
rently held in detention nationwide are classed as “secret” level state secrets.

Not surprisingly, plans for “dealing with human rights issues” such as the reform of
individuals in prisons or reeducation-through-labor camps is classed as “highly
secret,” as is information on the detention and reform of “prisoners of influence”
currently serving sentences (Article 2, Section B), although the phrase “prisoners
of influence” is not defined.

This regulation also contains a section on “neibu” (internal) information which,
although not technically a state secret, still may not be disclosed without permis-
sion from the relevant body. Listed among the neibu information (Article 4) is data
on instances of police mistreatment of prisoners, cases of police officers who vio-
late discipline, and—in a final catch-all phrase—“information not yet made public
on any judicial administration work that is not a state secret.”

The source for the following regulation is: [EIZ % 5 (%) , (KM% L
WHPARTCHEIRE LS ) (B4 WU, dent: S Rt
19974F), 56-58 111 [National Administration for the Protection of State Secrets,
ed., Selected Regulations on State Secrets and the Specific Scope of Each Level of
Secrets (Revised Edition, Classified as “Highly Secret”), (Beijing: Jincheng Publish-
ing House, 1997), 56-58].
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Regulation on State Secrets and
the Specific Scope of Each Level of
Secrets in Judicial Administration
Work

Promulgation Date: August 31, 1995
Effective Date: October 15, 1995

Article 1

This regulation has been formulated in
accordance with the Law on the Protec-
tion of State Secrets of the People’s Re-
public of China and the measures for
implementing that law.

Article 2

State secrets and the specific scope of
each level of secrets in judicial adminis-
tration work are as follows:

Promulgating authority

Scope of each classification level

() 43 I A. Matters classed as top secret Top secret
1. ARk 9538 TAER 1. Overall programs and plans for
SRENS/ 5N I B nationwide prison and reeduca-
tion-through-labor work.
2. WK, IYE A E AR T 2. Overall plans for the deployment
B TTR, B of military troops to guard de-
UES tention areas and reeducation-
through-labor facilities nation-
wide, as well as plans for guards
and on-duty personnel.
3o ORI 1 DX B 1 AR 18 3. Plans for the deployment and
BRNATE T % movement of large numbers of
prisoners being transferred from
one region to another.
() Bl B. Matters classed as highly secret Highly secret
L 2EMEE BRX. 5 1. Statistics nationwide and for any
gt AR, A P55 province, autonomous region or
I N EDFIUAE A A Ak directly-administered municipal-
NE AR AT NEL ity on the number of new pris-
oner executions and unusual
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deaths in prisons, juvenile deten-
tion facilities and reeducation-
through-labor facilities.

. Advance plans on how to prevent

and handle major incidents of
jailbreaks and violence in prisons
and reeducation-through-labor
facilities.

. Plans and methods for gathering

information on important and
especially large cases currently
being investigated in prisons and
juvenile detention facilities, as
well as countermeasures for han-
dling such cases.

. The overall layout of national

prisons and reeducation-
through-labor facilities.

. Countermeasures that our coun-

try plans to adopt to deal with
international human rights is-
sues including prisoner reform,
reform of reeducation-through-
labor inmates, and crime pre-
vention.

. Plans and proposals on transfer-

ring prisoners within provinces,
autonomous regions and directly-
administered municipalities.

. Information on the location,

quantity, security arrangements
and transportation of weapons
and ammunition stored in pris-
ons and reeducation-through-
labor facilities.

. Information on the detention

and reform of prisoners of influ-
ence currently serving sentences.
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C. Matters classed as secret

1. Information on matters inside

prisons including police officer
formations, troops guarding de-
tention areas, guards, reports
made to the police, communica-
tions, electrical power facilities
and weaponry.

. Compiled annual and quarterly

statistics on prisoners currently
in detention nationwide.

. Statistics at the level of province,

autonomous region, directly-ad-
ministered municipality or lower
regarding the number of new
prisoner executions and unusual
deaths in prisons, juvenile deten-
tion facilities and reeducation-
through-labor facilities.

. Information on the placement of

spies in prisons.

. Specialized and sample surveys

on, and the statistical classifica-
tions of, prisoners currently in
detention and reeducation-
through-labor inmates nation-
wide.

. Internal requests for instruc-

tions, reports and proposals on
important matters related to vis-
its to China by foreign judicial
officials or visits abroad by Chi-
nese judicial officials.

Secret

FOUR CLASSIFIED REGULATIONS PERTAINING TO LAW ENFORCEMENT AND THE JUDICIARY

SECTION 1l

155




Judicial administration work and

other departments' work

Internal (neibu) matters
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Article 3

If there are any state secret matters
within the arena of judicial administra-
tion work that involve other depart-
ments, the security classification of
those matters should be carried out ac-
cording to the scope of state secrets pro-
tection practiced by that department.

Article 4

The following matters, which fall
within judicial administration work
and are not considered state secrets but
are secret work being handled inter-
nally (neibu), must not be made public
or disseminated without authorization
from the regulatory organ:

1. Reeducation plans for reeduca-
tion-through-labor inmates who
engage in counterrevolutionary
activities, illegal religious activi-
ties, illegal publications and the
activities of illegal organizations.

2. Information on crimes commit-
ted by prisoners or reeducation-
through-labor inmates in pris-
ons, juvenile rehabilitation
facilities or reeducation-
through-labor facilities.

3. Comprehensive analyses of in-
formation on the numbers of,
and the prisoners involved in,
cases occurring inside prisons,
juvenile rehabilitation facilities
or reeducation-through-labor
facilities, as well as on reform
trends and escapes of reeduca-
tion-through-labor inmates.

4. Financial statements and plans
of the national prison system, as
well as annual industrial and
agricultural reports.
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10.

. Case details and guidelines on

how to handle foreign inquiries
regarding criminal and eco-
nomic cases of definite signifi-
cance concerning state security,
national unity or foreign rela-
tions that have been handled by
lawyers and not yet made public.

Action plans to pursue and arrest
escaped prisoners and to pursue
and return reeducation-through-
labor inmates.

Plans for solving cases, action
plans and information reports
on cracking down on criminal
activities inside prisons, juvenile
rehabilitation facilities and reed-
ucation-through-labor facilities.

. Data on instances of police offi-

cers causing injuries or disabili-
ties to prisoners or reeducation-
through-labor inmates and
instances of police officers vio-
lating the law or discipline.

Financial and industrial quar-
terly statistical reports on the na-
tional prison system, as well as
annual investment plans.

Test questions on actual or sam-
ple exams that have not yet been
used to evaluate the qualifica-
tions of relevant students and
teachers applying to political and
legal institutions affiliated with a
government ministry, as well as
individual examination ques-
tions used for admitting new
students.

FOUR CLASSIFIED REGULATIONS PERTAINING TO LAW ENFORCEMENT AND THE JUDICIARY

SECTION 1l

157




11.

12.

13.
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11.

12.

13.

14.

15.

16.

17.

18.

Materials on relevant organiza-
tions that should not be made
public within a given time pe-
riod or within certain confines
regarding the organizations’ set-
up and internal division of labor;
their selection, allocation, ap-
pointment and dismissal of
cadres; and files and information
on cadres in those organizations.

Information not yet released on
the investigations or trials of
cases of judicial administration
officers who violate discipline.

Statistics on the ideological ten-
dencies and living and sanitation
conditions of prisoners in deten-
tion and reeducation-through-
labor facilities nationwide.

Information on relatively large-
scale epidemics that occur
amongst prisoners and reeduca-
tion-through-labor inmates.

Work plans, summaries, requests
for instructions and reports re-
garding the internal structure of
auditing agencies, and other re-
lated records.

Statistical information not yet
made public on any judicial ad-
ministration work that is not a
state secret.

Financial statements and statisti-
cal reports on the personnel, la-
bor and capital of enterprises
and institutions within the judi-
cial administration system.

Documents and reference mate-
rials used in internal (neibu)
work.
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Article 5

Explaining this regulation is the re-
sponsibility of the Committee on the
Protection of State Secrets of the Min-
istry of Justice.

Article 6

This regulation shall take effect as of
October 15, 1995. At the same time, the
Regulation on State Secrets and the
Specific Scope of Each Level of Secrets
in Judicial Administration Work (judi-
cial document no. 237 [89]) jointly is-
sued on January 6, 1990 by the Min-
istry of Justice and the National
Administration for the Protection of
State Secrets, as well as the notice of ex-
planation regarding this regulation (ju-
dicial document no. 061 [91]) issued
on May 6, 1991 by the Ministry of Jus-
tice, are hereby revoked.

Responsibility for explaining
regulation

Effective date
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D.
Regulation on the Protection

of State Secrets in News Publishing

Editors’ Note:

The following regulation, issued by the National Administration for the Protection
of State Secrets in June 1992, specifies the obligations of news and media organiza-
tions in respect to state secrets protection. These obligations apply to the publish-
ing or issuing of newspapers and periodicals, news dispatches, books, maps,
illustrated reference materials, audio-visual productions, as well as the production
and broadcasting of radio programs, television programs and films.

According to this regulation, all news publishing units in China should use a dual
system of first checking all articles, reports, drafts, news releases and so forth inter-
nally for any possible disclosures of state secrets; after this, if it unclear whether or
not a state secret might be involved, the unit must send the materials to another,
higher department for external vetting. If the materials in question are found to
contain state secrets, such information must either be declassified, abridged,
edited, or otherwise removed.

In addition, any news reports on national politics, foreign affairs, economics, sci-
ence and technology, and military affairs that are to be sent to foreign news organi-
zations for publication must always be checked by a higher body, regardless of
whether or not there is a question of the materials containing state secrets. This
regulation also contains a section (Chapter 3) on what news publishing units
should do in case a state secret is disclosed in the course of their work. The above
dual system is intended precisely to prevent any such disclosures, but should they
occur, the persons or units responsible will be “severely punished” (Article 18).

As regulations concerning the state secrets system are not systematically provided to
the public, it can be difficult to determine the current status of any particular regula-
tion. A search for this regulation on news publishing, for instance, found it listed on
two different Web sites, both belonging to Peking University: The Lawyee Web site
(www.lawyee.net) where it was listed as no longer effective, and the Law Info China
Web site (www.lawinfochina.com) where it was listed as currently effective.

The source for the following regulation is: 2k R (F:4), (AN RALATE R
wEA) , ORBER R RET T A2 NG ) (K& A

R AL, 1999), 363-3661T1  [Li Zhidong, ed. Compendium of Laws of the
People’s Republic of China on the Protection of State Secrets, (Circulation limited to
departments, organizations and personnel doing state secrets protection work),
(Changchun: Jilin People’s Press, 1999), 363-366].
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Regulation on the Protection of
State Secrets in News Publishing

Promulgation Date: June 13, 1992
Effective Date: October 1, 1992
National Administration for the Pro-
tection of State Secrets Document No.
34 (1992)

Chapter One: General Provisions

Article 1

In order to safeguard state secrets in
news publishing work, this regulation
has been formulated in accordance
with Article 20 of the Law on the Pro-
tection of State Secrets of the People’s
Republic of China.

Article 2

This regulation shall apply to the pub-
lishing or issuing of newspapers and pe-
riodicals, news dispatches, books, maps,
illustrated reference materials and au-
dio-visual productions, and to the pro-
duction and broadcasting of radio pro-
grams, television programs and films.

Article 3

The work of protecting state secrets in
news publishing is a principle to be ad-
hered to and implemented in order to
safeguard state secrets and to aid in the
normal functioning of news publishing
work.

Article 4
News publishing units and their re-

Purpose and promulgating authority

Scope of application

Principle of protecting state secrets
in news publishing

Role of news publishing units,
reporters, editors, relevant

ST S AT N G 2 ISR I 3R porters or editors, as well as units that ~ personnel
PhRBC S, PATIREEM, E5FfR%  provide information and their relevant
HIRE, SR 8 e L R DR personnel, shall strengthen relations,
TAE. improve cooperation, implement the
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System to check on protection of
state secrets

Checking materials

Submission of unclear information
to relevant department or higher
authorities
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laws and regulations on protecting state
secrets, comply with the system for
protecting state secrets, and work to-
gether to protect state secrets in news
publishing.

Chapter Two: The System for Pro-
tecting State Secrets

Article 5

News publishing units and units that
provide information shall establish and
perfect a system to check on the protec-
tion of state secrets in news publishing
in accordance with the laws and regula-
tions on protecting state secrets.

Article 6

Checking on the protection of state se-
crets in news publishing shall be imple-
mented through a combination of
checking materials oneself and sending
materials out to be checked.

Article 7

Information intended to be made pub-
lic by news publishing units or by units
that provide information shall be
checked by those units in accordance
with the relevant regulations on the
protection of state secrets. Where it is
unclear whether or not a piece of infor-
mation involves state secrets, such in-
formation shall be submitted to the rel-
evant department in charge or to
higher authorities or units for exami-
nation and approval.
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Article 8

If information involving state secrets
must be reported or circulated to rele-
vant departments by news publishing
units and their reporters or editors,
such actions shall be carried out
through internal channels, and the re-
ported or circulated information shall
be marked as a state secret in accor-
dance with the relevant regulations.

Article 9

When information is provided to re-
porters or editors of news publishing
units by the units or persons being in-
terviewed, and that interview material
which is necessary to the work in hand
involves state secrets, then such matters
shall be approved in advance according
to relevant legal procedures and shall be
declared to the reporters or editors.
Matters which have been declared to be
state secrets by the units or persons be-
ing interviewed shall not be publicly re-
ported or published by news publishing
units, or by their reporters or editors.

Regarding information involving state
secrets that must be publicly reported
or published, the news publishing units
concerned shall suggest to the relevant
department in charge that the materials
be declassified or that other measures
be adopted to protect state secrets, such
as abridging, editing or concealing such
materials. The materials shall then be
checked and approved by the relevant
department in charge.

Internal circulation and marking as
state secrets

Advance approval for interview
materials provided to
reporters/editors

Declassifying, abridging, editing, or
concealing information that must
be published
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Covering meetings/other activities
involving state secrets

Responsibility of state organs under
central government, other relevant
units

Checking and approving
manuscripts
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Article 10

News publishing units that cover meet-
ings or other activities involving state se-
crets must first be given permission to
do so by the host unit. The host unit
shall check the work identity papers of
the interviewers and indicate which
items should not be publicly reported or
published. Items that are intended to be
publicly reported or published shall be
checked and approved by the host unit.

Article 11

In order to prevent state secrets from
being disclosed and to ensure that rou-
tine news publishing work can be car-
ried out, all departments belonging to
state organs under the central govern-
ment, as well as other relevant units,
shall strengthen their relationship with
news publishing units according to the
nature of their work, establish regular
channels for providing information,
perfect their system for issuing news re-
leases, and circulate propaganda guide-
lines in a timely manner.

Article 12

Relevant organs and units shall appoint
a body or individual from another or-
gan or unit with the authority to repre-
sent the former to check their manu-
scripts. That body or individual shall be
responsible for checking and approving
manuscripts submitted by news pub-
lishing units to determine whether or
not the manuscripts involve state se-
crets. Where it is unclear whether or not
the contents involve state secrets, the
materials shall be submitted to higher
authorities or units for examination
and approval. If the materials are re-
lated to state secrets that involve the
work of other units, an opinion shall be
solicited from the relevant unit.

164 HUMAN RIGHTS IN CHINA

STATE SECRETS: CHINA’S LEGAL LABYRINTH



BH=%
RPN 1L F AR,
J7 224585 A D £ S BPLASE  HY F1 5 I
BRAGZER, IEATRFIRNG DA RELE T 2L
SRR R P e J A 5 (4, 24 R I ]
SE TR IRHT 1 Y RRCRA BT, IR
[F] 7 SR A R AP

E Rl S

A NAVL DR ) S RSB S A1 2 T i T
HRIE R, LR RGE A
225 A R O e 17 e R
FHRANR I, N2 AR LA AT B
BB, AL E .

F+a%

NN TRV P Y S IR A S
v R K E K BUG . S AL,
B FEHITH AN, N RS
REA AT B ML, AL E .
BN E R, Y g U 5 G
PIWIERRSE 8

Article 13

When the relevant organs or units are
checking manuscripts submitted for
approval, they shall satisfy the time re-
quirements of the news publishing
unit, and if such work cannot be con-
cluded within the required time limit
due to special circumstances, this shall
be explained to the relevant news pub-
lishing unit and they shall discuss a way
to solve the problem.

Article 14

If an individual intends to provide in-
formation to news publishing units for
public dissemination or publication
and the information involves the work
of affiliated organizations or units, or if
it is unclear whether or not the infor-
mation involves state secrets, such in-
formation shall be checked and ap-
proved in advance by that individual’s
unit or by higher authorities or units.

Article 15

If an individual intends to provide re-
ports or publications involving na-
tional politics, economics, foreign af-
fairs, science and technology, or
military affairs to foreign news publish-
ing organizations, such materials shall
be checked and approved in advance by
that individual’s unit, or by higher au-
thorities or units. If manuscripts are
mailed outside of the country, they
shall be handled in accordance with
relevant state regulations.

Time requirements for checking
manuscripts

Prior approval for information
involving work of affiliated
organizations or units

Providing reports/publications
involving national politics,
economics, foreign affairs, science
and technology, or military affairs
to foreign news publishing
organizations

REGULATION ON THE PROTECTION OF STATE SECRETS IN NEWS PUBLISHING

SECTION 11 165




lllegal reporting/publishing of state
secrets

Disclosure during course of news
publishing activities

Punishment for disclosure

Handling closing down, takeover, or
resulting economic losses
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Chapter Three: Investigating and
Handling Occurrences of
Disclosing State Secrets

Article 16

If state personnel or other citizens dis-
cover that state secrets have been ille-
gally reported or published, they shall
immediately make a report to the rele-
vant organ or unit, or to a state secrets
bureau. If the disclosure of state secrets
is related to news publishing units or
other relevant units, those units shall
initiate contact and jointly adopt meas-
ures to remedy the situation.

Article 17

If state secrets are disclosed during the
course of news publishing activities, a
person from the relevant unit responsi-
ble shall immediately investigate. If it is
uncertain who is responsible for the in-
vestigation, the relevant state secrets
bureau shall make a decision to investi-
gate the matter itself or appoint an-
other unit to investigate.

Article 18

Any units or individuals that are re-
sponsible for disclosing state secrets
shall be severely punished according to
the relevant laws and regulations.

Article 19

If the disclosure of a state secret that
occurs during the course of news pub-
lishing work requires that publication
to cease publishing, close down, or be
taken over, and if economic losses are
incurred as a result of this, the relevant
department in charge shall handle the
situation according to its regulations.
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Mlicit income obtained through the dis-
closure of state secret matters by news
publishing units, their reporters or edi-
tors, or by units or persons that pro-
vide information, will be confiscated in
accordance with the law and will be
turned over to the state.

Chapter Four: Additional Provisions

Article 20

If, in the course of news publishing
work, individual units disagree as to
whether or not certain information is a
state secret, the question shall be de-
cided by a state secrets bureau together
with the relevant department in charge,
in accordance with the laws and regula-
tions on the protection of state secrets.

Article 21

The term “information” as used in this
regulation may refer to language, writ-
ing, symbols, charts, pictures, and
other forms of expression.

Article 22

Explaining this regulation is the work
of the National Administration for the
Protection of State Secrets.

Article 23
This regulation shall take effect as of
October 1, 1992.

Confiscation of illegal income

When different units disagree

"Information”

Responsibility for explaining
regulation

Effective date
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E.
Selection of State Secrets Provisions

Regulating Specific Activities

Editors’ Note:

The table below is a compilation of some of the provisions contained in the body
of regulations issued jointly by the National Administration for the Protection of
State Secrets (NAPSS) and specific government and party organs, ranging from the
Ministry of Labor and Social Security to the All-China Women’s Federation.

These regulations indicate the far-reaching influence that the NAPSS has in prevent-
ing information on nearly all aspects of life from reaching the public domain. Social
science research work, labor and social security, environmental protection, land man-
agement, civil affairs work, women’s work, family planning, and ethnic and religious
affairs all have a long list of matters that are classified as state secrets. For example:

+ Information on labor petitions or strikes in state enterprises

+ Nearly all information held by the ACFTU (All-China Federation of Trade
Workers)

+ Information on incidents of environmental contamination or pollution
+ Information on infectious diseases and large-scale epidemics

+ Plans for handling ethnic unrest, and the reactions of overseas ethnic
minorities on ethnic problems within China, including certain writings or
speeches of ethnic minorities in China

+ Information on overseas religious organizations and their personnel

 Statistics on the number of abortions and incidents of infanticide and child
abandonment

Each regulation divides information into the standard classification of top secret,
highly secret and secret, with some also including the level of neibu (internal) clas-
sification for matters that are not technically state secrets but that must not be dis-
closed without approval of the relevant body.

Unless otherwise noted, the source for the following regulations is: Z=& 48 (3
), (P NRICMEREERET) , ORBSS R A9, A
AR (K& SN ARAE, 1999), [Li Zhidong, ed. Compendium of
Laws of the People’s Republic of China on the Protection of State Secrets, (Circulation
limited to departments, organizations and personnel doing state secrets protection
work), (Changchun: Jilin People’s Press, 1999).
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NAME OF REGULATION

ISSUING BODIES AND DATE OF ISSUE RELEVANT PROVISIONS

Regulation on State Secrets Top secret:

and the Specific Scope

of Each Level of Secrets + Materials related to the details or forms of research performed by research de-

in Social Science Research Work partments and individuals that are appointed by the Party or state to take part in

major reforms of the country’s economic and political systems, as well as infor-

+  Chinese Academy of Social Sciences, mation on major internal and foreign policy principles. (5T S A~ AN
National Administration for the Pro- SO S E 2 NG T [ 2K KR B MR SO RBLI ATl o 2 ) L K
tection of State Secrets W IBCANAZ 5 B B AR 90 R B i 8. ) (Article 3.1.1)

+ April 21, 1995
Highly secret:
HERIEFIR TR E M M

X BT e * Planning and policy research reports and suggestions that involve China’s foreign
policy, state-to-state relations, or other serious matters concerning state security
o HEERMERL . B KRR and interests. (¥ M IR EAMEBUR S8 0C R LUA™ HC R [ 52 A AR

L AITIIE . BORMERT RS M. ) (Article 3.2.1)
« 1995%F4 21 H
+ Research reports, details of responses to reports, statistical data and audio-vi-
sual materials that concern socially sensitive domestic issues and are meant
only for Party and state leaders or relevant departments. (F\i& [ 56 A1 XK
AT N A SR S P [ Py A e AUR ) B R T TR T s S DB K
FiAE 1SR ) (Article 3.2.3)

Secret:

+  Documents and reports on the details or forms of research regarding policies
and measures for the establishment and perfection of the socialist market
economy that are still under consideration and have not yet been implemented.
(SR TSR 5E A2 B T2 G AAHIL R T R & IBOR. 1
Tt BRI NG DLATR K SO RS ) (Article 3.3.1)
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NAME OF REGULATION

ISSUING BODIES AND DATE OF ISSUE RELEVANT PROVISIONS

Regulation on State Secrets Highly secret:

and the Specific Scope

of Each Level of Secrets + Undisclosed information and data on the handling of child labor cases nation-
in Labor and Social Security Work wide. (MIA A4 [E T TR A AL LGt Eidis . ) (Article 3.1.1)

+  Ministry of Labor and Social Secu- Undisclosed opinions on amendments to important, socially sensitive govern-

rity, National Administration for the ment policies. (A2 A 1 FE AL 2 BUBBCR L= . ) (Article 3.1.2)
Protection of State Secrets
Compiled information on major incidents involving workers in enterprises na-
+ January 27, 2000 tionwide, such as collective petitioning or strikes. (4= [E MR T A4 5
MR TEFRREFGEE . D (Article 3.1.4)

AN AL ORI T A R

B BT R R Policies and plans to revise wages in enterprises at the national level, in all State
Council departments, and at the level of province, autonomous region, and di-

o JFE AR S OREE AR . RO R rectly-administered municipality. (4[F. [FE5Be5#0 T &4 BBGX. H

FETTRI AL T o4O . A7 % ) (Article 3.1.5)

* 200041 H27H
Information concerning major cases of embezzlement and the illegal use of so-
cial insurance funds, and information on the informants in such cases. (14>
DRI BE BB o 8 FH AT 3 K50 P B R A S A 28R N AT KA e )
(Article 3.1.6)

Plans and strategies for participating in meetings of international labor organi-
zations. (ZINE FRI7SHL W TR, X5 ) (Article 3.1.7)

Secret:

+ Undisclosed unemployment rates, revenue and expenditure forecasts for social
insurance funds, and planning data regarding all mid- and long-term develop-
ment programs and annual development plans for labor and social security
projects. (57BN AFE2 DRBg =l p L A AR EF B e vt Jal v i AR
NATHI RN A L 2 PRI HE B AT R s . ) (Article 3.2.1)

+ Investigative materials and statistical data which reflect the macroscopic situa-
tion of wage distribution in enterprises nationwide. ( Jz Bt 4> [El V. T %% 43 fic
FRCRBE I A BRI GE vH il o ) (Article 3.2.2)
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NAME OF REGULATION

ISSUING BODIES AND DATE OF ISSUE RELEVANT PROVISIONS

Regulation on State Secrets Internal (neibu):

and the Specific Scope

of Each Level of Secrets + Undisclosed key policy measures and revised plans regarding all mid- and

in Labor and Social Security Work, long-term development programs and annual development plans for labor and
cont. social security projects. (55 B HfE 2 OB b o IR R KUK B2 &

JEEVH H 1 R 2 A1 STt P4 TR IO It S T 56 ) (Article 4.1)

+ Statistical materials on labor protection at the national level, in all State Coun-
cil departments, and at the level of province, autonomous region, and directly-
administered municipality. (2 & %44 B 5T AE S B 50
IIRIDF IR GE T BERL ) (Article 4.2)

* The total number of laid-off workers in state-owned enterprises. ([E47 1Mk
NI T %, ) (Article 4.3)

+ Distribution plans concerning basic living guarantees and re-employment
funds for laid-off workers in state-owned enterprises. ([E45 4k T bR T3
AR B R B % G T 5. ) (Article 4.4)

+ Plans and measures for the reform of the labor protection system at the na-
tional level, in all State Council departments, and at the level of province, au-
tonomous region, and directly-administered municipality. (4>[H & %% H
DS L TN 55 B 2% 5 1) ) 57 Bl DR B ol 88 ey 38 S M. )
(Article 4.6)

The source for this regulation is: Law Search (B4 ) Web site, http://www.
panlv.net/p128123705925312500.html.

SELECTION OF STATE SECRET PROVISIONS REGULATING SPECIFIC ACTIVITIES ~ SECTION Il 171



NAME OF REGULATION
ISSUING BODIES AND DATE OF ISSUE

Regulation on State Secrets
and the Specific Scope

of Each Level of Secrets

in Trade Union Work

« All-China Federation of Trade
Unions (ACFTU), National Admin-
istration for the Protection of State
Secrets

* May 27, 1996

TR E S K BT
B A

« EEE T HRERER

« 199645 H27H

RELEVANT PROVISIONS

Highly secret:

+ Compiled information and statistics held by the ACFTU concerning collective
petitioning, strikes, marches, demonstrations and other major incidents involv-
ing workers. (4 [Ei ToBER IR TR EUf. S50, WfAT mEEEER
RICFAR G DG BT ) (Article 3.1.1)

+ Information and investigative materials held by trade unions at the national
level and in each province, autonomous region and directly-administered mu-
nicipality concerning the activities of illegal labor organizations. (4x[E %
A AR, R TR IR K ARE A GRS 5L LSO A
WAkl ) (Article 3.1.2)

+ The positions of, and strategies against, trade union organizations in Taiwan.
O 595 TR A RS R ) (Article 3.1.3)

Secret:

+  Compiled information and statistical data held by trade unions in each
province, autonomous region and directly-administered municipality regard-
ing collective petitioning, strikes, marches, demonstrations and other major in-
cidents involving workers. (%45, HIAIX . FLAETT oS48 IR TAAA |
Vi R AT SRR KN ZR A T UG 4T. ) (Article
3.2.1)

+ Undisclosed compiled information and statistical data held by the ACFTU con-
cerning major dangerous accidents and occupational illnesses. (A< JT 14>

BB IO S BNIREEE ST . ) (Article 3.2.2)

+ Compiled information and statistics held by the ACFTU concerning worker
unemployment and the financial hardships of workers. (4> [E & T2 54211
AT KM AN AR WA 2R 5 W DU GETH AT ) (Article 3.2.3)

+  Results of scientific research, technological materials, tricks of the trade and
their sources that were acquired by trade unions and related organizations
through secret channels. (TC2% A A7 AT SN ik Bk JE3E HUAG O RHIT A
R BHEBRL BORRET IR ) (Article 3.2.4)

+ Work plans and strategies concerning participation in international labor or-
ganizations, and in bilateral and multilateral contacts with trade union organi-
zations in individual nations. (Z:/1[E 5 T2 20 23R 2% [ T4 4 2R3 T XX
W ZIOTER TAET ERTH . ) (Article 3.2.5)
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NAME OF REGULATION
ISSUING BODIES AND DATE OF ISSUE

Regulation on State Secrets
and the Specific Scope

of Each Level of Secrets

in Trade Union Work, cont.

RELEVANT PROVISIONS

Secret, cont.:

+ The positions of, and strategies against, trade unions in Hong Kong and
Macao. (s, LR PIRS DRI K) (Article 3.2.6)

Internal (neibu):

+ Undisclosed directives issued by central Party and state leaders concerning
trade union work. (R JF 5 1 e f b 403 /) 36 58 T2 TAERYSR
7No ) (Article 5.1)

+ Proposals sent to the Party’s Central Committee, the State Council, and other
relevant departments regarding questions of national economic development

and the immediate concerns of workers. (Z5 %6 U, B 25 B o By e 1%
THERLT KB TY) G 56 A HEN . ) (Article 5.2)

+ Information and statistical data not yet made public on the situation of work-
ers and trade union work. (WA A AT IHR T MR GO 23 TAER 25515 Ol
MGt T« ) (Article 5.3)

+ Information and materials that are part of an ongoing investigation or research
that could be detrimental to the stability of workers. (7£ i X i/F 57 H S 42 11147
RAM TR MIAE 5 DL RL. ) (Article 5.4)

« Details of current investigations concerning worker casualties. (1F7E i £x 1R
TART-%Y. D (Article 5.5)

+ Information concerning internal discussions of assessments, promotions, ap-
pointments, awards or punishments of cadres, and information concerning ap-
praisals and votes taken during job performance reviews in specialized fields.
(THBERZ HTE BAE 2ahs Ao I A R s DO ML HR 55 0F
B TAE P VPSR G L. ) (Article 5.6)

+ Plans and arrangements for activities involving foreign affairs. (4MiiG 31T
Xl‘%HE. ) (Article 5.7)

+  Self-published internal publications and other materials published by trade
union organizations. (&2 HATHMENIINE T ZEkL. ) (Article 5.8)
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NAME OF REGULATION
ISSUING BODIES AND DATE OF ISSUE

Regulation on the Specific Scope
of State Secrets in Environmental
Protection Work

+ State Environmental Protection Ad-
ministration, National Administra-
tion for the Protection of State Se-
crets

» December 28, 2004

AR TR E A% T B e

o EEELRY R B KR R

« 2004412 A28H

RELEVANT PROVISIONS

Highly secret:

+ Information on environmental pollution that would, if disclosed, seriously af-
fect social stability. (s 25 ™ HE 5 M AL S A2 € SV 5 8. ) (Article
2.1.1)

+ Information that would, if disclosed, constitute a serious threat to military in-

stallations. (JHt & 28 25 5 Bt Ay )™ B Je B 145 B ) (Article 2.1.2)

Secret:

+ Information on environmental pollution that would, if disclosed, affect social
stability. (7l 258 it SFC MM TS 45 8. ) (Article 2.2.1)

+ Information that would, if disclosed, create an unfavorable impression in our
country’s foreign affairs work. (It 2345 FAME TAFE AW 1EE. )
(Article 2.2.2)

The source for this regulation is: (T EIMEFLE) i, (PEIRE
FUY o dbnt: TP EBERE DA, 2005) [China Environment Yearbook
Editorial Committee. China Environment Yearbook. (Beijing: China Environmen-
tal Sciences Press, 2005)].
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NAME OF REGULATION

ISSUING BODIES AND DATE OF ISSUE RELEVANT PROVISIONS

Regulation on State Secrets and Top secret:

the Specific Scope of Each Level

of Secrets in Managing Land + Statistics on state land and resources that would, if made public or disclosed,
and Resources Work seriously harm the nation’s image and social stability. (23 T8l #% J5 23 7™ 54

HE KT G2 2 1 L B E i ) (Article 2.1.1)
+  Ministry of Land and Resources,
National Administration for the + Information on surveying work to serve military aims and for national con-
Protection of State Secrets struction, as well as surveys of mineral resources, that would, if made public or
disclosed, bring about serious disputes with foreign countries or border con-
* May 14,2003 flicts. (A FFeliltE8 5235 A BAMS L 2y« 3 St e OB 7 DU A AR
B i B AN ZE = H AR S5 I T AR DL ) (Article 2.1.2)
I - B R T AR 5 L PR
5
Highly secret:
o EEBEEE. FRRE R
+ Information on land that would, if made public or disclosed, constitute a seri-
« 20034E5 14 H ous threat to the safety of Party or state leaders. (2B % J5 23] 56 FlE K
QUGN 22 Ay ™ S B B R ) (Article 2.2.1)

+ Information on geological surveying work that would, if made public or dis-
closed, bring about border disputes or that would be disadvantageous to the
resolution of border questions. (A FFuliith ¥ 5 255 | K14 F - AR T 5
I LR R O b S 75 TARRG DL ) (Article 2.2.2)

Secret:
+ Information on mapping regional state land and resources that would, if made
public or disclosed, weaken military defense capabilities. (23 il #% f5 2 Hil

55 5 SRR EE S DIk [ BRI 22 Bkt ) (Article 2.3)

The source for this regulation is: The Ministry of Land and Resources Web site,
http://www.mlr.gov.cn/pub/mlr/documents/t20041125_75029.htm.
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NAME OF REGULATION
ISSUING BODIES AND DATE OF ISSUE

Regulation on State Secrets
and the Specific Scope

of Each Level of Secrets

in Family Planning Work

+ State Family Planning Commission
(now State Population and Family
Planning Commission), National
Administration for the Protection of
State Secrets

- May 16,1995

TRIEE T ERME KRR
A7 B A E

c BZHRIER RIS (HRALLE
ARG . FRRE R

* 19954516 H

RELEVANT PROVISIONS

Highly secret:

+ Preliminary discussions by the State Council and other relevant departments
on national sex education and family planning policies and programs. (¥ %5 i

LA R T IEAE AR ) A AR A BB T %8 ) (Article 3.1.1)

+ Statistics from family planning departments at the national level and at the
level of province, autonomous region, directly-administered municipality or
planned city on the number of deaths resulting from problems with surgical
birth control procedures or family planning. (£[F &%, HIAX . ELFET.
TR BRI BTGV T T ARBE O B A 7 ) AU AT
ToRIEHE . ) (Article 3.1.2)

+ Statistics from family planning departments at the national level and at the
level of province, autonomous region, directly-administered municipality or
planned city regarding the number of induced abortions. (4=[E &% . Hf
D<o EEE T RIS T RIE IS 5 8. ) (Article 3.1.3)

Secret:

+ Statistics from family planning departments at the prefectural level on the
number of deaths resulting from problems with surgical birth control proce-
dures or family planning. (HiZTHRIZE G 1LV FAIE T EFA T
YA ) @ AT B . ) (Article 3.2.1)

+ Statistics from family planning departments at the prefectural level on the
number of induced abortions. (ML HRIAEH 1400151 4. )
(Article 3.2.2)

« Statistics on infanticide and child abandonment at the county level and higher
during specific periods of investigation by relevant departments. (7 ¢ H.07 %
T A ) G vk i) B UL RS AR AL ) (Article 3.2.3)

+ Statistics from family planning departments at the national, provincial, prefec-
tural and county level on fees collected for unplanned births [births not al-
lowed under family planning policy]. (& 4. M. BgirRIAEEHI14
I RIAMEE RIS EL. ) (Article 3.2.4)
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NAME OF REGULATION

ISSUING BODIES AND DATE OF ISSUE RELEVANT PROVISIONS

Regulation on State Secrets Internal (neibu):

and the Specific Scope

of Each Level of Secrets + Statistics from family planning departments at the county level on the number
in Family Planning Work, cont. of deaths resulting from problems with surgical birth control procedures or

family planning. (2RI EF TG0t H AR HAMRHRIEF
i) LIS R AE T B . ) (Article 5.1)

+ Statistics from family planning departments at the county level on the number

of induced abortions. (B2 iHRIZEF T IG5/ 4. ) (Article 5.2)

+ Statistics on infanticide and child abandonment at the township level during
specific periods of investigation by relevant units. (7 ¢ 54 % I i 25 1 1)
B 2 2R, ) (Article 5.3)

+ Statistics from family planning departments at the county level and higher on
the gender and sex ratio of second and third-born children. (E-2% DL 1%
I IEE . =R RS LRI BN ) (Article 5.4)

+ Cases of deaths or disabilities resulting from problems with surgical birth con-
trol procedures or family planning. (X717 & T ARFvHKI A= B ) i a1k 5%
FETII A . ) (Article 5.5)

+  Collective disturbances or incidents that occurred as a result of using overly
crude or brutal methods in family planning work. (& #URTZ ) T AF J51% &
s 5k A R A . ) (Article 5.6)

+ Incidents of cruel treatment of family planning officers that occurred while
they were fulfilling their family planning duties according to law, or incidents of
cruel treatment to their families or serious damage to their property or belong-
ings. GREUIEPATVHRIA T 2295 N 5 S JLS ™ SR IR S0 7 [ 2
F. ) (Article 5.7)
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NAME OF REGULATION
ISSUING BODIES AND DATE OF ISSUE

Regulation on State Secrets
and the Specific Scope

of Each Level of Secrets

in Cultural Work

+  Ministry of Culture, National Ad-
ministration for the Protection of
State Secrets

- July 21,1995

SO T b B SRR B S 2 RAA T
R e

o« SR EERE R

< 19954FE7TH21H

RELEVANT PROVISIONS

Top secret:

+ Tactics, strategies and measures adopted in handling major incidents in foreign
relations and cultural activities with foreign nations that involve our country’s
national reputation. (W ZhSCALIE B)) 5 THIVE I ] 5 75 25RO A0 ¢ & 1 K3
BT K HU ISR . 6 SRR TE it ) (Article 3.1)

Highly secret:

¢+ Relevant details of, and measures adopted to handle, cultural work or cultural
activities with foreign nations that might have an international influence.
(FE ST AT SO S0 ST 51 75 T K T s 53 W0 AT AR DM i R 4
i ) (Article 3.2.1)

+ Propaganda guidelines, strategies and measures used in cultural propaganda
work with sensitive foreign nations or regions. (££X}4h Ak E T Af g
I it X E AR 4% SRS R . ) (Article 3.2.2)

+ Details on the approval process for major cultural exchange projects with other
countries that involve sensitive issues. (4 S BUk il /(1) 5K b Ab SCA A A 0
H e L. ) (Article 3.2.4)

+ Collections of old books and maps that contain information on borders be-
tween China and neighboring countries that have not yet been determined, or
information on borders with neighboring countries that are still under dispute.
(PR TH A5 L i T g e JIIR g 408 TR A S 3 5t B 2 34 7 A7 4L
HKNE. ) (Article 3.2.8)

Secret:

¢ The annual work reports or proposals of cultural organizations stationed
abroad on the situation in those countries, and the strategies approved and
adopted by this ministry to deal with such situations. (44 SCALHURIST A b
FERESA M EEE TAR RS OB E RIS 5. ) (Article 3.3.2)
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NAME OF REGULATION
ISSUING BODIES AND DATE OF ISSUE

Regulation on State Secrets
and the Specific Scope

of Each Level of Secrets

in Civil Affairs Work

+  Ministry of Civil Affairs, National
Administration for the Protection of
State Secrets

+ February 29, 2000

REUTAR E A0 S H R R4
R e

o RBUHB. FRA R

* 20004F2H29H

RELEVANT PROVISIONS

Highly secret:

* Basic information on illegal organizations or unlawful civil organizations held
by civil affairs departments in the course of performing their work of adminis-
tering civil affairs. (FIFJZH 2V AR RGBSR 1T 5 42 1 AR A 2 et vk 1]
R LU HEAR I ) (Article 3.2.1)

Secret:

+ Recommendations and plans for boundary delimitations issued by relevant de-
partments of the central government or a province (or autonomous region or
directly-administered municipality) on border disputes that have not yet been
resolved. (o, 48 CHRDX. EHFH) AT AL S AR g2
HIA AR B S W RN T S ) (Article 3.3.1)

« Statistics and other related information on individuals who flee from famine,
beg for food or die as a result of natural disasters at the national, provincial, au-
tonomous region or directly- administered municipal level. (4=[F 24, HiA
X, BEEET ERKFFEOETL ER ST S EAE CEERL )
(Article 3.3.4) [Ed. note: This article was removed by Document 116, Notice
Regarding the Declassification of Statistics on Casualties Caused by Natural
Disasters and Related Information, issued by the Ministry of Civil Affairs and
the NAPSS on August 8, 2005.]

+ Archived records containing place names located on border areas that are
marked with the exact latitude and longitude. (I135Hh[X kx5 HERf 25 2 FE 1K) 1
YIS (Article 3.3.5)

+ Policies on handling problems with refugees from abroad in China. (4b¥7E
AL fp A D ) B PSR ) (Article 3.3.6)

The source for this regulation is: Law Search (%) Web site, http://www.
panlv.net/p17087.html.
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NAME OF REGULATION
ISSUING BODIES AND DATE OF ISSUE

Regulation on State Secrets
and the Specific Scope

of Each Level of Secrets

in Public Health Work

+  Ministry of Health, National Ad-
ministration for the Protection of
State Secrets

* January 23, 1996

PATAE E R E R TR RN
FA e

o DAEHR. KRR

* 19964F1 H23H

RELEVANT PROVISIONS

Top secret:

+ Records on the health situation, plans for medical treatment, and medical his-
tory of Party and important state leaders, and of foreign state dignitaries and
heads of government that are visiting China. (&1 [E 28 3= 24505 N Ak Vi 1
HMEFEZTTH - BUN IR A S 00 BRIT 5% Wiliidsk. ) (Article 3.1)

Highly secret:

+ Undisclosed medium-, long-term or annual plans for medical or scientific re-

search. CRATFHIEE ARSI F TR, D (Article 3.2.1)

+ Information on the number of cases of Class A infectious diseases, as well as
information on large-scale epidemic outbreaks (at the prefectural, municipal
and autonomous region level or higher) of viral hepatitis and other hemor-
rhagic diseases, that has not yet been authorized for public disclosure by the
Ministry of Health or other organizations authorized by the Ministry of
Health. (R TA AN TR BRI 22 A1 (1) FH SR A% Gy 21 S BORE
Bl MR LD R RAT B AR L AT 1 L A B K. )
(Article 3.2.9)

+ Statistics, methods and numbers of cases from all levels of health departments
on induced abortions during the second trimester of pregnancy (pregnancies
at 14 weeks or more). (F-Z PGP UE R CGUEdR14 8 LA B 5]
PR ik Witle ) (Article 3.2.10)

Secret:

+ Nationwide figures not yet authorized for disclosure by the Ministry of Health
or other organizations authorized by the Ministry of Health on the incidence
of people who contract any kind of occupational illness; and compiled statisti-
cal figures on infected persons in each province, autonomous region, directly-
administered municipality and planned city. (A% A= HAT P AR S BN LA
NATI A AR AR AR 28 IR BT AR a0
KINNB RIS BT . ) (Article 3.3.2)

« The biological effects of all previous nuclear test site areas. (F [ [ A% 1A%
AT I X IR AE RN o ) (Article 3.3.4)
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NAME OF REGULATION

ISSUING BODIES AND DATE OF ISSUE RELEVANT PROVISIONS

Regulation on State Secrets Highly secret:

and the Specific Scope

of Each Level of Secrets + Plans and strategies for handling major issues in women’s work that involve
in Women’s Work important and sensitive countries or regions. (472 T AF ¥ A H BRI [

K MBS U U7 5 XK. ) (Article 3.1)
+ All-China Women’s Federation, Na-
tional Administration for the Pro-
tection of State Secrets Secret:

+ April 24,1991 +  Compiled data regarding major cases that involve the killing of women and
children. (5B FH IR & JLEILIRE SRR LR A VER R . )
EL TR B R R E SR (Article 3.2.3)
R e
+  Compiled data at the provincial level and higher regarding the trafficking of
o PR EH LGS ERRE R women and children. (7 8320 2c. JLEE )44 LSRG PR . )
(Article 3.2.4)
« 19914F4 F24H
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NAME OF REGULATION
ISSUING BODIES AND DATE OF ISSUE

Regulation on State Secrets
and the Specific Scope

of Each Level of Secrets

in Ethnic Work

+ State Ethnic Affairs Commission,
National Administration for the
Protection of State Secrets

* March 17,1995

RIK AR E A0 S H R R AT
R e

© EERREHFFZAS. BRRER

H

* 19954F3H17H

RELEVANT PROVISIONS

Top secret:

+ Analyses of important developments and information on anything that could
seriously harm ethnic relations, or that for other ethnic reasons could endanger
national unity or affect social stability. (4] 1] g™ H 451 3 RGO R A T Rk
IR ARG F R RS it i BRSSO )
(Article 3.1.1)

+ Strategies and measures for dealing with the occurrence of major ethnic-re-

lated public order emergencies. (Ot P& 77 THI A A R H K B8 B 22 S 1 Ak
EXTRA . ) (Article 3.1.2)

+ Strategies and measures used in handling ethnic separatist activities. (X [GJi%
T3 ZEE BRI AN It o ) (Article 3.1.3)

Highly secret:

+ Important guiding principles, policies and measures currently being discussed
or formulated regarding ethnic work. (IEFEBERR ] E o AT OC RO TAE 1 5
TiEr S BURFE . ) (Article 3.2.1)

+ Plans and measures for handling ethnic disputes (X&b¥ KLU 7 %
. ) (Article 3.2.2)

+ Reactions from individuals in Taiwan, Hong Kong and Macau, or from ethnic
minorities living abroad, on important questions involving issues, policies and
work related to ethnic minorities in China. (&5, &Hs. W[ LR REE4h
(R DB L By S e (A7 90 B I . RIS S R AR v 1) FE % )
W, ) (Article 3.2.3)

Secret:

+ Reactions to important issues regarding the implementation of ethnic policies.

BT R RGBSR P S W T . ) (Article 3.3.1)

+ Information and measures under consideration that must be held internally on
the work of ethnic identification and the establishment of ethnic autonomous
areas. (PG RN ANEE T RE B ¥ 77 TAE o 75 28 30 408 115 10 A R L
MJpiE. ) (Article 3.3.2)
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NAME OF REGULATION

ISSUING BODIES AND DATE OF ISSUE RELEVANT PROVISIONS

Regulation on State Secrets Secret, cont.:

and the Specific Scope

of Each Level of Secrets + Internally-held guidelines on ethnic propaganda work in foreign relations and
in Ethnic Work, cont. ethnic foreign affairs work. (PN AN E A TAERI I Ab TAE P &6 42 1)

2. ) (Article 3.3.3)

+ Analyses of important trends in speeches or writings by ethnic minorities.
Ohf RO 5 SO I EZ B0 ) (Article 3.3.4)

Internal (neibu):

+ The contents of meetings of professional government bodies that should not
be announced to the public. (FLIKM 5B ANEH A FFIINZE . )
(Article 4.1)

+ Work plans, summaries, written instructions, reports and relevant materials on
the internal work of government organs. (HLOCHHESF) TAETHRIL S4h. iF
I~ RS KA TR ) (Article 4.2)

+ Statistical materials and formulations of guiding principles and policies used in
the work of governmental organs that should not be announced to the public
within a specified time frame. (££— 5 I [BJRIE ] 9 AN BT A FFAIRL R TAE R
Gk BORIAEIE B BOK. ) (Article 4.3)

+ Documents, data, publications and bulletins used as internal reference materials.

(BLRAFBZ RIS Bk TR D (Article 4.4)
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NAME OF REGULATION
ISSUING BODIES AND DATE OF ISSUE

Regulation on State Secrets
and the Specific Scope

of Each Level of Secrets

in Religious Work

+  Ministry of Religious Affairs,
National Administration for the
Protection of State Secrets

* October 12, 1995

SRELAEH E R REFE R RATE
FA e

© SRHEHGR. EERER

¢ 19954F10H12H

RELEVANT PROVISIONS

Top secret:

+ Strategies and measures for handling major public order emergencies involving
religious matters. (O 5% #0771 I HE K5 S0 22 S B AL BRSO It . )
(Article 3.1.1)

« Strategies under consideration for handling criminal activities involving the
use of religion to carry out political infiltration or to engage in serious viola-
tions of the law. Ol FIHIZR #UEAT BUAZE MM 3™ HUE LIRS SR
FIXI 5. ) (Article 3.1.2)

+ Guiding principles and strategies under consideration for handling major reli-
gious issues that involve foreign relations. O 7% 247 [V #h =5 B v 8K fi]
BURER %5l X3. ) (Article 3.1.3)

Highly secret:

+ Analyses of religious developments and situations, as well as important guiding
principles and strategies under consideration for dealing with them. (% 52 #(

T BASH o B AR I FoR T8 BUR. ) (Article 3.2.1)

+ Specific guiding principles and tactics for making contact with religious organ-
izations overseas and in Hong Kong, Macau and Taiwan. (5 [E4h A& 5 & 5%
BAHNL AL HART R RISENS . ) (Article 3.2.2)

Secret:

+ Reactions to important issues concerning the implementation of religious poli-

cies. (BT FRHEOK P R W . ) (Article 3.3.1)

+ Internally-held guidelines for handling foreign affairs propaganda work (£}
HNEAE TAE P N EREAR A 042, ) (Article 3.3.2)
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NAME OF REGULATION

ISSUING BODIES AND DATE OF ISSUE RELEVANT PROVISIONS

Regulation on State Secrets Internal (neibu):

and the Specific Scope

of Each Level of Secrets + Information on, and suggestions drawn up regarding the arrangements for, im-
in Religious Work, cont. portant representatives of religious groups. (R HZACK N 1 1 O S 3L

FA I ZHEE W ) (Article 4.1)

+ Analyses and reactions to information on religious individuals that have an im-
portant influence in Hong Kong, Macau, Taiwan, China and abroad. ([H P

Ah WG A ESEN I SR BN LIS DL M R . ) (Article 4.2)

+ Reactions to information on, and records of talks given during, receptions for
representatives of religious groups. (Ffif S B AR N TG DL Ly R TE
k. ) (Article 4.3)

+ The reactions, opinions and recommendations of representatives of religious
groups regarding guiding principles, policies and important decisions con-
tained in proposals on religious matters. (GEFFCR A L4 B 205 LY
IR BRI EER A e s EIATEE . ) (Article 4.4)

+ Analyses of information on the trends of overseas religious organizations and
their personnel. (AMEHA L. N RIEWIBAIHT. ) (Article 4.5)

+ Information and statistical data that should not be disclosed to the public re-
garding religious organizations, religious institutes and religious activities.
CEPS7 2 AN 2 (7 NI LT RN AR A ERV WA &2 - = )
(Article 4.6)

+ Information relating to Party members and cadres in religious groups and in
grassroots Party organizations. (R ZUAIA 58 01 T-H8. SCIEE AL %
5t ) (Article 4.7)

+ Drafts of laws and regulations on religion. (U5 H R SZHEEF . ) (Article 4.8)

+ The contents of meetings held by government organs that should not be dis-
closed to the public. (FLRETHFAE A TN A . ) (Article 4.9)
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