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In this report, we have attempted, as much as possible, to use the English names of TranSIator S NOte

government bodies in the People’s Republic of China as found on their Web sites
or in official publications. The difficulty in doing this in regard to state secrets bod-
ies, however, is that firstly, state secrets bodies at the provincial and municipal lev-
els (all called f#%% J5 in Chinese, or “protection of state secrets bureau”) often do
not have English translations of their names; and secondly, if they do have English
names, there is a lack of consistency in the way the name is translated. For example,
the Guangdong Province state secrets body () 4% E Z R % J5)) calls itself the
“Administration for the Protection of State Secrets of Guangdong Province,” but
the equivalent Jiangxi Province state secrets body (VLP4%4 [H KR % ) calls
itself the “Jiangxi State Secrecy Bureau.”

Furthermore, there is a lack of consistency in the way foreign NGOs refer to these
bodies, particularly the national-level state secrets organ ([ ZX{#% Jsj) , which
many organizations refer to simply as the State Secrets Bureau—but whose official
English name is the “National Administration for the Protection of State Secrets.”
Therefore, in the text of this report, we have chosen to use the national body’s offi-
cial name, or its abbreviation, NAPSS. State secrets bodies at the provincial and
municipal level are translated as “bureau” and at levels lower than the municipal
level, “department.”

A phrase found in a number of the laws and regulations in Section II: State Secrets
Laws and Regulations of the PRC is the rather vague term [E % TAEH(].
This literally translates as “National Protection of State Secrets Work Department,”
but it does, in fact, also refer to the “National Administration for the Protection of
State Secrets.” Therefore, when translating this term in the various laws and regula-
tions in Section II, because it is not the official name of the body in Chinese

(B X &% 7)) but rather a generic term, we have used the more generic-sounding
“national State Secrets Bureau.” When there is mention of a % T/E¥#[] at the
provincial or municipal level, we have simply used the lower-case “state secrets
bureau.”

In translating the different classification levels of secrets that exist in China, we
have opted to use the following terms: The highest level of secret (44%) is “top-
secret,” the next highest level (§1%) is “highly secret” and the lowest level (%)
is “secret.” The purpose of translating the classification levels in this way is to
reflect the comment element in the Chinese terms (%) and to provide the reader
with an immediate grasp of the hierarchy between the three.

The glossary at the end of this report contains a full list of terms related to state
secrets in Chinese and English, as well as a bilingual list of government bodies and
state secrets laws and regulations cited in this report.

All of the laws, regulations and other documents presented in both Section II and in
the Appendices of this report are original English translations produced by HRIC.
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Introduction

Since the People’s Republic of China (PRC) introduced economic reforms in the
late 1970s, its exponential growth and the lucrative potential of its huge market
have shaped how international business, media, and governments engage with the
PRC, often to the detriment of human rights concerns. Despite this reported eco-
nomic growth, the Communist Party of China’s (CPC) post-Tiananmen “bargain”
of silence—don’t ask, get rich—is breaking down under the pressures of endemic
corruption, growing social inequalities and unrest, and serious environmental,
public health and social welfare challenges.

The PRC ruling elite! maintains political and social control in this volatile domestic
landscape through a comprehensive and non-transparent state secrets system,
which is largely shielded from the international spotlight. The development of the
state secrets system as a sword and a shield, together with an effective security appa-
ratus, serves to strengthen the one-party rule of the CPC and undermines the foun-
dations for good governance, an independent rule of law and sustainable
development.

This report describes and examines the PRC state secrets system and shows how it
allows and even promotes human rights violations by undermining the rights to
freedom of expression and information. The PRC state secrets system, implemented
through a CPC-controlled hierarchy of government bodies, is comprised of state
secrets laws and regulations that work in tandem with the PRCs state security,
criminal procedure and criminal laws, to create a complex, opaque system that con-
trols the classification of—and criminalizes the disclosure or possession of—state
secrets. By guarding too much information and sweeping a vast universe of infor-
mation into the state secrets net, the complex and opaque state secrets system per-
petuates a culture of secrecy that is not only harmful but deadly to Chinese society.

The development of the state
secrets system as a sword and a
shield, together with an effective
security apparatus, serves to
strengthen the one-party rule of
the CPC and undermines the
foundations for good governance,
an independent rule of law and
sustainable development.
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In 2003, when Hong Kong officials tried to confirm reports concerning Severe
Acute Respiratory Syndrome (SARS), a Guangdong health official told them that
there was a legal requirement at that time that infectious diseases had to be classi-
fied as state secrets. The control of critical information and lack of transparency
continued to plague the response to the SARS epidemic, which spread and, to date,
has infected thousands and killed nearly 800 worldwide.

On November 13, 2005, an explosion at a petrochemical plant in Jilin released
more than 100 tons of toxic chemicals, including benzene, into the environment,
which subsequently poisoned the Songhua River. Ambiguity in the regulations
concerning reporting on industrial/pollution accidents and questions concerning
the classification of this information added to the confusion in reporting the
incident. Only ten days after the explosion and one day after the water was shut off
in Harbin did the State Environment Protection Administration (SEPA) admit
serious pollution of the river. Eventually water was cut off to nine million residents
in Harbin, and the polluted water flowed across the Russian border.

Tan Kai (% 1J]), a computer repair technician from Zhejiang, was formally
indicted on April 29, 2006 on charges of “illegally obtaining state secrets,” ostensi-
bly for information he had obtained while doing routine file back-ups for his
clients, in particular for work he did in 2005 for an employee of the Zhejiang
Provincial Party Committee. However, Tan is also an environmental activist and
on November 15,2005 the Zhejiang provincial government declared Green
Watch—the organization Tan helped found—an illegal organization, calling into
question the real reason he was prosecuted. Tan was sentenced to 18 months’
imprisonment on August 11, 2006 by the Hangzhou Municipal People’s Intermedi-
ate Court on the state secrets charge.

Lu Jianhua ([ii 2 1£), a prominent sociologist with the Chinese Academy of Social
Sciences, was reportedly sentenced to 20 years for “leaking state secrets” in a case
linked to that of Hong-Kong based reporter Ching Cheong (#£7#1), who was sen-
tenced in August 2006 to five years for “spying.” Lu was well known for the essays
he wrote and his appearances on TV talk shows and often assisted Ching with arti-
cles on the political and social situation in China that were published in the Singa-
pore newspaper The Straits Times. Some Chinese officials claimed that three of
these articles, published in 2004, contained state secrets.

HUMAN RIGHTS IN CHINA
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These are all examples of how the PRC’s state secrets system is used as both a
shield—classifying a broad range of information and keeping it from the public
view, and a sword—using it as a means to crack down on individuals who are criti-
cal of the government. The initial suppression of information about the spread of
SARS and the Songhua River case also reflect some of the critical development,
governance, and human rights issues at stake under the PRC’s regime of informa-
tion control. In addition to the impact on the rights of Chinese people, this regime
has significant consequences for other diverse stakeholders, including the media,
scholars and researchers, the business community, Chinese officials and interna-
tional policymakers. The free flow of accurate, transparent, and reliable data and
information has an important impact on each and all of their interests, activities
and goals.

Despite the tremendous pressures and need for more information access, the PRC
ruling elite remains committed to the existence of the state secrets system and
exerts considerable effort to maintain it. However, the sheer volume of material
that is classified by the state secrets system does not mean that the system is suc-
cessful at ensuring total information control.

Section I, Part A of this report outlines the international and domestic legal
framework of the PRC’s state secrets system, including a review of the main
laws and regulations and an examination of the implementation of this system,
together with its impact on criminal procedural protections. The state secrets sys-
tem allows large amounts of information to be classified as state secrets, employs
extensive technological, police and social controls to monitor the flow of informa-
tion, and places it all under political reins. In this complex, arbitrary and encom-
passing system, anything and everything can be determined to be a state secret,
especially under the retroactive classification that the system allows.

Section I, Part B examines the impact of the state secrets system, focusing on
several key impact points: governance, development, the rule of law and
human rights. Combined with the one-party regime, and the absence of an inde-
pendent and transparent rule of law in the PRC, the state secrets system allows fur-
ther consolidation of political and social control by the ruling elite. Tight control
over this system by the government bureaucracy, headed by the National Adminis-
tration for the Protection of State Secrets (hereinafter NAPSS), gives the CPC lead-
ership the power to classify any information it desires as a state secret and thereby
keep or—even if it is already public—remove it from circulation. This information
includes the state secrets laws and regulations themselves, and without public
dissemination of these laws, it is exceptionally difficult for individuals to know for
sure when they are violated. Instead of the “harmonious society” being called for
by Chinese leaders, what remains is a controlled society where critical voices pay a
heavy price.

In this complex, arbitrary
and encompassing system,
anything and everything can
be determined to be a state
secret, especially under the
retroactive classification that
the system allows.
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Section I, Part C describes and assesses some government reform efforts, includ-
ing the Open Government Information (OGI) effort started in 2002. This OGI
effort continues to develop, and reflects some desire to make government informa-
tion available. However, greater superficial openness does not necessarily mean
that the government is adopting the oversight, monitoring, and accountability
mechanisms necessary to implement these initiatives in a way that are not con-
strained by the overriding imperative to maintain political power at all costs. The
state secrets system itself undermines these reform efforts.

Section I, Part D presents HRIC’s recommendations for reforms of the state
secrets system to better protect the rights to freedom of expression and
information. Governments have an obligation under international law and norms
to facilitate transparency and access to information. Without access to informa-
tion, other rights are easily infringed, including the right to education, health and
criminal procedural protections. Without a transparent and accountable legal sys-
tem, the PRC has a rule by law, not a rule of law. While recognizing the limits of any
legislative reforms in the absence of political reforms, HRIC presents recommen-
dations for substantive revisions, as well as suggestions for more accessible and
clear legislation that defines the relationship it has to the implementing bodies—
the public security apparatus, administrative agencies and the courts. HRIC also
presents recommendations aimed at promoting the PRC’s compliance with and
implementation of its international human rights obligations.

Section Il presents state secrets laws, regulations and implementation
measures, as well as other relevant provisions of the state security law,
criminal law and criminal procedure law. These documents are presented both in
Chinese and in English translation. With this report, HRIC is providing in English,
for the first time, an extensive collection of the documents and regulations that
help to describe and define the PRC state secrets system. A fundamental principal
of rule of law is that law must be promulgated and accessible. In preparing this
report, sustained effort has been made to identify law as currently effective and
amended, but a fundamental flaw in the PRC state secrets framework is the
absence of coherent systems permitting timely access to governing law.*

As examples of the impact of the state secrets system on individuals, on the whole
society, and on the legal system, we also present, in the Appendices, information
on individual state secret cases and information on governmental cover-ups. A rare
selection of official charts and documents related to the state secrets system are
also included in the Appendices. Taken as a whole, this report provides a useful and
constructive resource for advancing greater transparency, accountability, and pro-
tection for human rights in the PRC.
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A.
The International
and

Domestic Legal Framework

1. INTERNATIONAL NORMS AND STANDARDS

In the past two decades, the PRC has become an increasingly active member of the
international community, signing and ratifying numerous human rights treaties,
including those related to torture, discrimination, economic, social, and cultural
rights, and rights of women and children.” The discussion below outlines interna-
tional norms and standards relevant to freedom of information; the rights to
access and disseminate information; and appropriate guidelines for balancing
national security and state secrecy concerns with the freedoms and rights of citi-
zens and the government’s development and economic policy goals.

The rights to access and impart information are interrelated in nature, and make
up a key component of the right to freedom of expression.® These rights are pro-
tected in numerous international treaties and declarations,” and ongoing elabora-
tion of these rights by interpretive bodies and special procedures of the former
Commission on Human Rights, and the current Human Rights Council, empha-
size their fundamental importance in society, facilitating equitable development
and access to all human rights.® Therefore, freedom of expression and access to
information is an “essential test right,” reflecting a country’s standard of fair play,
justice and honesty.’

SECTION

Into the

Legal Labyrinth

Freedom of expression and
access to information is an
“essential test right,” reflecting
a country’s standard of fair play,
justice and honesty.
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While the rights to freedom of expression and information can be legitimately
restricted, these restrictions must be narrowly tailored and specific in order to pre-
vent abuse. Restrictions on information are permissible, but they must be provided
by law and serve one of the enumerated purposes in the International Covenant on
Civil and Political Rights (ICCPR), including the protection of national security, to
respect the rights or reputations of others, or for the protection of public order
(ordre public), public health or morals.'® Freedom of expression can only be
restricted in the most serious cases of a direct political or military threat to the
entire nation''—and as a result, peaceful expression is always protected.'? Even
where a purpose is legitimately invoked, any restrictions must be proportional and
necessary, and must be the least restrictive means of achieving that purpose.'®

International law and norms also specifically address the issue of State classifica-
tion of information, and the criminalization of leaking such information. The
need to protect national security while balancing the need to protect human rights
is a problematic issue for nation states around the globe. While not a legally bind-
ing treaty, “The Johannesburg Principles on National Security, Freedom of Expres-
sion and Access to Information” (hereinafter, Johannesburg Principles) have
become a widely accepted norm and are arguably considered customary interna-
tional law. In addition to the proportionality and narrowly tailored requirements
for such restrictions—including on information relating to national security'*—
the Johannesburg Principles dictate that “no person may be punished on national
security grounds for disclosure of information if:

+ the disclosure does not actually harm and is not likely to harm a legitimate
national security interest, or

+ the public interest in knowing the information outweighs the harm from

disclosure.”?®

If information has already been made generally available—by means lawful or
unlawful—the public’s right to know overrides any invoked justification for stop-
ping further publication of the information.'¢ In the classification of information,
the State must adopt a means for independent review of the denial of access to
information on national security grounds to ensure that the purpose is not abused
by authorities. Finally, international law requires an actual finding of objective
harm before an individual can be imprisoned for leaking classified information.!”

HUMAN RIGHTS IN CHINA
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PRC Obligations Under International Law

The rights to freedom of expression and to access and disseminate information
have specific implications for a framework that classifies wide ranges of informa-
tion like the PRC state secrets system. The PRC is a State Party or signatory to
numerous international human rights treaties where these rights are specifically
set forth. The PRC’s obligations include those of constitutional protection, legisla-
tive enactment, and implementation and monitoring of specific rights.'® These
obligations exist in spite of the many challenges facing all law reform efforts in
China: the lack of independent courts, transparency, accountability, and wide-
spread corruption in the legal system.

The PRC Constitution and other domestic laws include provisions protecting free-
dom of expression and the right to, for example, criticize the government. How-
ever, the state secrets framework, with its severe restrictions on information and
the criminalization of possessing and disclosing information, undermines both
domestic law and the PRC’s international legal obligations. The internal contradic-
tions and tensions in domestic law provisions, and the failure to consistently
implement international norms, also undermine the development of a functioning
and coherent rule of law.

The state secrets framework,
with its severe restrictions

on information and the
criminalization of possessing
and disclosing information,
undermines both domestic

law and the PRC’s international
legal obligations.
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CASE STORY

¢

Tohti Tunyaz

Tohti Tunyaz (B|JEYP#), an ethnic Uyghur, was arrested on February 6, 1998
after returning to China to collect research materials for his Ph.D. thesis. Tun-
yaz, who wrote under the pen-name Tohti Muzart, enrolled at the University of
Tokyo’s graduate school in 1995 and was preparing a thesis about China’s poli-
cies toward the country’s ethnic minorities. He was charged with “illegally
procuring state secrets” and sentenced to five years in prison, plus seven years
for “inciting splittism,” with a combined sentence of 11 years’ imprisonment.
Reportedly, the documents in question were historical records from 50 years
ago that he obtained from a library worker and photocopied. On the latter
charge, he allegedly published a book in Japan in 1998 entitled The Inside Story
of the Silk Road. According to the Chinese government, the book advocates eth-
nic separation, but neither the book nor its manuscript was submitted to the
court, one source says. Furthermore, Tunyaz’s supervisor, Professor Sato Tugi-

taka at the University of Tokyo, claims that this book simply does not exist.®

Tunyaz appealed to the Xinjiang Uyghur Autonomous Region (XUAR)
Higher People’s Court, which upheld his sentence of 11 years’ imprisonment
with two years’ subsequent deprivation of political rights on February 15,
2000. However, the Higher Court later amended the charge from stealing
state secrets to illegally acquiring them. He is being held at Urumgqi No. 3

Prison in the XUAR and is due for release on February 10, 2009.

In May 2001, the UN Working Group on Arbitrary Detention concluded that
his imprisonment was arbitrary and in violation of his rights to freedom of
thought, expression and opinion. Successive presidents of the University of
Tokyo have written letters to Chinese leaders to ask for Tunyaz’s release, say-
ing that, for example, “Tohti was critical of the independence movement. He
did not plan to publish a book. His arrest is based on misunderstandings.” On
November 29, 2005, he was visited by the UN Special Rapporteur on Torture
and Other Cruel, Inhuman, or Degrading Treatment or Punishment, Manfred
Nowak, during his mission to China between November 20 and December 2,
2005. Tunyaz told the Special Rappor-

teur that he had been held in a pretrial
detention facility for more than two
years. He was put in a solitary confine-
ment cell, interrogated daily and was

unable to communicate with his family.2°

Tohti Tunyaz
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2. THE PRC STATE SECRETS FRAMEWORK

Overview

The protection of state secrets has long been considered a priority by the PRC and
the CPC, both because it is a part of a broader political culture of secrecy, and
because it is a key tool for maintaining political control. The legal framework orig-
inated in the Provisional Regulation on Protecting State Secrets promulgated in
June of 1951,?! which stipulated that Party members as well as non-Party members
had the responsibility to safeguard state secrets.

The current state secrets framework includes the 1988 Law on the Protection of
State Secrets of the People’s Republic of China* (hereinafter, State Secrets Law),
and the 1990 Measures for Implementing the Law on the Protection of State
Secrets of the People’s Republic of China* (hereinafter, Implementation Meas-
ures). The State Secrets Law sets forth the meaning, scope, and classification of
state secrets, and the security system and its procedures. All state organs, armed
forces, political parties, organizations, enterprises, institutions, and citizens have
an obligation to protect state secrets. The Implementation Measures significantly
expand the scope of the state secrets system by providing for retroactive classifica-
tion based upon specified “consequences” (i %) and pre-emptive classification
based upon determination of potential harm if disclosed.

In addition, related provisions in the State Security Law (1993)* and the Criminal
Law (1979, amended 1997, 1999, 2001, 2002, 2005)* further stipulate specific
administrative and criminal sanctions for violations of state secrets or state secu-
rity provisions. The Criminal Procedure Law (1997) sets forth relevant proce-
dures for investigation, prosecution, and defense of state secrets and state security
cases. This framework is further complemented by numerous laws and regulations
that are not primarily a part of the state secrets framework, but include references
to state secrets and to obligations not to divulge them, governing, for example, the
work of lawyers,?” of accountants,? and the use of the telecommunications net-
work.”

Under this state secrets system, all information falls under one of the following:

- already classified (and marked as such),

- subject to classification when state secrets “arise,”

+ retroactively classified based upon harm perceived to have occurred,

+ pre-emptively classified based upon determination of potential harm,

+ intelligence (concerns state secrets, but not yet made public or classified), or

+ internal (neibu)/work secrets of a work unit or organization.

THE INTERNATIONAL AND DOMESTIC LEGAL FRAMEWORK
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The state secrets framework

presents problems of

over-classification, subjectivity

and arbitrariness.

As elaborated below, these categories of information are malleable and subject to
arbitrary and politicized manipulation. Furthermore, the distinction drawn
between domestic disclosure and external disclosure outside the country, and the
crime of “endangering state security,” sweeps intelligence (i 4i), into the state
secrets net with attendant criminal liability for its disclosure. Thus, the state secrets
framework presents problems of over-classification, subjectivity and arbitrariness
that impact a range of individual rights and issues of transparency and gover-
nance. The restriction of rights to freedom of expression and information are
therefore restricted in ways that are neither narrowly tailored nor specific, as
required under international law.

The State Secrets Law

The State Secrets Law, which came into effect on May 1, 1989, was passed for the
purpose of “protecting state secrets, safeguarding state security and national inter-
ests and ensuring the smooth progress of reform, of opening to the outside world,
and of socialist construction.”*” As the primary legislation governing the manage-
ment of state secrets in the PRC, the State Secrets Law stipulates procedures for
making classification determinations and lays out the basic scope of information
to be protected.

Scope of State Secrets

The State Secrets Law defines state secrets as “matters that are related to state secu-
rity and national interests.”*! The State Secrets Law, Article 8 sets forth six types of
state secrets matters, and a seventh catch-all provision, as follows:

+ major policy decisions on state affairs,

+ building of national defense and activities of the armed forces,

+ diplomatic activities, activities related to foreign countries, as well as com-
mitments to foreign countries,

+ national economic and social development,
+ science and technology,

+ activities for safeguarding state security and investigation of criminal
offenses, and

+ other matters that are classified as state secrets by the national State Secrets
Bureau (NAPSS).32

10
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Some specificity is delineated under each broad category by regulations issued by
the NAPSS and other departments. State secrets in criminal investigations include,
for example, “Important internal directives, decisions, plans and proposals used by
the Supreme People’s Court and higher people’s courts in trying cases of very high
significance.”* Specific information that are state secrets are also delineated in
numerous regulations, and includes information in news publishing, information
about strikes, data on numbers of people fleeing from famine, and unemployment
rates. (See Section II for examples of regulations that lay out specifics on what
information is classified.)

In addition, intelligence, while not identified as falling within the scope of state
secrets, has been treated almost interchangeably with state secrets, especially in the
context of external disclosures or the charge of endangering state security. The dis-
closure of “intelligence” has also been incorporated into Article 111 of the Crimi-
nal Law, and is a matter distinct from leaking state secrets.** Defined tautologically
as “matters that concern state security and interests which have either not yet been
made public, or should not be made public, according to relevant regulations,”
“intelligence” is a legally operative term, vague enough to be used to expand the
scope of protected materials beyond documents classified in accordance with the
formal state secrets system.* Its definition relies on the examination of what
should be public, and in this respect courts and legislators fail to provide a clear
interpretation.*® Described in a legal treatise, however, the scope of “intelligence” is
about as wide as state secrets, covering “important political, economic, military,

scientific and technological information.”?’

Categories of Classification and Levels of Harm

The State Secrets Law, Article 9 classifies state secrets in three hierarchical cate-
gories linked to levels of potential harm to state security and national interests if
disclosed:

+ “top secret” (4i%%) if disclosure would cause extremely serious harm;
+ “highly secret” (#1%%) if disclosure would cause serious harm; and

« “secret” (Fh#) if disclosure would cause harm.

The State Secrets Law, Article 14 stipulates that specific measures for determining
the time period for keeping state secrets classified shall be formulated by the
NAPSS, and Articles 15 and 16 stipulate that classification levels and the length of
classification may be altered by the organ that originally made such determinations,
and that automatic declassification occurs when the original time period expires.*
Various units and departments that encounter potential state secrets make initial
determinations or can seek clarification from bureaus higher in hierarchy, after
which the information is treated as a state secret, pending final determination by the
relevant bureau. Once information is determined to be a state secret, however, there
is no corresponding avenue for the review or appeal of classification.
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CASE STORY

Zhang Shanguang

Zhang Shanguang (5k3%Jt), a workers’ rights advocate and formerly a second-
ary school teacher, was sentenced to ten years in prison for “illegally provid-
ing intelligence to overseas organizations” under Article 111 of the Criminal
Law on December 27, 1998. The court used the terms “intelligence” and “state
secrets” interchangeably to describe Zhang’s offense of providing a Hong
Kong-based reporter for Radio Free Asia with information about a protest and
a kidnapping case in Xupu County in Hunan Province. Zhang was first
detained on July 21, 1998 after his home was raided by police, who confis-
cated documents and his personal computers. He was formally arrested on
August 28, 1998. The court stated that the interview with the reporter for
Radio Free Asia violated the terms of his probation, which had not yet con-
cluded. The verdict also claimed that he provided the interviewer with intelli-
gence, because the case Zhang described had not yet been made public by
public security officials, even though it was common knowledge among citi-

zens in the area.

Zhang appealed the conviction immediately. While the law stipulates that the
appeal must be heard within 45 days, Zhang was forced to wait nearly a year
and a half before officials suddenly announced that the court was upholding
the original verdict. While judging the appeal, the court did not conduct any
investigation nor ask Zhang a single question about his case. Prior to this
imprisonment, he had spent seven years in jail after the June 4, 1989 govern-
ment crackdown for his role in organizing the Hunan Workers’ Autonomous
Federation in May of that year. He is currently being held at the Hunan No. 1
Prison. He suffers from tuberculosis and is reportedly in very poor medical

condition.

Information on the above case is taken from HRIC’s human rights database or

website.

Zhang Shanguang
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How information is treated once it is classified is also laid out in the law: informa-
tion is not only marked with its corresponding category, but further provisions in
the State Secrets Law and the Implementation Measures govern, for example, who
can access and transport the information and how they should be trained, as well
as how state secrets are to be made, received, dispatched, transmitted, used, copied,
excerpted, preserved and destroyed.*

In addition to information that is already classified, classification of information is
carried out when the state secret “arises.”*’ This may mean, for example, in the
work of the people’s courts, where a criminal case is being tried, the people’s courts
must determine whether it is a case of significance and the extent to which that
matter should be classified, if at all.*!

To aid units and offices in which state secrets matters arise, numerous regulations
on the specific scope of information that is considered a state secret—and which
are classified as top secret, highly secret, or secret—exist. In the Regulation on State
Secrets and Specific Scope of Each Level of Secrets in Judicial Administration
Work, for example, overall programs and plans for nationwide prison and reedu-
cation through labor (RTL) work are to be considered top secret, whereas nation-
wide and provincial statistics on the number of executions is considered highly
secret.?
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Expansion of the Scope of Classification: Consequences (j53)

The Implementation Measures, promulgated in 1990 by the NAPSS, provides for
retroactive classification of information not already enumerated or classified as a
state secret, if disclosure of information could result in any one of the eight “conse-
quences”® deemed to cause harm to the security and interests of the state.** In
addition to retroactive classification, the Implementation Measures also provide
for pre-emptive classification of information based on a perceived potential harm,
further expanding the scope of information that can be classified.

These provisions in the State Secrets Law and the Implementation Measures allow
for serious abuse by authorities because of a lack of clear and specific definitions,
the role of subjective perceptions, and extensive use of state security rationale for
restricting access to information. Taken together, these elements have the potential
to sweep any information, whether or not it is already in the possession of the gov-
ernment, under the veil of state secrets protection.

Eight potential consequences of disclosure
that can be invoked to support classification of information:
(Implementation Measures, Article 4)

Endangering the ability of the state to consolidate and defend its power
(fes 5 [ UL LA 75 0 e )

Affecting national unity, ethnic unity or social stability
EWERG . RIS %5%)

Harming the political or economic interests of the state in its dealings with
foreign countries

(B EFAER SN P RIBOR . 20 21)

Affecting the security of state leaders or top foreign officials

CEME KRN APE R 2 4)

Hindering important security or defense work of the state

(i3 E K EE ) 2R T TAE)
Causing a decrease in the reliability, or a loss of effectiveness to, the
measures used to safeguard state secrets

(S PRg ) B 10 It T 5 P P IR o 2R 280

Weakening the economic and technological strength of the state
(HI55 F R e5F . BT

Causing state organs to lose the ability to exercise their authority
according to law.

(fiF AL SRARTEAT (IR R 25 AR )
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Neibu Information and “Work Secrets”

In addition to information classified as “state secrets,” a vast array of information is
also considered neibu (“internal”). Neibu information is treated as equivalent to
“work secrets,” which includes the ways that different departments carry out their
work. “Work secrets” and neibu information are not specifically classified as state
secrets, but they should not be publicly disseminated because if disclosed, they
“could bring indirect harm to the work of [the] organ or unit.”*> The internal use
by government departments of “work secrets” in the course of their duties is not
classified by degrees but is formulated to conform to the measures of each individ-
ual unit, and the general practice is to mark them as “neibu.”*® State secrets regula-
tions issued by individual ministries and departments often identify specific
categories of information for internal departmental use only and prohibit their
disclosure without prior approval.’

The Implementation Measures clearly mark neibu matters as a separate and dis-
tinct category of information lying outside the scope of state secrets protection
and correspondingly, state secrets criminal prosecutions,*® though in practice,
there is no bright line separating what is legitimately “state secrets” and what is
“neibu” information. This lack of a bright line distinction is played out in the cases
of individuals charged with crimes of disclosing state secrets, where a charge of
disclosing state secrets is applied even where the information is neibu information.
For example, in Zheng Enchong’s case, the trial court applied a neibu provision of
a state secrets regulation issued by the Ministry of Public Security to support its
certification that Zheng’s handwritten account of police deployment in a labor
incident amounted to a state secret. This provision refers to “opinions currently
being drafted regarding proposed changes to organs and their personnel” and con-
cerns neibu information not legally classifiable as a “state secret.”*’

These broad and all-encompassing provisions on classification provide numerous
bodies at all levels of government, in essence, the ability to classify any information
they deem necessary as state secrets.

These broad and
all-encompassing provisions
on classification provide
numerous bodies at all levels
of government, in essence,
the ability to classify

any information they deem
necessary as state secrets.
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Organs and Bodies Responsible for Classification

The primary responsibility for the administration of the state secrets framework
and the designation of state secrets falls to the NAPSS, a functioning organ of the
State Council,” with the exception of the administration of military secrets, which
is the responsibility of the Central Military Commission.”* The PRC Constitution
notes that the responsibility for keeping state secrets falls to all Chinese citizens,
though personnel in state secrets departments are governed with specific sets of
regulations.*

The NAPSS has authority over the drafting of state secrets laws and regulations, is
responsible for inspecting and classifying state secrets protection work on a
national level, and organizes the implementation of the framework, including
technology in the service of state secrets work.” The NAPSS has authority at the
national level, and as a government organization is separate from the subordinate
party organization of the Central Committee of the CPC—the Central Committee
for the Protection of State Secrets. State secrets bodies and Party committees are
then established in provincial and city level governments, as well as in other sub-
stantive organs according to their functions.> As a result, both state secrets bureaus
and offices within other departments at every level have the authority to designate
state secrets, and the responsibility to protect them.>

The state secrets system is the operational means for various central state agencies
to route and maneuver information within their respective departments. Through
the enabling mechanisms of the state secrets laws, state (and Party) organs are able
to codify their systems for information distribution by issuing their own regula-
tions classifying specific types of information—from religious affairs to family
planning to land management.*

These numerous bureaus have responsibilities to designate and protect secrets in
accordance with the State Secrets Law. However, all state organs and units at all lev-
els of government have responsibility for the primary classification where state
secrets matters “arise.””” Corresponding to a traditional hierarchy, central state
organs are responsible for guiding secrets protection work in their own scope of
work,’® while departments at the county level and above actually administer
(through setting up bodies or designating personnel) the daily work of protecting
state secrets within their own organs or units.”*
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3. ENFORCEMENT OF THE STATE SECRETS SYSTEM

The emphasis in Chinese domestic law is on the role of the individual to protect
state secrets. For instance, the Chinese Constitution includes the right to freedom
of speech,® but it also imposes an obligation on all citizens to “keep state secrets.”®!
As a corollary to the duty of all citizens, the State Secrets Law and the Implementa-
tion Measures have a detailed system of reward and sanction for people who con-
tribute to the protection of state secrets, or who steal or disclose state secrets.®

Sanctions

There are three types of sanctions for disclosure, illegally obtaining or holding of
state secrets:

+ criminal sanctions for intentional or negligent disclosure under circum-
stances deemed “serious,” illegally obtaining state secrets, and unlawfully
holding state secrets;

+ administrative sanctions when disclosure is not deemed serious enough to
warrant criminal punishment; and

+ Party sanctions for Party members.

The Implementation Measures, Article 35, elaborates on “disclosing,” “leaking,” or
“divulging” state secrets to include: “allowing a state secret to be known by any
individual that is not allowed to know such information;” and allowing informa-
tion “to go beyond the specified group of individuals allowed access” and “to not
be able to prove that such a disclosure of information did not take place.”

Criminal Responsibility: Domestic Versus External Disclosure

The State Secrets Law and the Criminal Law draw distinctions between intention-
ally or negligently disclosing information domestically, and disclosing information
outside the country. While individuals can incur criminal sanctions for intention-
ally or negligently disclosing state secrets domestically under “serious circum-
stances” (1f517)%, “serious circumstances” are not required to trigger criminal
sanctions for individuals who provide this information to individuals or organiza-

tions outside the country.®
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CASE STORY An advocate for women’s and Uyghur minority rights in China, Rebiya Kadeer
(L EF4E/R), was also a successful entrepreneur who founded and directed
0 a trading company in the Xinjiang Uyghur Autonomous Region (XUAR). In
recognition of her work and accomplishments, the Chinese government
Rebiya. Kadeer appointed her to the Chinese People’s Political Consultative Conference and to
the Chinese delegation that participated in the 1995 UN World Conference on
Women. Kadeer was also a standing member of the XUAR Chamber of Com-
merce and additionally founded the Thousand Mothers Movement to promote

women’s rights in 1997.

Kadeer frequently sent newspaper clippings from XUAR newspapers to her
husband, who had left China for the U.S. in 1996. In August 1999, Kadeer
was on her way to a meeting with visiting U.S. Congressional staff, carrying
copies of local newspapers and other information concerning human rights
abuses in the XUAR, when she was detained. Kadeer was sentenced to eight

years’ imprisonment in 2000 for “illegally providing state secrets overseas.”

International human rights activists and organizations, as well as the U.S.
government and over 100 members of Congress, advocated on Kadeer’s
behalf. After the Chinese authorities reduced her sentence by one year in
2004, she was given early release in 2005. Ignoring warnings from Chinese
government officials urging Kadeer not to discuss sensitive issues after her
release, she continues to advocate for Uyghur human rights, and several of

her family members in the XUAR have since been detained.

According to Kadeer’s family and news reports, in May 2006, the XUAR
authorities formally detained two of her sons and were keeping one of her
daughters under house arrest for alleged tax evasion, after seriously beating
one son in front of his children.®® On November 27, 2006, two of her sons were
fined for tax evasion, one of whom was also sentenced to seven years in
prison.® The previous day, another son currently held under subversion

charges was taken from the Tianshan

District Detention Center on a stretcher,
in apparent need of medical attention; it
is feared that he was beaten and tortured
as a result of Kadeer being elected presi-
dent of the World Uyghur Congress on
November 26, 2006.°” He was formally
sentenced to nine years in prison and
three years’ deprivation of political
rights for "instigating and engaging in
secessionist activities” by the Intermedi-
ate People’s Court of Urumgqi on April 17,
2007.68

Rebiya Kadeer
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Furthermore, forbidden information in the context of external disclosure includes
intelligence. The State Secrets Law specifies that any individual who “steals, gathers,
procures or illegally provides state secrets or intelligence outside the country shall be
held criminally responsible in accordance with the law.”®® Article 111 of the Crimi-
nal Law stipulates the punishment for committing the crime of “stealing, gather-
ing, procuring, or unlawfully providing state secrets or intelligence for an organ,

»70

organization or individual outside the territory of China”” and the sentence length

is determined by the severity of the circumstances (italics added).

In 2001, the Supreme People’s Court also issued an Interpretation of Certain Issues
Regarding the Specific Application of the Law When Trying Cases of Stealing,
Gathering, Procuring or Illegally Providing State Secrets or Intelligence Outside of
the Country (hereinafter, SPC Interpretation of Certain Issues) (see Section II,
page 112, for the full text). Article 2 sets forth three circumstances that would make
the crime one committed under “especially serious circumstances,” thereby subject-
ing the individual to a sentence of between ten years and life imprisonment:

+ stealing, gathering, procuring or illegally providing top-secret level state
secrets;

+ stealing, gathering, procuring or illegally providing three or more highly-
secret level state secrets;

+ stealing, gathering, procuring or illegally providing state secrets or intelligence
that causes especially serious harm to state security interests.

The SPC Interpretation of Certain Issues thus not only brings intelligence fully
within the net of state secrets, but also invokes a level of harm used in the classifi-
cation of state secrets—“especially serious harm”—to the determination of what
constitutes a crime with attendant criminal liability, including the death penalty if
there are “especially deplorable circumstances.”

The crime of “illegally obtaining state secrets” by stealing, gathering or procuring is
set forth in the Criminal Law, Article 282, with a sentence of a fixed-term impris-
onment of no more than three years, public surveillance or deprivation of political
rights. If circumstances are deemed to be serious, then the sentence is not less than
three years, but not more than seven years. The SPC Interpretation of Certain
Issues also states that a defendant can be held criminally liable if he knew or should
have known that the disclosure to overseas organizations or individuals of
unmarked matter would have a bearing on state security or interests.”!
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Finally, the Criminal Law, Article 282, also specifies that individuals can be sen-
tenced for “unlawfully holding” documents, materials or other objects classified as
“top secret” or “highly secret” and “refus[ing] to explain” their source or purpose.”
This infraction can lead to sentences of up to three years’ imprisonment, criminal
detention, or public surveillance.” Individuals charged with removing secrets have
the burden of proving that they did not disclose the information to someone who
is not authorized for access.” The State Security Law, Article 20 makes it a crime
for an individual or organization to hold any documents, materials, or other arti-
cles classified as state secrets.

Criminal Penalties for State Secrets Crimes

CRIME PENALTY UNDER PARTICULAR CIRCUMSTANCES
Illegally stealing, gathering or Not more than 3 years’ criminal Serious circumstances: 3—7 years’
procuring state secrets” detention, public surveillance or imprisonment

deprivation of political rights

Unlawfully holding documents, Not more than 3 years’ criminal
materials or other objects classified detention or public surveillance
as “top secret” or “highly secret” and

refusing to explain their source or

purpose’®
Stealing, gathering or illegally 5-10 years’ imprisonment Minor circumstances: not more than
providing state secrets or 5 years’ criminal detention, public
intelligence outside the country”” Property and belongings can also be surveillance or deprivation of
confiscated”® political rights
Especially serious circumstances:
10 years to life imprisonment
If especially serious harm to the state
and the people is caused, or if
circumstances are especially serious:
death penalty”
Violations of the State Secrets Law Not more than 3 years’ imprisonment  Especially serious: 37 years’
by state personnel under serious imprisonment

circumstances and either intentionally
or negligently disclosing state secrets®

Violations of the State Secrets Law by ~ Not more than 3 years’ imprisonment  Especially serious: 3—7 years’
non-state personnel® imprisonment
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In the State Secrets Law, individuals who disclose state secrets, whether intention-
ally or through negligence, under circumstances that are deemed to be serious,
shall be held criminally responsible. And if disclosures are made that are deemed
“not serious enough for criminal punishment,” administrative sanctions may be
imposed.®

Administrative and Party Sanctions

Much as in the classification of state secrets, the kind of administrative sanction
applied is closely related to the level of actual or perceived harm surrounding the
circumstances during which the infraction occurred. The Implementation Meas-
ures state that for disclosure of secret, highly secret, or top secret state secrets under
minor circumstances, lenient administrative sanctions may be applied.®> And
numerous other regulations have been issued to address specific circumstances or
particular areas of work. The unauthorized disclosure of “work secrets” is limited
to administrative punishment.

Party members are specifically governed by additional rules. If committed under
circumstances deemed to be “minor,” the loss of secret documents or the disclosing
of state secrets can lead to warnings or the termination of Party duties; if the cir-
cumstances are deemed to be relatively serious, individuals may have their Party
membership rescinded.®

State Secrets and State Security

The state secrets framework has a significant relationship with the State Security
Law (1993), and where state security concerns are invoked in the language of state
secrets crimes or in the particular circumstances of a case, the penalties that can be
applied increase in severity.

The SPC Interpretation of Certain Issues states that the actions punishable under
Article 111 of the Criminal Law are in fact “acts endangering state security” as
defined in the State Security Law.® Article 1 of the State Secrets Law emphasizes its
purpose in “safeguarding state security,” and Article 8, which delineates the scope
of state secrets, includes references to secrets in building the national defense. This
relationship between state secrets and state security can also be found in the State
Security Law, which includes numerous references to the possession and disclosure
of state secrets and the impact on state security.?
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Under the State Security Law and the Criminal Law, association or collusion with
overseas individuals, organizations, or groups brings state secrets offenses within
the scope of “endangering state security.”®® Article 111 is an endangering state secu-
rity crime, but includes the disclosing of any state secrets or intelligence, and in
criminal proceedings against individuals, as in the case of Zhang Shanguang, the
exact provision invoked is often unclear or changeable. And as seen in various
cases, the information transmitted—or which has been attempted to be transmit-
ted—does not necessarily need to be connected to intelligence or espionage.® Like
other criminal offenses in the PRC, subjective and objective requirements must be
met in order to establish the offense of illegally providing state secrets outside the
country. Actual or successful transmission is not necessary to the determination of
the crime, as long as the individual carried out one of the acts of stealing, gathering
or procuring state secrets for individuals or organizations overseas.

Especially Serious Circumstances

Crimes of endangering state security, including that in Article 111 of the Criminal
Law, are a particular subset of offenses eligible for the death penalty, as laid out in
Article 113 of the Criminal Law.*® These include the serious crimes of subversion,
defecting to the enemy, sabotage, and espionage. Where “especially serious harm” is
caused to the state as a result of the crime, the death penalty can be imposed.”!

Some direction towards defining “especially serious circumstances” is given by the
Supreme People’s Court in its Interpretation of Certain Issues, which considers:
the nature of the secrets involved; the number of incidents; and the consequences
of their disclosure.

+ Any disclosure of “top secret” level secrets or of three “highly secret” state
secrets to anyone outside the country constitutes “especially serious circum-
stances” and can be punishable by imprisonment of ten years to life, plus
confiscation of property.

+ The disclosure of state secrets or “intelligence” to anyone outside the country
is considered to be a crime committed under serious circumstances if “espe-
cially serious harm” to state security or interests has been caused.*

+  Where the harm caused to the state and the people is considered to be “espe-
cially serious,” and where the circumstances of the crime are deemed be
“especially reprehensible,” a death penalty can be imposed.”

+  Because the provision separates the disclosing of information from harm
that results, it is clear that the “especially serious consequences” provision
can be invoked regardless of finding objective harm.”
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4. DEROGATIONS FROM PROCEDURAL PROTECTIONS

While the Criminal Law and the State Security Law elaborate on what constitutes a
crime in relationship to the State Secrets Law, the Criminal Procedure Law (CPL)
includes provisions that allow for derogations from procedural protections in cases
involving state secrets. The CPL, promulgated in 1997, provides for greater proce-
dural protections including right to counsel and limits on detention,” but there
are at least three procedural derogations for cases where state secrets are involved:
limits on defendants’ access to evidence, the right to counsel, and an open trial.

Evidence involving state secrets shall be kept confidential,”® and where cases involve
state secrets, a suspect must obtain approval from the investigative organ before
appointing a lawyer, and before the lawyer can meet with the criminal suspect he
must also obtain approval from the investigative organ.”” Finally, cases involving
state secrets are not heard in public.”® Cases “involving state secrets” have been offi-
cially defined as those where case details or the nature of the case involve state
secrets.” As such, cases in which defendants are charged with state secrets crimes
would certainly fall into the category of cases “involving state secrets,” but so do
cases where the Procuratorate or others invoke state secrets matters in the evidence.
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The all-encompassing, circular,
and vague classification of
information and criminalization
of disclosure and possession of
that information—with or without
knowledge of doing so—creates a
chilling effect on the culture of
human rights.

B.
Impact of the System on Human Rights

The state secrets framework is broad in both implementing structure (multiple
bodies at all levels of government have responsibilities and authority on state
secrets) and substance (large categories of information are classified or can be clas-
sified). The PRC falls far below the international standard on the protection of the
right to freedom of expression and information due to the comprehensive amount
of information that can be classified, the subjective and arbitrary means by which
information is classified, and the serious criminalization of disclosing that infor-
mation.

Furthermore, where the international legal framework places a burden on the state
to show that there is a legitimate need to restrict information,'® the emphasis in
Chinese domestic law places the burden on the individual to protect classified
information even if it has not been already designated as such through the state
secrets bureaus. While the delineated purposes enumerated in Article 1 of the State
Secrets Law tie in somewhat with legitimate restrictions of the right to freedom of
expression under the ICCPR, the provision that state secrets include “other matters
that are classified as state secrets” by the NAPSS'™ allows numerous bodies at all
levels of government the ability to classify any information they deem necessary as
state secrets.

The impact of this legal and enforcement framework suggests that not only are
individuals impacted by the serious criminal sanctions levied for “disclosing state
secrets,” but the public interest is undermined where there is so little transparency
and freedom of expression is violated. The all-encompassing, circular, and vague
classification of information and criminalization of disclosure and possession of
that information—with or without knowledge of doing so—creates a chilling
effect on the culture of human rights, in particular on three specific areas critical to
protection for human rights: the rule of law, transparency and accountable gover-
nance, and participation of civil society.
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1. IMPACT ON THE RULE OF LAW

The state secrets system enables both abusive discretionary prosecutions and
restrictions on procedural protections, and undermines even further the independ-
ence, fairness, and predictability of the legal system. The problem of lack of pre-
dictability results not only from subjectivity in the process and the role of CPC
intervention, but also from the possibility of information being classified after pub-
lic dissemination, the lack of a clear process by which the fact of classification is dis-
seminated, and the lack of a coherent structure of responsibility over classification.

The classification of information that relies on subjective determinations of per-
ceived (not actual) harm is arbitrary and open to abuse. A great deal of uncertainty
exists as to the status of information, which runs counter to the need for any rule
of law to be predictable. As a result, the development of a rule of law in China—
where the implementation of predictable and transparent rules is enforced by
independent and impartial institutions—is undermined. However, the key obsta-
cle to a rule of law is the subjection of law, courts, and the legal profession to one-
party rule.

An independent judiciary is indispensable to the rule of law, but where institutions
and processes remain controlled by one central governing institution, it is vulnera-
ble to abuse. The CPC, which continues to block the judiciary from developing a
truly independent role, is able to wield its influence on the judiciary in a number
of ways, including in the nomination of judges and prosecutors. Intervention in
the judiciary’s daily work is most directly exercised by the CPC through political-
legal committees (7223 (1 £3), which are responsible for implementing Party
policy in legal affairs. Routine cooperation between the police, prosecutors and
judges creates obstacles for a fair trial for individuals, particularly in sensitive cases,

such as state secrets cases.!?

Not only are citizens not able to predict what conduct is proscribed under the State
Secrets Law, but they also have no means of knowing which law they have violated
until they are prosecuted, and even then may not be notified of charges in a timely
way. Zheng Enchong’s case demonstrates that there is no clear perimeter to the
State Secrets Law and that Chinese citizens are not fairly advised as to what infor-
mation is proscribed from dissemination. Thus, any information, regardless of
how it is obtained, can place an individual at risk of criminal prosecution. The
appellate ruling upholding Zheng’s conviction demonstrates that “public” expo-
sure of information, and indeed many other intuitive barriers to secrecy, such as
prior publication, widespread dissemination, or sheer remoteness to state security
concerns, has little relevance to the status of information as a government secret.

The state secrets system enables
both abusive discretionary
prosecutions and restrictions on
procedural protections, and
undermines even further the
independence, fairness, and

predictability of the legal system.
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CASE STORY

¢

Shi Tao

Shi Tao (Jfi¥5) was a freelance writer, journalist, and head of the news division
at the daily Dangdai Shangbao (Contemporary Business News) in Changsha,
Hunan Province. He had also written numerous essays for overseas Internet
forums, including one entitled “The Most Disgusting Day,” in which he criti-
cized the Chinese government for the March 28 detention of Ding Zilin, a
Tiananmen Mothers activist whose son was killed during the 1989 democracy

movement.

On April 20, 2004, Shi attended a Dangdai Shangbao staff meeting in which
the contents of a CPC Central Propaganda Bureau document about security
concerns and preparation for the upcoming 15th anniversary of the June 4th
crackdown were discussed. That evening, Shi used his personal Yahoo! e-mail
account to send his notes about this meeting to the New York-based Web site,
Democracy Forum. As a result, he was detained on November 24, 2004 and
was tried for “illegally providing state secrets overseas” under Article 111 of
the Criminal Law on April 27, 2005. Because the document was certified a

“top secret” state secret, he was sentenced to ten years’ imprisonment.

In his eloquent appeal, Shi wrote: “We give up our life and property in order
for the government to ‘maintain secrecy,’” ordinary citizens become targets of
punishment, the news media is surgically operated on, and the people’s ‘right
to know’ is treated like a joke. And the government just goes on in its own
way, making mistake after mistake. This is the greatest hidden danger of

China’s stability work.” His appeal for a re-examination of the case was denied.

In his brief for the appeal that he lost, Shi Tao described the harassment that
can be leveled at journalists who circumvent the system of information con-
trol. “[The government has] expended vast amounts of manpower, materials
and financial resources on the long process of placing me under control and
surveillance, tailing me, tapping my phone, and finally capturing me and
throwing me into prison . . . it’s impossible for [my family and friends] to

comprehend the tremendous psycholog-

ical pressure that I've been under.
Although being in prison is surely terri-
ble, losing one’s sense of privacy and

safety is even more terrifying.”

Information on the above case is taken
from HRIC’s human rights database.
See also “Case Highlight: Shi Tao and
Yahoo!” on HRIC's website.

Shi Tao
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Examples of how individuals’ rights are violated are the cases of Rebiya Kadeer,
Zhang Shanguang and Zheng Enchong, who were all found guilty of violating
state secrets provisions with information that was arguably already in the public
domain and widely circulated. Tohti Tunyaz, Song Yongyi and Xu Zerong were
prosecuted under state secrets charges because of historical information that, even
if classified, had passed the 30-year time limit and should have been declassified

based on the Regulation on Time Limits for Classified State Secrets.'®

In all of these cases, the “sensitive nature” of the information—which ranged from
labor protests and ethnic minority policies to the Cultural Revolution and other
historical government policies—seems less based on the actual harm that the pub-
lic dissemination of the information could or did cause than it does on a desire of
the authorities to prevent or further limit this dissemination to keep it hidden.
This arbitrary information classification has a systemic impact, including a chilling
effect on academic research, policy debate and human rights defense, by dissuad-
ing individuals from participating in any of these activities.

Stripping Procedural Protections

When state secrets are implicated in criminal prosecutions, the Criminal Proce-
dure Law and related regulations contain numerous provisions to limit suspects’
and defendants’ rights, impacting some of the most fundamental individual rights,
as well as the foundation for building a rule of law.

It is common practice in China to deny the right to counsel to individuals charged
not only with state secrets offenses, but all crimes of endangering state security,
including subversion. When disputes arise, they are overwhelmingly resolved in
favor of police discretion to deny access to legal counsel. For example, despite over
four months of repeated requests, Liaoyang labor activist Yao Fuxin (#k415) was
only allowed to meet with his lawyer Mo Shaoping five days before his trial.
Although Mo had been requesting a meeting with Yao since July 2002, he was told
by the Liaoyang Public Security Bureau that it had the right to deny Yao meetings
with his lawyer because the case “involved state secrets.”'** Yao was ultimately con-
victed on May 9, 2003 of subversion, another state security crime, as well as illegal
assembly and demonstration.
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CASE STORY

Zheng Enchong

Zheng Enchong (3$& %) is a lawyer who had for years represented Shanghai
residents who had been displaced as a result of urban redevelopment. While
working for the Shanghai Min Jian Law Firm, where he practiced property
law, Zheng publicly advocated for an amendment to China’s Constitution to
clarify ownership rights relating to land and residential property. Even after
authorities revoked his license to practice law in July 2001, he continued to
assist displaced residents in disputes with real estate developers about forced
clearance and compensation. In 2003, Zheng advised six families in a lawsuit
against the Shanghai Jing’an District Property Development Bureau, claim-
ing that it was colluding with wealthy property developer Zhou Zhengyi in a
major redevelopment project. This case attracted significant media coverage
because of Zhou’s close relationship with senior officials in the central govern-

ment.

In one instance, Zheng faxed his personal account of police action against a
worker demonstration at a Shanghai food plant and a public copy of a news
article covering protests by a group of displaced residents to Human Rights in
China (HRIC) in New York. He was detained and arrested as a result of this
action. After a closed trial, the Shanghai State Secrets Bureau decided that both
documents had contained state secrets and Zheng was convicted of “illegally
providing state secrets outside of the country.” However, prior to the faxing,
both documents had already been circulated through the public domain and
had never been marked as “state secrets.” Despite having acknowledged that
the circumstances of his crime were “relatively minor,” the court sentenced
Zheng to three years’ imprisonment and additionally, one year’s deprivation of
political rights, in October 2003.

Although there have been numerous appeals to the central government on his
behalf, including those launched by international human rights organizations,
Zheng’s appeals were denied at a closed hearing in December 2003. According
to information received by Human Rights in China, Zheng was subject to phys-
ical abuse at Tilanqiao Prison, had limited and monitored contact with his fam-
ily there, and had no access to legal counsel. He was released from prison on
June 5, 2006 after serving the three-year sentence but was again detained

briefly on July 12, 2006 on suspicion of “imped-

ing officials of state organs in the execution of
their duties . . . during a period of deprivation of
political rights.” Zheng continues to face exces-
sive limitations on his movements and ability to

seek employment.

Information on the above case is taken from

HRIC'’s human rights database and website.

Zheng Enchong
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Investigation stage: In conducting criminal investigations relating to state secrets,
police are afforded an extraordinary amount of discretion not only in handling spe-
cific state secrets offenses, but also in all cases where state secrets are involved. Cases
“involving state secrets” have been officially defined as those where case details or
the nature of the case involve state secrets.'” To begin with, authorities can detain
anyone suspected of intentionally or negligently divulging state secrets related to

state security for 15 days prior to initiating a criminal investigation.'%

Despite cautionary admonitions to the contrary, police routinely stretch the mean-
ing of “involving state secrets” into a convenient pretext to deny or compromise the
defendants’ lawful right to obtain legal advice.'” While access to evidence in cases
where the defendant is charged with state secrets will be restricted, evidence in
other cases may also be restricted under this provision, because there is nothing to
suggest that only state secrets crimes fall under the term “involving state secrets.”

The Ministry of Public Security has also declared that information concerning cur-

rent investigations (including investigation plans, methods applied, reconnais-

sance, pre-trial and technical confirmation work) warrant protection as secret

matters from the “secret” up to “top secret” level.'”® Suspects are also frequently

denied approval of the legal representation they and their families choose, or the

lawyers are then denied the ability to meet with the suspect during detention. Police are afforded an
extraordinary amount of

Trial stage: The Criminal Procedure Law denies suspects open trials in cases discretion not only in handling

involving state secrets, a rule that is applied extensively beyond state secrets prose- ~ specific state secrets offenses, but

cutions themselves. In many cases, individuals charged with state security crimes, also in all cases where state

most commonly incitement to subversion, were also denied an open trial.'” The secrets are involved.

closed trial mandated by the state secrets system undermines the right of an indi-

vidual to a fair trial by shielding the process and by denying family members,

defense witnesses, and sometimes even defense lawyers, from attending the pro-

ceedings.

Where a case involves state secrets, the right to counsel at trial is also negatively
impacted in several ways. The role of defense lawyers is made difficult by official
practice that continues to limit access to clients in detention and to restrict lawyers’
ability to review evidence and cross-examine witnesses who fail to appear in court.
Lawyers are also frequently not allowed to attend trials, and suspects who com-
plain about the representation provided by court-appointed lawyers are usually
rebuffed by the courts.
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CASE STORY

Chen Guangcheng

Chen Guangcheng ([%)%i#), born in 1971 and blind since childhood, is a self-
taught lawyer and activist in Shandong Province who has fought for multiple
rural causes, the most famous of which was a class-action lawsuit he filed
against the city of Linyi over an official policy of forced abortions and steril-

izations.

A few days after he met with Beijing lawyers and journalists in September
2005, Chen was abducted by Shandong authorities and returned to Linyi,
where he was placed under house arrest. Despite acknowledgements in offi-
cial media the same month that family planning abuses in Linyi had taken
place and were being investigated, Chen was beaten by local officials when he
attempted to meet with visiting lawyers in October 2005. Local authorities
told the lawyers, who were also attacked by unidentified assailants, that

Chen’s case now involved state secrets.

Chen was taken into custody in March 2006, and for three months his status
and whereabouts were not disclosed and his lawyers had no access to him. In
June, Chen was charged with “damaging public property and gathering peo-
ple to block traffic” and was sentenced to four years and three months’
imprisonment in August 2006. Chen lodged an appeal of the conviction. In
October 31, 2006, the court overturned the verdict and ordered a new trial by
the county court in Yinan in Shandong Province. On December 1, 2006, the
court of the first instance upheld the original verdict. Another appeal was
rejected on January 12, 2007, and reports continue to surface of Chen’s

lawyers being harassed and hindered in their work.

Information on the above case is taken from HRIC’s human rights database

and website.

Chen Guangcheng
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Intimidation of and Attacks on Defense Lawyers

The impact of the state secrets system on the role of lawyers is compounded by
increasing threats and intimidations made against lawyers, often with the complic-
ity of the government during all stages of the process, as well as provisions in the
law that target lawyers specifically. Article 306 of the Criminal Law allows prosecu-
tors to charge lawyers with “fabricating evidence” and “perjury” as they carry out
their client’s defense.!® Reports are also increasing of lawyers who were themselves
detained just before trials so that they were unable to represent their clients in
court. All of these hindrances are only exacerbated when state secrets are involved.
In the case of Chen Guangcheng (see box), his legal team was variously detained
under suspicion of theft or beaten up by thugs just days before Chen’s trial.

In another example of problems facing lawyers, although her conviction was even-
tually overturned on appeal, attorney Yu Ping was originally found guilty of inten-
tionally disclosing state secrets simply for disclosing court documents to her
client’s family.'"! Taken as a whole, the state secrets system and the related provi-
sions in the Criminal Procedure Law undermine individual human rights, as well
as the rule of law.

Lack of Independent Review

The inability of defendants to appeal state secrets classification decisions exacer-
bates the procedural deficits created by the system. In state secrets prosecutions,
state secrets bureaus are responsible for appraising the status and classification
level of information.''? They are not required to articulate why information is clas-
sified as a state secret, or to establish that information was protected prior to the
initiation of prosecution, which violates international standards on access to infor-
mation. Where courts are required to examine and apply the state secrets frame-
work in criminal prosecutions, they are not authorized to question the
classification of information. Because courts do not have the authority to review
the classification which shapes the whole process, the courts’ role is quite limited.
In the absence of an appeals process, courts accept classifications on their face
value and use them as the basis for conviction. In documented state secrets cases,
“state secrets” cover any information that any government entity wants to, or has
been asked to, classify as a “state secret.”

Because courts do not have the
authority to review the
classification which shapes the
whole process, the courts’ role is
quite limited.
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2. LACK OF TRANSPARENCY AND ACCOUNTABILITY

China is required by international obligations, including under the UN Conven-
tion Against Corruption, to take measures to enhance transparency and accounta-
bility in public administration.'”®> These measures include ensuring that the public
has effective access to information and “respecting, promoting and protecting the
freedom to seek, receive, publish, and disseminate information” concerning cor-
ruption.'

The information classified in the regulations of various ministries, including the
Ministry of Public Security, the Supreme People’s Court and the Ministry of Jus-
tice, provides an examination of the type and content of information the political
elite considers important and potentially harmful to the continued stability of its
rule. The very existence of these regulations casts doubts on the transparency of
information flow in China and the accuracy of information that is released to the
public.

The great elasticity of state secrets protections has contributed to a widespread cul-
ture of secrecy in the official handling and dissemination of information. The gov-
ernment has control over 80% of relevant (7 H) information in society.'* This
bottleneck of information is exacerbated by the lack of any independent supervi-
sory mechanisms or precise classification standards.

Good governance, supported by the respect for human rights, enables govern-
ments to frame policies that will enact change, but it cannot be achieved in a soci-
ety where there is no transparency or accountability. Good governance is
“necessary for sustainable social and economic development in which government,
businesses and civil society work together to address challenges.”!'¢ Where states
face challenges in development and in the implementation and respect for human
rights, good governance is necessary to effectively address those challenges and
frame solutions.!”” To the CPC, however, good governance has long rested on the
principle of maintaining social stability and keeping a tight rein on information
dissemination—including classifying critical information such as statistics related
to health, the judicial system and the environment—in order to ensure political
control.
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AIDS activist Wan Yanhai spent a
month in custody on state secrets
charges for making public a gov-
ernment report on the spread of
AIDS in Henan Province and post-

ing it on the Web on August 17,

2002.

Prior to 2003, Chinese officials
denied that avian flu was present in
China. A monitoring and informa-
tion dissemination system on the
disease was only created in early
2004. A letter to the New England
Journal of Medicine by eight Chi-
nese researchers revealed in June
2006 that a 24-year-old Beijing man
classified as having died of SARS in
November 2003 in fact died of H5N1
avian influenza, two years before
the mainland reported any human
bird flu infections. In 2006, the
WHO was still criticizing the PRC
for providing samples too slowly,
and attempts to cover up the spread
of the disease continued with a
farmer in Shandong reporting that
officials told him not to talk about a
recent cull of 8,000 chickens

because of state secret concerns.

¢

The Ministry of Health was criti-
cized for withholding information
of a bacterial meningitis outbreak
until the epidemic had affected 24
provinces, with 546 reported cases
and a death toll of 16. Cases of
meningitis had been reported since
November 2004; however, not until
the end of January 2005 did the
Ministry of Health issue an emer-
gency notice calling on the whole
country to step up preventive meas-

ures against the disease.

In July 2005, villagers in Taishi
Village in Guangdong Province
pressed for the removal of their vil-
lage chief, who was charged with
embezzling public funds. The vil-
lagers blocked the village office
where the evidence in account books
was kept, but officials seized the
account books during a confronta-
tion. Thugs suspected of having
connections with the authorities
were hired to guard the entrances to
the village and foreign journalists
and grassroots activists who tried to
enter the village were beaten up.
Villagers who contacted activists
and reporters continued to be
harassed in 2006, and a reporter
from the South China Morning Post
was detained for 8 hours and strip-
searched, allegedly for not carrying
an identification document, when
she tried to report on the one-year

anniversary of the Taishi incident.

¢

In January 2006, villagers were
negotiating with the Sanjiao Town-
ship government for reasonable
compensation after farmland was
confiscated in order to build a high-
way and a factory. The protest
turned violent on January 14,
2006, when several thousand
policemen indiscriminately
attacked between 10,000 and
20,000 people. Villagers said that a
15-year-old schoolgirl was beaten to
death; her family later allegedly
received 130,000 yuan from the
local government to say that their
daughter had died after a heart
attack. The government news serv-
ice, Xinhua, reported that no one
had died in the protest.

INFORMATION COVER-UPS

This is a brief selection of incidents of
official cover-ups. For a more extensive
list, see Appendices III: Incidents of
Official Cover-Ups, page 236.
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Cover-ups

The numerous incidences of enforced media silences and cover-ups that have been
documented"'® have a direct, fundamental impact on the lives of people in China,
and increasingly, globally.'"* Some—including disease outbreaks, environmental
accidents and industrial accidents—are tied explicitly to state secrets. Others may
not have been directly driven by specific state secrets regulations, but all are repre-
sentative of government information control, of which state secrets plays an inte-
gral part.

To maintain control over the media, specific regulations on state secrets in the
work of the media have been passed, such as the 1992 Regulation on the Protection
of State Secrets in News Publishing.'?* However, recent regulations released in 2006
governing foreign media, including regulations created specifically for the 2008
Olympics, seemingly contradict both each other and the earlier regulations. In
order to address growing international pressure in the lead-up to the Olympic
Games, the 2006 regulations purportedly relax requirements for journalists work-
ing in China.'?! However, three problems remain: the media regulations still
contain wording that is ambiguous; these regulations remain under the overall
umbrella of the state secrets system, which is dedicated to information control; and
despite reported attempts to relax controls through national regulations, local
authorities still operate independently, as witnessed by continuing harassment of

and violence directed at Chinese journalists investigating stories at local levels.'*

Pollution accidents: The toxic spill in the Songhua River in November 2005 was
only one of many cover-ups of pollution accidents, including cadmium pollution
in the North and Xiang rivers, which prompted the central government to issue
guidelines for the prompt reporting of such incidents in February 2006.' Ulti-
mately, this new reporting structure and the declassification of death tolls from
natural disasters are surgical moves. The NAPSS declined to define “natural disas-
ters” and warned that only government agencies would be able to release (and col-
lect) these statistics—signaling that it was not ready to release its hold on
information. And how these guidelines will coordinate with the proposed new
“Draft Law on Emergency Response” now working its way through a reviewing
process remains unclear. But the limited sections of the draft that have been pub-
licly released to date offer more restrictions on news reporting, not less.'** The leg-
islation is reportedly to be issued and made public in 2007.'*
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Public health outbreaks: Many factors have contributed to the PRC’s mishan-
dling of the SARS outbreak in China, but the culture of secrecy was a defining fac-
tor in the spectacular failure of transparency and accountability that many argue
was partially responsible for the spread of the epidemic globally.'?® The classifica-
tion of public health work was likely unclear both externally and within China,
despite the report that Chinese officials told the United Nations Development Pro-
gramme (UNDP) that the 1996 Regulation on State Secrets and on the Specific
Scope of Each Level of Secrets in Public Health Work—which classified informa-
tion related to infectious diseases—had been invalidated in 2001. Questions con-
cerning the classification of the SARS information and the slow reporting of
information between local and national bureaucracies arguably slowed the govern-

ment’s response considerably.'?”

The Chinese government claimed that in light of the SARS implosion in 2003, the
longstanding culture of secrecy promoted in the handling of matters of public
health—emergency or otherwise—had been replaced by greater transparency and
accountability. The impact of the system in that case, however, is clear: the failure
to control the disease, the number of deaths, and the health-related consequences
for millions inside and outside China.

In addition, whereas the government states that it is heralding in a system that is
transparent, the prosecution of journalists who exposed the SARS cover-up and
the evolving Chinese response to the avian flu continue to reflect examples of poor
or questionable governance at both national and local levels. In these failures of
governance, secrecy continues to be relied upon as a method of maintaining social
order and control, to the detriment of the public. Like SARS, the lack of informa-
tion on the transmission routes of a disease, and the cover-up of official complicity
in the sale of HIV-contaminated blood, had serious human rights impacts on the
69,000 people infected by the blood transfusions and donations.'?® The AIDs pan-
demic also raises the pervasive problem of official corruption and malfeasance.
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CASE STORY
Liu Fenggang
Xu Yonghai

Zhang Shengqi

Protestant house church leaders Liu Fenggang (XI|R47), Xu Yonghai (4&7Ki)
and Zhang Shengqi (fkJEAL) were initially detained on state secrets charges
between October and November 2003. They were charged under Article 111 of
the Criminal Law with “providing state secrets to foreign organizations,” and
tried in secret on March 16, 2004 by the Hangzhou Intermediate People’s

Court in Zhejiang Province.

Liu Fenggang, a Beijing-based Christian, was accused of carrying out
research for a report that exposed Chinese government repression of the clan-
destine Catholic Church. Xu Yonghai, a former psychiatric doctor at Beijing
Pingan Hospital, was tried for having printed the report, and Zhang Shengqi,
a computer firm employee, for undertaking to post it on the Internet and to
send it electronically to organizations abroad. However, their lawyer pointed
out that the State Secrets Bureau certificate produced as evidence by the

procuratorate had not been signed, and therefore was invalid.

As a result, the court placed Liu and Xu under “residential surveillance”
starting on May 14, but no verdict was given until August 6, 2004. The court
took no account of the invalid State Secrets Bureau certificate, and sentenced
Liu to three years in prison and Xu to two years, as well as imposing a one-
year prison sentence on Zhang Shengqi. In addition, the court did not include
the period Xu and Liu had spent under residential surveillance as time
served, with the result that the period from May 14 until August 6 was effec-

tively added to their sentences.

Zhang Shengdqi and Xu Yonghai were released on February 7, 2005 and Janu-
ary 29, 2006, respectively.'*® Despite the release, Xu’s freedom continued to be
restricted by Chinese security agents. Liu Fenggang was released in Febru-
ary 2007.

Unless otherwise indicated, information on the above case is taken from

HRIC’s human rights database and website.

Liu Fenggang

Xu Yonghai Zhang Shengqi
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Corruption and Official Malfeasance

State secrets regulations provide a pretext for information cover-ups, including
information that deals with official corruption and that may embarrass officials if
made public. More than anything, state secrets regulations provide a lawful pretext
for suppressing the dissemination of information that would benefit citizens in
their mobilization against corruption, official malfeasance, and infringement of
their legitimate rights. In the context of a legal system that currently offers little
meaningful protection of individual rights, the open flow of information is critical.

In place of accountability to the general public, authorities often choose to protect
the activities of others in government, generating “perverse incentives” for govern-
ment officials to distort information in order to portray themselves favorably and
preserve their position in power. This includes a built-in disincentive to report
official malfeasance. This system of misguided and harmful incentives is in conflict
with China’s own international obligations on transparency and good governance,
including obligations under China’s WTO accession and the UN Convention
Against Corruption.

This system of impunity among officials also has a detrimental impact on the abil-
ity of central government officials to implement greater transparency and to actu-
ally respond to environmental and public health concerns as they arise, as well as
conduct effective emergency management. Rural farmers in Henan Province, who
depended on donating blood to secure income but were not informed of the risks
of HIV infection, provide one example. Because officials responsible for the cover-
up were not punished but actually promoted, years later, media attempting to
access some of the hardest-hit villages were closely monitored and the farmers
themselves were denied many of the benefits of treatment, support, and compen-

sation despite (and perhaps because of) international scrutiny.'*

The state secrets framework supports that system of official impunity and cover-
up of information, in that it provides catch-all clauses under which information
can be classified. The complex system of classification and de-classification and the
participation of multiple actors at multiple levels of government also impacts
transparency, in that there is no clarity on whether specific information is classified
or has been declassified. The organizational imperative is therefore to keep infor-
mation secret—with serious impacts where dissemination or withholding of that
information affects the interest of the public.

This system of misguided and
harmful incentives is in conflict
with China’s own international
obligations on transparency and
good governance.
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Detention, Torture, and the Death Penalty

Detention facilities: In a regulation jointly issued by the Ministry of Justice

(MOYJ) and the NAPSS, virtually all information relating to the administration of
prisons, juvenile detention centers, and systems of administrative punishment
such as reeducation through labor (RTL) is classified as “top secret” or “highly
secret.”" This includes the rules, plans, methods, crackdown countermeasures and
manpower allocation in penal institutions.'** Basic statistics on the number of
people in detention are “secrets,” while “undisclosed” statistics on numbers of peo-
ple arrested and processed through the various forms of sentencing are classified as
“work secrets” that cannot be disclosed without authorization.!*

New regulations issued by the MOJ on February 14, 2006 prohibit beating or sub-
jecting inmates in prison or RTL to corporal punishment and other abuses. Prison
and RTL police who engage in these prohibited behaviors will be subject to pun-
ishment up to dismissal or investigated for criminal responsibility. However, these
regulations lack mechanisms for victims to enforce the prohibition against police
abusers.'**

Provisions that classify as secret information on the management of RTL centers
and other sites used for administrative detention are of great cause for concern, as
they heap greater secrecy protection on a system already notorious for its lack of
transparency and accountability. Information about this behemoth administrative
system that incarcerates an estimated 300,000 people in around 300 camps is clas-
sified alongside that of prisons and detention areas. However, while prisons incar-
cerate people who have been convicted through a formal criminal process,
international monitoring efforts have found uniformly that in an overwhelming
majority of cases, the RTL system provides no formal procedures or protections for
individuals before they can be sentenced and imprisoned for up to three years, in
violation of both the ICCPR and Universal Declaration of Human Rights
(UDHR).'*
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Torture in prisons and detention facilities: As confirmed by the Special Rappor-
teur’s report on torture on his mission to China, torture remains endemic and a
serious problem.!*® However, information about the use of torture in PRC
detention facilities and its use to extract confessions is considered classified; this
lack of transparency contributes to the violation of the fundamental right to be
free from torture, which is a non-derrogable right and is binding on all states.'*” As
a signatory to the ICCPR and a party to the UN Convention Against Torture
(CAT), torture is prohibited in Chinese written law: the use of torture or coercive
methods to gather evidence is strictly forbidden, and the Criminal Law makes it a
crime for certain state actors, such as judicial officers and police officers, to abuse
or torture individuals detained under their supervision.'*® A significant gap
between the Chinese law and the international standard can be seen, however, as
evidence procured through torture, coercion, intimidation, entrapment or decep-
tive practice can be introduced as long as it does not form the basis for convic-
tion."*? Further, no law or regulation absolutely excludes evidence obtained
through torture from making its way through Chinese courts, a common practice
that should raise serious questions in light of an alarmingly high nationwide con-
viction rate of nearly 98 percent.'*

Despite the letter of the law, torture remains a systemic problem in the PRC crimi-
nal system. Chinese academics and several government officials have admitted that
torture still persists, including Wang Zhenchuan, Deputy Procurator-General of
the Supreme People’s Procuratorate, who admitted as recently as November 19,
2006 that “nearly every wrongful verdict in recent years” involved illegal interroga-
tion. Wang went on to call for protecting suspects’ rights by eliminating illegal
interrogation by atrocious torture.'*!

However, victims of official misconduct in criminal investigations have no means
of pursuing allegations of torture and other abuse, since much of the work and
information in criminal investigations remain state secrets.'*> In addition, the clas-
sified status of information about the use of torture to extract confessions leaves
victims no recourse for seeking redress without inviting additional risk of criminal
sanctions.'” In the case of Nie Shubin, for example, media coverage brought the
news to light that he had been sentenced to death and executed based on a confes-
sion obtained through torture. Yet his family, in seeking to overturn his conviction

in a court of appeal, was denied access to the original case documents.'*
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CASE STORY

¢

Zhao Yan

Prior to joining the New York Times as a researcher in Beijing, Zhao Yan
(BA) was a journalist who wrote extensively about rural issues and govern-

ment corruption and advocated for farmers’ rights.

In September 2004, Zhao was detained in connection with a New York Times
article which predicted the resignation of Jiang Zemin from his last major
post as head of the military. He was held in detention for over 19 months
without trial and was arrested on suspicion of leaking state secrets to the
newspaper. The case against Zhao was thought to rely almost entirely on a
memo that he wrote in July 2004 speculating a “possible dispute between
Jiang and his successor, President Hu Jintao, over promotions for two top

army generals.”

On August 25, 2006, Zhao was unexpectedly cleared of the state secrets
charge held against him and he was spared what would have been a mini-
mum of ten years’ imprisonment for disclosing information that was consid-
ered “top secret.” The Beijing court, instead, sentenced him to three years in
prison on an unrelated charge of fraud. Zhao’s release is scheduled for Sep-
tember 2007 because the two years he has already served in detention will
count against his term. The Beijing Higher People’s Court rejected Zhao’s

appeal on December 1, 2006.

Information on the above case is taken from HRIC’s human rights database

and website.

Zhao Yan
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In his first mission to the PRC in 2005, the UN Special Rapporteur on Torture
reported that physical and mental coercion is widely used in the PRC to extract
confessions and other evidence, and is more prevalent during the early states of
criminal investigations.'** Foreign Ministry spokesman Qin Gang said at the time
that “China cannot accept the allegation that torture is widespread in China still,”
and added that China had made “effective efforts” in outlawing torture.'*® Unfor-
tunately, the official reaction to the Special Rapporteur’s report was not construc-
tive—this indefensible position in the face of facts and official recognition of the
problem undermines the PRC’s credibility by not fully admitting its extent and
pervasiveness. As an obstacle to obtaining information that is necessary to analyze
both the problem and possible solutions, the state secrets system contributes to the
ongoing persistence of torture.

Death penalty: Statistics on capital punishment in China are a closely guarded
secret;'¥” with the most diligent outside monitoring efforts producing only piece-
meal figures that confirm a fraction of what is estimated to be the number of peo-
ple executed annually.!*® State secrets laws include no less than eight separate
provisions for classifying death penalty-related information, and these provisions
maximize government control over the nature and tenor of facts and statistics that
are actually released.'”® The broadest classification places figures on the ratification
and execution of death sentences nationwide at the top-secret level, while other
figures cover the number of new prisoner executions, intermediate courts’ ratifica-
tion of death sentences, military statistics, and information on the use of executed

criminals’ corpses and organs.'*

In March 2004, Luo Gan, a member of the Standing Committee of the Political
Bureau of the CPC Central Committee and Secretary of the Committee of Political
and Legislative Affairs, ordered fewer executions whenever possible, a policy direc-
tive that contradicts official statements that the use of the death penalty had
already declined dramatically since the revision of the Criminal Law in 1997.%%!
The number of 1,770 known executions carried out in the PRC in 2005 accounted
for more than 80% of the 2,148 executions worldwide that year.'?

As an obstacle to obtaining
information that is necessary to
analyze both the problem and
possible solutions, the state
secrets system contributes to the
ongoing persistence of torture.
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CASE STORY
Li Changqing

Huang Jingao

In January 2006, journalist Li Changqing (Z-7) was sentenced to three years’
imprisonment for two acts, neither of which involves information that would
legitimately be considered secret. According to his lawyer, Li, who was the
deputy news director of the Fuzhou Daily, was formally arrested on suspicion
of “incitement to subvert state power” but ultimately tried for “fabricating and
spreading false and alarmist/terrorist information” under Article 291 of the
Criminal Law.'*® The cited basis for this charge was Li’s unauthorized report of
an outbreak of dengue fever that infected more than 100 people in Fujian in
2004.'%* Though the provincial government acknowledged the outbreak soon
after Li’s report (which he claims he did not write but only contributed to)
appeared on the overseas Web site Boxun, Li was convicted in January 2005.

His appeal was rejected and the sentence was upheld in March 2006.

His arrest, however, was based on his public support and assistance of
whistleblower Huang Jingao (334 %), the former Party Secretary of Lian-
jiang County in Fujian. Huang’s open letter from August 11, 2004, posted on
the People’s Daily Web site, detailed being obstructed in his attempts to report
corrupt colleagues who confiscated land from farmers and sold it at below-
market prices to real estate developers in exchange for bribes.'*®* Huang’s
whistle-blowing act generated widespread public support in a virtual instant,
but the campaign of retaliation against him took a year to complete: his letter
was taken down a few days later, he was dismissed from his post, put under
surveillance, taken into custody, smeared in the official press, and finally sen-
tenced to life imprisonment on November 10, 2004 on 50 counts of corruption
for accepting $715,000 in bribes. Li Changqing was not spared in this retalia-
tion campaign: he was taken into custody a few months after Huang. Both Li
and his lawyer, Mo Shaoping, insisted that he was being punished for his sup-
port of Huang and his allegations.!*® Essentially, Li Changqing was both a
whistle-blower and a supporter of one, and his acts of exposure, on topics of
vital interest to the public, were well within the ambit of his professional

duties as a journalist.

Li Changqing Huang Jingao
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While there is an international move towards a moratorium on the application of
the death penalty,' its application is not prohibited under international law but is
considered an “extreme exception”'*® to the right to life. This exception can only be
applied where the defendant has had a fair trial. This kind of fair trial is unlikely
where state secrets provisions have been invoked if the defendant has limited access
to his lawyer, the evidence and the outside world. Transparency and access to infor-
mation are “fundamental due process safeguards that prevent the arbitrary depri-
vation of life.”!® Accordingly, the impact of the state secrets system is that it
undermines fair and just procedures, denies human dignity and prevents any
informed public debate about capital punishment.'*

Propping up an authoritarian one-party system, the state secrets system denies the

very transparency and accountability necessary for good governance. While the

authorities have put significant emphasis on ending corruption and have made

several, very visible, crackdowns on officials charged with corruption, broader sup-

port for an agenda promoting good governance—and transparency—is absent. In

its efforts to maintain control, the PRC government classifies the very information

that would not only allow more fair and independent analysis of policy-making

decisions, but would assist in creating solutions to address the problems challeng-

ing the government, including corruption. Without transparency, secrecy, corrup-

tion and impunity flourish. The impact of the state secrets
system is that it undermines fair
and just procedures, denies
human dignity and prevents any
informed public debate about
capital punishment.
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As soon as civil society responses
are deemed threatening to the
Party, as in the activities of
human rights defenders, for
example, this space is constricted
through intimidation, detentions,
and crackdowns on individual
activists and grassroots
organizations.

3. UNDERMINING INDEPENDENT CIVIL SOCIETY

The open dissemination and publication of information is a critical tool for
lawyers, journalists, human rights defenders and other civil society actors for
spreading awareness, educating the public and advocating for issues that affect
them. The impact of the state secrets system in China is to undercut that openness
and participation and discourage the transfer of, or access to, information and
ideas. Many of these individuals have been detained and harassed by authorities
because they raise issues that are critical of the government. Some, like Shi Tao and
Zheng Enchong, are themselves charged with crimes of leaking state secrets. Their
cases and others are examples of how the state secrets law is used to harass and
imprison individuals who are engaged in lawful activities, either through self-
expression or by bringing attention to serious social problems. The targeting of
these individuals with crimes of disclosing state secrets—and other crimes, from
subversion to blackmail and corruption—not only violates their individual human
rights to expression, but also China’s obligations to promote access to information
and transparency under international law.

Various state secrets regulations also indicate which social groups the Chinese
authorities are concerned about, and correspondingly, to what extent they are will-
ing to utilize state secrets protection to suppress them. The founding of independ-
ent political groups, illegal religious activities, illegal publications and the activities
of illegal organizations are at the heart of official preoccupation with potential dis-
sent. These groups include “ethnic separatist organizations” ([ 7> %440 21),
“hostile religious forces” (7R F J7), “reactionary secret societies” (X A48 [ ]),
and “foreign hostile organizations or social groups” (32 /MK AL 2 541 [4]).1!
Although these organizations are not identified by name in any regulations, the
framework as it is laid out would suggest that the names or identities of these
groups are also a state secret,'*? though in criminal prosecutions, the State Security
Bureau confirms the status of those organizations and groups.'® Under the MPS
Regulation, information about campaigns against certain politically sensitive
groups is classified as “top secret.”!%*

Despite the expanding social roles of, and indeed expectations placed on, non-state
actors in Chinese public and private life, the delineated space for that role is small
and constrained. Even when space appears to be expanding in certain non-sensi-
tive areas, such as health, the environment, or women’s rights, as soon as civil soci-
ety responses are deemed threatening to one-party rule—as in the activities of
human rights defenders, for example—this space is constricted through intimida-
tion, detentions and crackdowns on individual activists and grassroots organiza-

tions.!'®®
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Whistleblowers: By attempting to make information public, whistleblowers often
run up against not only policies designed to deny this information, but also
officials with their own, often contradicting, agendas seeking to control
information flow. In November 2005, whistleblower Qiao Songju (FFF4%%) was
detained six weeks after reporting the death of 200 geese in Anhui Province to the
Ministry of Agriculture based on information from a friend of his father. Authori-
ties subsequently destroyed over 100,000 geese, and local officials, who were
allegedly angry over the poor compensation received, detained Qiao on charges of
blackmail.'® Despite the seeming confirmation of bird flu that this culling repre-
sented, Qiao was later sentenced to 3.5 years in prison and fined 30,000 yuan for
deceiving authorities and blackmailing vaccine sellers.'*” Reports state that local
authorities were disturbed by Qiao’s interference and the inadequate compensa-
tion received for the lost birds, and they therefore punished Qiao. This represents
another case of the government restricting information to the public by targeting
an individual who sought to increase access to information.

Environmentalists: The continued degradation of the environment in China
seemingly demands that civil society, government and international bodies work
together to effectively address the issue. However, the PRC government seeks
instead to control civil society groups and limit their activity. Tan Kai (ifZ)l) and
fellow environmental activists organized an environmental watchdog group called
Green Watch (£¢ i %%) to monitor the situation in Huashui Town in Dongyang
City, Zhejiang Province. In April 2005, local residents complained that pollution
from a chemical factory was destroying crops and causing birth defects, and
protests culminated in a violent conflict with local police on April 10, in which
more than 400 police officers were reportedly deployed and many people injured.
Although five members of Green Watch were summoned and questioned by the
Hangzhou Public Security Bureau on October 19, only Tan was detained. Tan, a
computer repair technician, was formally indicted on April 29, 2006 of charges of
“illegally obtaining state secrets,” ostensibly for information he had obtained while
doing routine file back-ups for his clients. However, the fact that on November 15,
the Zhejiang provincial government had declared Green Watch an illegal organiza-
tion calls into question the real reason for his prosecution.
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Journalists: Journalists often run afoul of state secrets regulations, but the type of
information reported in these cases goes beyond obvious sensitive areas and has
included reports on economic information, natural disasters, industrial accidents
and advance release of policy speeches. Xi Yang (Ji; %) was a Ming Pao newspaper
reporter and a mainland-born Hong Kong resident. He was accused of spying and
stealing state financial and economic secrets related to an article he wrote dis-
cussing Bank of China international gold policy and strategies. The information in
Xi’s report was considered a “state financial secret” because it had not yet been offi-
cially released. Detained by state security agents on September 27, 1993 in Beijing,
he was convicted of “stealing and gathering state secrets” and sentenced to 12 years’
imprisonment with two years’ deprivation of political rights on March 28, 1994 by
the Beijing No.1 Intermediate People’s Court. Xi was eventually released on parole
in January 26, 1997 due to satisfactory behavior.

The state secrets system—in both its norms and implementation—violates a com-
prehensive range of human rights in China. The state secrets framework is used as
both a shield to conceal information and a sword to punish individuals who criti-
cize the government. The lack of political will on the part of the CPC to relinquish
control and implement effective reforms has a significant impact on protecting
rights in practice.

While the PRC’s use of human rights language has grown in sophistication over
the years and it increasingly references international human rights law in its
reports to UN treaty bodies, in government-issued white papers, and to the press,
actual enactments are less prominent. The very rights that the PRC undertakes to
uphold through the international framework are undermined by the comprehen-
sive state secrets system.

The state secrets system denies the right to freedom of expression and right of
access to information by: classifying information that does not meet narrow inter-
national criteria for withholding; classifying information that is necessary for the
protection of public health and the environment; allowing information to be clas-
sified even after wide public distribution; allowing information on official miscon-
duct and malfeasance to be classified; and allowing state secrets charges to be used
as a tool to silence dissent.
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C.
Reform Efforts

Calls for greater government transparency, accountability and information access
in the PRC have increased in recent years in response to both domestic and inter-
national pressures. In large part, this may be a result of the government-delayed
disclosure of accurate information on SARS in 2003. This lack of transparency also
affects China’s international obligations. China’s accession requirements to the
WTO call for greater transparency in the country’s trade rules and requirements.
Moreover, the classification of certain statistics as state secrets, such as those on
kidnapping and trafficking, induced abortions, infanticide and the gender ratio,
prevents a comprehensive and accurate assessment of China’s domestic implemen-
tation of its human rights commitments at human rights treaty body reviews.'®

In the aftermath of the Shanghai corruption scandal and the purge of Party leader
Chen Liangyu in October 2006, greater government transparency and accountabil-
ity are increasingly affirmed as key components of China’s national anti-corrup-
tion strategy. The reform efforts of President Hu Jintao thus seek to increase
government transparency and accountability by promoting Open Government
Information (OGI) initiatives. New initiatives are variously referred to as
Regulations on Government Information Disclosure in the Chinese media and as
Freedom of Information Regulations by Western commentators. Greater emphasis

EX<3

is being placed on individuals’ “right to know” and on increasing citizen involve-
ment in government affairs. However, due to the exclusion of state secrets from
disclosure provisions, these reforms will not effectively address the problem at the
heart of the state secrets system: the deadly control over information that main-

tains an authoritarian one-party rule.

REFORM EFFORTS

SECTION |

47



1. OPEN GOVERNMENT INFORMATION (OGI):

LOCAL INITIATIVES

China’s first Open Government Information (OGI) reform initiative in 2002, the
Guangzhou Municipal Regulation on Open Government Information, introduced
to Chinese governance the novel presumptions that government information
should be made public and that government agencies are obligated to disclose such
information upon request.'® Since then, similar regulations have been enacted
steadily in at least 31 provincial and municipal jurisdictions across China,'”® with
notable achievements such as an online OGI legislation adopted by the Special
Economic Zone (SEZ) of Shenzhen on April 1, 2004, which required government
agencies to disseminate information online.'”! Fundamentally, OGI initiatives
reflect two innovative ideas in the Chinese context: first, individuals and organiza-
tions have the right to request government information; and, second, government
agencies have an obligation to disclose such information, within the limits of those
defined as permissible for disclosure, when requested.

Particular focus was placed on the Shanghai Municipal Regulation on Open Gov-
ernment Information when it was adopted in 2004 and labeled as “the most
sophisticated approach” of all OGI initiatives in the PRC.'”* It built upon the
Guangzhou regulation, while the drafting process itself was marked by a relatively
open consultative process that sought public comments.'”? In addition, the Shang-
hai government launched unprecedented organizational, training and preparatory
work to ensure that the regulation was effectively implemented and that the pre-

sumption of disclosure prevails in practice.'”*

Following Shanghai’s OGI initiative in 2004, some of the achievements at the local
level include examples from Guangzhou and Chengdu, where recent measures have
been adopted to formalize the methods to request government information disclo-
sure. For instance, the Guangzhou municipal government announced at a press
conference in December 2006 that the Guangzhou Municipality’s Measures on
Applying for the Disclosure of Government Information would take effect on May 1,
2007. These measures stipulate that, apart from eight matters such as state secrets
and information on the integrity of leading Party members, all other information
can be disclosed to the public according to the law.!” If such information is not
made public, citizens can file complaints, make reports, and even sue government
officials. Initial media coverage of these measures have labeled it as the country’s
first comprehensive and systematic local government regulation to standardize the

work of applying to the government to disclose information to the public.'”
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Similarly, on November 30, 2006 the Chengdu municipal government promul-
gated the Chengdu Municipal Measures for Disclosing Government Information
in Response to Requests by Application, which took effect on the same date.'”” The
Chengdu measures state that if citizens wish to know information on government
matters that has not yet been made public, they may file an application free of
charge with the relevant administrative body or unit, and that such requests would
be normally dealt with within five working days, as compared to 15 working days
in the Shanghai OGI Regulation. Commentaries on the Chengdu OGI have wel-
comed efforts by the Chengdu local government to protect citizens’ right to infor-
mation by stipulating in the measures that any unit or individual that violates the
measures may be held liable according to law.'”®

Reports emerged in December 2006 indicating that the State Council was currently
drafting a regulation governing the release of government information at the
national level, with the goal to “promote government transparency and the public
right to know while allowing the state to protect secrets.”'” In January 2007, it was
reported that China’s State Council had approved a draft of a national regulation
on open government information and that the State Council had committed itself
to the promulgation and implementation of this regulation after further revisions
to the draft. But continuing the policy of secrecy, officials at the time declined to
respond to requests for details of the new rules or to disclose when they might be
publicly available.'® In April 2007, the state media Xinhua released the text of a
national OGI regulation to take effect one year later, on May 1, 2008.'8! Contradict-
ing the stated goals of a more transparent government, the release of the national
OGI regulation showed that while it was passed on January 17, 2007 by the State
Council, it was signed by Premier Wen Jiabao on April 5,2007 and only became
widely available two weeks later, on April 24, 2007.
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2. THE RIGHT TO KNOW

At the core of all OGI initiatives is the “right to know” (%11 £0) , which came into
greater prominence when it was listed as one of the civil and political rights in
China’s 2003 White Paper on its human rights cause and progress.'$? The White
Paper states that Chinese citizens enjoy the freedom of information, which, similar
to the “right to know,” is not a right that is specifically enumerated in the Chinese
Constitution or any domestic law.'®® The rights to know and to information are
not absolute, and OGI regulations specify the types of information that are barred
from public disclosure. Although the scope of exemptions for open government
disclosure may differ across different jurisdictions, in general the following four
types of information are barred: state secrets, commercial secrets, personal private
details and other information exempted from disclosure by the provisions of laws
and regulations.

Whereas the recent OGI regulation passed by Guangdong Province in 2005 only
had these four basic categories for information restrictions, other regulations may
broaden the scope of exemptions. A number of jurisdictions have also chosen to
exclude potentially wide swaths of additional information, including work secrets,
matters under investigation, and other ‘harmful information’ from declassification,
and consequently permanently from public view. For example, the Guangzhou
OGI regulation also restricts “government information currently under delibera-
tion or discussion,” which also appears in Article 10(d) of the Shanghai OGI Regu-
lation of 2004. The Shanghai OGI Regulation also added a category on
“information relating to administrative enforcement, the disclosure of which
might influence enforcement activities such as examination, investigation or gath-
ering of evidence, or which might endanger an individual’s life or safety.” However,
what is significant about the Shanghai OGI Regulation is that it specifically stipu-
lates that all the information restrictions, except state secrets and information pro-
hibited from disclosure by laws and regulations, are subject to a balancing test and
may be later released if they meet certain conditions.!®*
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While the new national OGI regulation legally obliges “[a]ll levels of people’s gov-
ernments and all government departments at or above the county level [to] estab-
lish comprehensive systems for the work of making government information
public by administrative organs,”'® it, however, does not significantly expand the
2003 White Paper’s inclusion of the right to information. The national OGI regula-
tion states that it will “fully make use of government information as a service for
the people, their lives, production and economic and social activities.”'*¢ Citizens,
legal entities and other organizations’ access to information classified as state
secrets remains very limited, because of state secrets’ very broad and arbitrary
scope.

Article 14 of the national OGI regulation requires administrative organs to “estab-
lish comprehensive systems for examining and checking that state secrets are pro-
tected in government information that is made public” and that such information
“accords with the Law on the Protection of State Secrets of the PRC and other
related laws and regulations.”"®” This, however, does not address what administra-
tive organs should do in the event of a conflict between the two systems on state
secrets and OGI. For instance, statistical information on induced abortions, infan-
ticide and the gender ratio—which are all relevant for a full and accurate assess-
ment of China’s family planning policy—are all labeled as state secrets,'® at the
same time that the new national OGI, Article 12, specifically calls for people’s gov-
ernments in villages and townships to “focus on making public.. .. [i]nformation
on the implementation of family planning policies.”'®

The national OGI regulation creates a detailed system by which the authorities
may release government information, which only further consolidates their con-
trol over information flow. In addition, the main person responsible in the infor-
mation disclosing administrative organ could be punished by law and also
investigated for criminal liability in certain circumstances for not protecting state
secrets.'*”® By placing heavy penalties on administrators, in effect the new national
OGI regulation bolsters the state secrets system, where non-disclosure is the
default for any information labeled as endangering “state security, public security,
economic security or social stability.”'*! The new regulation continues to deny state
secrets to the public, and prevents a critical and transparent assessment of the state
secrets legal labyrinth. Due to the fact that state secrets continue to fall outside the
scope of local and national OGI initiatives for increasing transparency, efforts to
declassify state secrets have given a unique insight to this very wide scope of state
secrets classification and how it undermines efforts for a more open and transpar-
ent government in China.
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From September to December
2002, the Guangzhou State
Secrets Bureau declassified more
than 100,000 state secrets.

3. THE DECLASSIFICATION OF STATE SECRETS

In August 2005, NAPSS vice-minister Shen Yongshe stated that “protecting state
secrets and advancing open information are complementary.”'*? In particular, the
declassification drive of government information in Guangzhou as part of its OGI
initiative presents a specific example of the potential scale of this over-
classification of state secrets. The city of Guangzhou, a provincial capital, had been
aggressively accumulating secret information in the course of its administration
and, by 2000, had accumulated a considerable body of state secrets. In 1995, the
city classified 19,000 items, and the amount grew to more than 48,000 classified
items by 2000. In the span of four months, from September to December 2002, the
Guangzhou State Secrets Bureau declassified more than 100,000 state secrets,
approximately 97 percent of all the state secrets held by the municipal government
at that time.'*?

Though the declassification of state secrets should be automatic ([4Tf##) when
the designated time period expires according to the State Secrets Law,'** in practice
Guangzhou only achieved its massive declassification by expunging a large number
of mistaken classifications. These included items that no longer held practical
value for keeping secret, and other information that would not endanger or may, in
some cases, benefit state security and interests but were barred from public distri-
bution as a result of their classification.!® The wide and seemingly arbitrary scope
of classifying information as state secrets, as shown by Guangzhou’s declassifica-
tion drive in 2002, has renewed calls for revisions to the State Secrets Law.

52

HUMAN RIGHTS IN CHINA

STATE SECRETS: CHINA’S LEGAL LABYRINTH



4. REFORMS OF THE STATE SECRETS SYSTEM

In addition to the OGI initiatives for increasing government transparency and
accountability, there have been discussions of reforming the state secrets system
itself. Domestic commentaries have focused on the fact that the vast number of
secret documents has not only increased the cost of keeping them secret, but has
also weakened the authority of the state secrets system while systematically
obstructing the government from making its information more accessible to the
public.!?* However, after years of speculation over the breadth of its revision, and
despite it being cited as a priority for 2006, a draft revision of the State Secrets Law
or a timetable for the discussion on its revision has yet to emerge or be confirmed
publicly.'” In December 2006, one Legal Daily article commented that a draft revi-
sion of the State Secrets Law has been completed and was soon to be submitted to
the State Council, without specifying the date.'”® No official reason has been given
for this legislative delay, though the draft Law on Government Information Disclo-
sure, which was submitted to the Legislative Affairs Office of the State Council
after the 2003 SARS outbreak, was reportedly placed on hold due to the disputed
scope of declassification.'®

Declassification of Natural Disaster Casualties

Despite the absence of legislative revisions to the state secrets system, a significant
change took place on September 12,2005 when the NAPSS held a press conference
and announced that, in order to facilitate emergency response to natural disasters,
death tolls resulting from such incidents would no longer be classified as a state
secret.”” In announcing the declassification, NAPSS spokesperson Shen Yongshe
stated that this line-item declassification was in the interests of conducting effec-
tive emergency relief work, doing state secrets protection work well and advancing
openness in government departments, and was also in the interests of the people’s
“right to know.”?"! This was widely heralded in domestic and international media
as the first instance where the state secrets bureaucracy publicly announced a
declassification measure to the press. According to Shen, the NAPSS started to
develop links between media and the public relatively late, but it has started to do
this, and these will gradually become standardized.*

Despite it being cited as a priority

for 2006, a draft revision of the
State Secrets Law or a timetable
for the discussion on its revision

has yet to emerge or be confirmed

publicly.
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“If a dyke breach causes flooding
or a coal mine collapses, there
could be both natural and
man-made causes. So there is
undoubtedly some flexibility

in the system of making
information public.”

The declassification of death tolls resulting from natural disasters was announced
in the Notice Regarding the Declassification of Statistics on Casualties Caused by
Natural Disasters and Related Information (Document 116 [2005] of the Ministry
of Civil Affairs), which was drafted by the General Office of the Ministry of Civil
Affairs and issued jointly by the Ministry of Civil Affairs and the NAPSS on August
8,2005.2 Document 116 removed “statistics on casualties caused by natural disas-
ters” from the scope of “secret level” state secrets as stipulated in Article 3 of the
2000 Regulation on State Secrets and the Specific Scope of Each Level of Secrets in
Civil Affairs Work (Document 71 [2000] issued by the Ministry of Civil Affairs and
the NAPSS), which stipulated that “statistics and other related information on
individuals who flee from famine, beg for food, or die as a result of natural disas-
ters at the national, provincial, autonomous region and directly-administered
municipality level” are a “secret-level” state secret.*

It was also reported that the release of Document 116 on August 8, 2005 had spe-
cial significance because the date marked the 30th anniversary of the dam burst at
Zhumadian in Henan Province; therefore, as an NAPSS official pointed out, the
declassification of this information actually has its roots in the history of natural
disasters and disaster relief work. According to information that is now public,
from August 8 to September 5, 1975, following a series of typhoons, a large num-
ber of dams burst at the Bangiao Reservoir in Zhumadian, Henan Province, result-
ing in vast flooding that spread 150 kilometers east to west and 75 kilometers north
to south.?” Three days after Beijing announced that casualty figures from natural
disasters were no longer state secrets, Xinhua reported that at least 26,000 people
were killed by this dam breach in 1975 and acknowledged that “the figure might be

even bigger.” 2%

Some have questioned the effectiveness of such disclosure of natural disaster
causalities in contributing to government transparency and the ability of the press
to independently cover such incidents. In particular, Document 116 does not spec-
ify how to distinguish between natural disasters and man-made disasters, leading
one legal scholar to note the superficiality of the declassification: “If a dyke breach
causes flooding or a coal mine collapses, there could be both natural and man-
made causes. So there is undoubtedly some flexibility in the system of making
information public.”?’
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In addition, the release of natural disaster casualty figures runs contrary to newer
proposals on the “emergency response” legislation, which aims to better manage
emergency responses but contains detrimental clauses that fine media outlets for
reporting on disasters without official authorization.?® It remains to be seen
whether the declassification of natural disaster casualties as state secrets actually
means that the press is allowed to cover these stories independently or whether
they are only allowed to cite official figures and must still seek official
authorization. The public announcement by the NAPSS seemingly acknowledges
the “right to know;” however, implementing this into an official policy of
transparency and expanding its implementation will require a sustained, concerted
effort on the part of Chinese government officials, and will also require revision of
the state secrets system, which currently violates this right.

Criminal Justice Reforms

Following public concerns that the high number of death penalty sentences may
be in large part the result of coerced interrogations and the lack of independent
review of any torture claims, recent reforms include: a Ministry of Public Security

move in May 2006 to promote audio and video taping of interrogations;*®”

provin-
cial higher courts granting public hearings to all death penalty cases on appeal
starting in July 2006, which extends beyond current protections in the Criminal
Procedure Law;*'? and the approval by the National People’s Congress (NPC) of an
amendment to the country’s Organic Law of the People’s Courts in October 2006
to allow the Supreme People’s Court to reclaim its authority to review all death
sentences starting from January 1, 2007, which the NPC had extended to interme-
diate courts in 1983.2!! All these reforms, however, will not be able to bring about
an accountable and transparent criminal justice system if the number of execu-

tions continues to remain secret.

The scale and implementation of the death penalty in China continues to be one of

the most profound gaps in public knowledge about the Chinese justice system. The
secrecy surrounding the practice of capital punishment undermines the govern-
ment’s own attempt to review the impartiality of the practice and prevents genuine
and meaningful reforms of China’s criminal justice system.

All these reforms, however, will
not be able to bring about an
accountable and transparent
criminal justice system if the
number of executions continues to
remain secret.
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Despite these numerous and
varied attempts to increase
governmental transparency and
accountability, all will fall short of
their stated goals unless the state
secrets system is given a systemic
overhaul.

5. THE LIMITS OF REFORMS

Despite these numerous and varied attempts to increase governmental trans-
parency and accountability, all will fall short of their stated goals unless the state
secrets system is given a systemic overhaul. State apparatus that allows the NAPSS
to maintain ultimate control over this classified information, to the exclusion of
the judiciary and other branches of the government, will impede any efforts to
promote greater transparency and accountability.

Although the official policy of OGI is seemingly aligned with the recognized goal
of good governance, OGI initiatives fall short of their intended aims for several

reasons:

All OGI regulations to date exclude all state secrets from disclosure, completely
sidestepping the serious issues presented by the existing wide and opaque scope of
state secrets. While the legislative reform efforts attempt to address limited aspects
of the abuses of information control, by allowing large classes of information to
remain secret, the state secrets system will continue to shield much of the adminis-
trative work behind closed doors.

With this ultimate control over state secrets and no viable means to challenge it in
the judicial realm, any reform efforts, like the declassification of causality figures
from natural disasters, will remain intermittent, superficial and lacking in real
effects of implementation. This contradiction will become more apparent in light
of increasing reform efforts towards administration openness, such as the goals of
the 2006-2010 Five-Year Audit Development Program, which categorically
excludes information labeled as state secrets while aspiring to increase government

transparency by disclosing all audit report results.*

However, even though the long-term effectiveness of OGI in promoting a genuine
culture of openness in China’s bureaucracy is undermined by the wide scope of the
state secrets system, these initiatives, nonetheless, may raise public demands for
greater administration transparency, accountability and responsiveness. In so
doing, these OGI initiatives contribute to actively fostering a culture of information
and governmental participation based on the practice of information disclosure by
default. Without really addressing the systemic problems of the “culture of secrecy”
style of administration, as best exemplified by the wide scope and arbitrary nature
of China’s state secrets system, the goal of a more open and transparent governance
to combat corruption will continue to be in tension with the ruling elite’s political
imperative to maintain control over information and stability at any cost.
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6. CONCLUSION

Despite repeated official reaffirmations of the policy supporting the rule of law
and, after almost 30 years of legal reform, the combined impact of the various state
secrets laws and regulations presents a serious impediment to creating a function-
ing, impartial judiciary, a fair system for trying individuals subject to criminal and
administrative punishment, and official accountability and transparency through
strengthened legal processes. Commentators have also not hesitated to link open-
ness and transparency in information, especially government-controlled informa-
tion, to economic and social development.?” Some have even argued that open
government information regulations do not sufficiently address the challenges of
the state secrets system, which stands to be a liability in the drive to sustain eco-
nomic growth and development.?!*

Piecemeal tinkering with a closed one-party controlled system will not be enough
to promote genuine progress towards an independent rule of law, good governance
and human rights protections. Efforts to encourage police and security officers to
alter interrogations methods—without allowing information on interrogations
methods, results and other data to be made public—lack any real incentives for
compliance. Without access to and disclosure of information, no real accountabil- . . . .
) Piecemeal tinkering with a closed
ity can be guaranteed. .
one-party controlled system will

not be enough to promote genuine

The state secrets system continues to seriously deny the right to freedom of expres-
Y Y Y & P progress towards an independent

sion and information by classifying too much information as secret and maintain-
rule of law, good governance and

ing a culture of secrecy that has a chilling effect on the rule of law and independent human rights protections.

civil society, and undermines any reform efforts towards these goals.

While every system must grapple with the balance between national security, pro-
tection of state secrets and protection of rights, the ruling elite in the PRC does not
allow any dissent or criticism and has demonstrated its capacity for violent crack-
down and suppression. Rather than a rule of law, the ruling elite uses law, and even
new legislation couched behind reform rhetoric, to affirm its rule by law and main-
tain power and social control.
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The following recommendations
reflect not only recommendations
from international monitoring
bodies and the international
human rights community, but also
domestic calls for reform from
Chinese lawyers, jurists, scholars,
officials and NGOs.

D‘
Recommendations

The state secrets system needs comprehensive reform to both bring it into line with
international norms and the PRC’s obligations, and to advance good governance,
the rule of law, and protect human rights. HRIC offers the following recommenda-
tions to bring the state secrets system in China in line with international and
domestic human rights standards. HRIC recognizes the structural, ideological and
cultural challenges that legal reform efforts in China presents, and the even greater
implementation difficulties. However, the failure of the current state secrets system
to protect even basic rights to information, freedom of expression and freedom of
association is exacting a heavy human and social price. The following recommen-
dations reflect not only recommendations from international monitoring bodies
and the international human rights community, but also domestic calls for reform
from Chinese lawyers, jurists, scholars, officials and NGOs.

The international community, which includes international organizations, govern-
ments, multinational corporations and civil society groups, has a critical role in
the promotion of rights protections inside China. The international community
should continue to engage the Chinese government in substantive dialogue on the
issue of human rights and political reforms to increase transparency and accounta-
bility, through monitoring and pressure, while continuing to cooperate in provid-
ing technical assistance and capacity-building initiatives, but such assistance
should be linked with human rights benchmarks. HRIC urges international pol-
icy-makers to consider the recommendations below as they engage in international
cooperation and multi-lateral and bilateral processes.

58 HUMAN RIGHTS IN CHINA

STATE SECRETS: CHINA’S LEGAL LABYRINTH



RECOMMENDATIONS FOR THE PRC GOVERNMENT:

1. Rights to freedom of expression and information should be
guaranteed and realized for all Chinese citizens

i

ii.

1ii.

iv.

As provided for in the PRC Constitution, the PRC government should
take all necessary steps to ensure that the right to freedom of expression
is protected, including ratifying the ICCPR and enacting necessary
domestic legislation and other measures to effectively implement the
treaty.

State secrets charges should not be used as a means to silence
dissent and inappropriately curtail freedom of expression. The politi-
cized use of state secrets charges to silence dissent and the dissemination
of “sensitive” information need to be prohibited and monitored through
legislative and agency guidelines and other measures.

Measures, both legislative and educational, should be undertaken to end
the PRC’s culture of secrecy and cultivate open government. A
culture of tolerance of different views and transparency needs to be fos-
tered to allow self-censorship to end and to enable an independent civil
society to flourish.

The CPC needs to be governed under the law and cease its interference
in the court system. The one-party system should not protect the CPC
from being held accountable under Chinese law, nor should it allow for
party influence in what should be an independent judicial system.

The Chinese government should take immediate steps to effectively
address and end complicity in extrajudicial retribution and the rise of
thug violence against journalists, lawyers, rights activists and other civil
society groups. All governments have an obligation to protect citizens
from the illegal actions of non-state actors.

RECOMMENDATIONS
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2. Legislative amendments and reforms should be made to the state
secrets system

i.

ii.

1il.

iv.

The State Secrets Law must be revised to include a clear and
concise definition of state secrets that is in keeping with
international legal standards. As provided for in the ICCPR and the
Johannesburg Principles on National Security, Freedom of Expression
and Access to Information, any restriction placed on freedom of
expression must be narrow, specific and limited to information that
would threaten the life of the nation if disclosed.

Also in keeping with the Johannesburg Principles, the State Secrets
Law, the Criminal Law, and the State Security Law should be revised
so that punishment is only levied for actual harm to a legitimate
national security interest. The current provisions allowing for the
classification of information that could cause potential harm should be
revised to ensure that the law only punishes actual harm, and that if
information has already been made generally available, the public’s right
to know overrides any invoked justification for stopping further publi-
cation of the information.

An independent review mechanism for the classification of state
secrets should be established. Both institutions and bureaus, as well
as individuals involved in state secrets legal proceedings, should have the
right to seek independent review of the classification of the information
involved.

Revisions should be made to the State Secrets Law and other regulations
to eliminate retroactive classification of information.

Revisions should be made to the State Secrets Law in accordance with
international norms and standards to eliminate the distinctions in the
scope of state secrets, and the severity of criminal sanctions,
between domestic and external disclosure of state secrets.
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Introduction and Section I Notes

. This report will use “government” and “the State” interchangeably to refer to the Chinese
governing processes at the national level. Use of “the Party” likewise refers to Commu-
nist Party of China (CPC) processes and directives at the national level. Both the civil
government and the Party have offices at the provincial, city and other local levels, much
like local offices of the national State Secrets Bureau (NAPSS). These will be identified
specifically when necessary. Ruling elite refers to the top decision-making leadership of
the CPC.

. The state secrets system is founded on a historical culture of secrecy that stretches back
beyond the 1949 establishment of the PRC to the early stages of the CPC, when it bor-
rowed from the Soviet model and established guidelines for dissemination of informa-
tion during the Jiangxi Soviet.

. On October 18, 2006, the Central Committee of the CPC passed a resolution on the
building of a “harmonious socialist society.” See “China Publishes Resolution on Build-
ing Harmonious Society,” Xinhua News, October 18, 2006, http://news.xinhuanet.com/
english/2006-10/18/content_5219143.htm. For a full text of the resolution see “Resolu-
tion on Major Questions Regarding Building a Harmonious Socialist Society” (¥ 414
FSCRNE AL A F T E R B veE) , EastDay.com, October 18, 2006, http://news.eastday.
com/eastday/node81741/node81762/nodel166523/ula2385447.html.

. Within the limits of the current legal publication system in the PRC, best efforts have
been made to verify the authority of promulgated laws and regulations, including
through bulletins, commentaries, and treatises available published or online. Many of
the laws and regulations comprising the state secrets system are not readily accessible
and are found mainly in classified publications, despite provisions in the Legislation Law
that mandate distribution in publicly accessible documents in a timely manner. The
Legislation Law of the People’s Republic of China (+h# A [ILHI[E 37.7%:3), issued by the
National People’s Congress, promulgated March 15, 2000, effective July 1, 2000, Articles
52,62,70,77.

. The PRC is State Party to: Convention on the Elimination of All Forms of Discrimina-
tion Against Women (CEDAW), G.A. res. 34/180, 34 U.N. GAOR Supp. (No. 46) at 193,
U.N. Doc. A/34/46, entered into force Sept. 3, 1981 (PRC signed July 17, 1980, ratified
Nov. 4, 1980); International Convention on the Elimination of All Forms of Racial Dis-
crimination (CERD), 660 U.N.T.S. 195, entered into force Jan. 4, 1969 (acceded Dec. 29,
1981); Convention Against Torture and Other Cruel, Inhuman or Degrading Treatment
or Punishment (CAT), G.A. res. 39/46, annex, 39 U.N. GAOR Supp. (No. 51) at 197, U.N.
Doc. A/39/51 (1984), entered into force June 26, 1987 (signed Dec. 12, 1986, ratified Oct.
4,1988); Convention on the Rights of the Child (CRC), G.A. res. 44/25, annex, 44 U.N.
GAOR Supp. (No. 49) at 167, UN. Doc. A/44/49 (1989), entered into force Sept. 2, 1990
(signed Aug. 29, 1990, ratified March 2, 1992); International Covenant on Economic,
Social and Cultural Rights (ICESCR), G.A. res. 2200A (XXI), 21 U.N. GAOR Supp. (No.
16) at 49, U.N. Doc. A/6316 (1966), 993 U.N.T.S. 3, entered into force Jan. 3, 1976. (signed
Oct. 27,1997, ratified March 27,2001). In addition even though the PRC has yet to ratify
the International Covenant on Civil and Political Rights (ICCPR), G.A. res. 2200A
(XXI), 21 U.N. GAOR Supp. (No. 16) at 52, U.N. Doc. A/6316 (1966), 999 UN.T.S. 171,
entered into force Mar. 23, 1976, (PRC signed Oct. 5, 1998) as a signatory it is obligated
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10.

11.

12.

not to defeat the object and purpose of the treaty. China has also acceded to a total of 21
International Labour Organisation (ILO) conventions, which includes four of the eight
core conventions: Equal Remuneration Convention (ILO No. 100), 165 U.N.T.S. 303,
entered into force May 23, 1953 (PRC ratified 1990); Discrimination (Employment and
Occupation) Convention (ILO No. 111), 362 U.N.T.S. 31, entered into force June 15, 1960
(ratified 2006); Minimum Age (Admission to Employment) Convention (ILO No. 138),
1973, 1015 U.N.T.S. 297 (1976), entered into force June 19, 1976 (ratified 1999); and Con-
vention concerning the Prohibition and Immediate Action for the Elimination of the
Worst Forms of Child Labour (ILO No. 182), 38 I.L.M. 1207 (1999), entered into force
Nov. 19, 2000 (ratified 2002).

See, e.g., United Nations’ Human Rights Committee, General Comment 10, Article 19
(Nineteenth session, 1983), “Compilation of General Comments and General Recom-
mendations Adopted by Human Rights Treaty Bodies,” UN. Doc. HRI/GEN/1/Rev.6 at
132 (2003); U.N. Commission on Human Rights (CHR), “Report of the Special Rappor-
teur on Promotion and Protection of the Right to Freedom of Opinion and Expression,”
U.N. Doc. E/CN.4/1995/32 (1994) (Special Rapporteur, Abid Hussain), para 16.

See, e.g., Universal Declaration of Human Rights (UDHR), G.A. res. 217A (III), U.N.
DocA/810 at 71 (1948).

U.N. Commission on Human Rights, “Report of the Special Rapporteur on Promotion
and Protection of the Right to Freedom of Opinion and Expression,” op. cit., paras. 16 &
35. See also Joint Declaration: Adopted on 6 December 2004 by Ambeyi Ligabo, Special
Rapporteur on the Right to Freedom of Opinion and Expression, Miklos Haraszti, the
OSCE Representative on Freedom of the Media, and Eduardo Bertoni, the OAS Special
Rapporteur on Freedom of Expression. UN Doc. E/CN.4/2006/55.

U.N. Commission on Human Rights, “Report of the Special Rapporteur on Promotion
and Protection of the Right to Freedom of Opinion and Expression,” op. cit., para. 14.

ICCPR, article 19(3); see also discussion in U.N. Commission on Human Rights,
“Report of the Special Rapporteur on Promotion and Protection of the Right to Free-
dom of Opinion and Expression,” op. cit., paras 48-53.

U.N. Commission on Human Rights, “Report of the Special Rapporteur on Promotion
and Protection of the Right to Freedom of Opinion and Expression,” op. cit., para. 48.
See also “The Johannesburg Principles on National Security, Freedom of Expression and
Access to Information,” U.N. Doc. E/CN.4/1996/39 (1996), principle 6.

U.N. Commission on Human Rights, “Report of the Special Rapporteur on Promotion
and Protection of the Right to Freedom of Opinion and Expression,” op. cit., paras. 51 &
53; “The Johannesburg Principles on National Security, Freedom of Expression and
Access to Information,” U.N. Doc. E/CN.4/1996/39 (1996), principle 7. Principle 7 reads,
in relevant part: (a) Subject to Principles 15 and 16, the peaceful exercise of the right to
freedom of expression shall not be considered a threat to national security or subjected
to any restrictions or penalties. Expression which shall not constitute a threat to national
security includes, but is not limited to, expression that: (i) advocates non-violent change
of government policy or the government itself; (ii) constitutes criticism of, or insult to,
the nation, the state or its symbols, the government, its agencies, or public officials, or a
foreign nation, state or its symbols, government, agencies or public officials; . . . (iv) is
directed at communicating information about alleged violations of international human
rights standards or international humanitarian law.
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13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

U.N. Commission on Human Rights, “Report of the Special Rapporteur on Promotion
and Protection of the Right to Freedom of Opinion and Expression,” op. cit., paras. 51 &
53.

“The Johannesburg Principles on National Security, Freedom of Expression and Access
to Information,” U.N. Doc. E/CN.4/1996/39 (1996), principle 11.

Ibid., principle 15.
Ibid., principle 19.
Ibid., principles 14 and 15.

See, e.g., Human Rights Committee, “General Comment No. 3: Implementation at the
National Level” (Art. 2), July 27, 1981, para. 1; Committee on Economic, Social and Cul-
tural Rights, “General Comment No. 3: The Nature of States Parties Obligations” (Art. 2,
par. 1), December 14, 1990, para. 4.

Katsuhiko Shimizu, “Jailed Uyghur Student Has Todai on His Side,” The Asahi Shimbun,
August 30, 2006, http://www.asahi.com/english/Herald-asahi/TKY200608300110.html.
Also see “No Word For Wife On Jailed Uyghur Writer’s Fate,” Radio Free Asia, June 19,
2006, http://www.rfa.org/english/news/politics/2006/06/19/uyghur_writer.

United Nations, “Report of the Special Rapporteur on Torture and other Cruel, Inhuman
or Degrading Treatment or Punishment—Mission to China,” U.N. Doc. E/CN.4/2006/6/
Add.6.

Administrative Council, 87th Administrative Affairs Meeting, Central People’s Govern-
ment, Provisional Regulation on Protecting State Secrets (f£FFE L% 174 51) . This
regulation was signed into law by Zhou Enlai in June 1951.

Law on the Protection of State Secrets of the People’s Republic of China (hereinafter,
State Secrets Law) (48 A REIRE £+ [ 5B #57%) , issued by the Standing Committee
of the National People’s Congress, promulgated September 1, 1988 and effective on May
1, 1989, Art. 2. See Section II, page 81, for the full text of this law.

Measures for Implementing the Law on the Protection of State Secrets of the People's
Republic of China (hereinafter, Implementation Measures) (-4 A [ AN E 457 5 52 Rk 2
19070320 , issued by the National Administration for the Protection of State Secrets,
promulgated and effective on May 25, 1990. See Section II, page 95, for the full text.

State Security Law of the People's Republic of China (hereinafter, State Security Law)
(e NEGIL A [E 5% 2 427%) , issued by the Standing Committee of the National People's
Congress, promulgated and effective on February 22, 1993. See Section II, page 118, for
relevant provisions.

Criminal Law of the People’s Republic of China (hereinafter, Criminal Law)

(i N RILFRTEJRE) , issued by the National People’s Congress, promulgated July 1,
1979, amended 1997, 1999, 2001, 2002, 2005. See Section II, page 120, for relevant pro-
visions.

Criminal Procedure Law of the People’s Republic of China (hereinafter, Criminal Proce-
dure Law), (P A RILFNET 2471475 , issued by the National People’s Congress, promul-
gated and effective on January 1, 1997. See Section II, page 122, for relevant provisions.
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27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

Law of the People’s Republic of China on Lawyers (4 A RILHIE i), issued by the
Standing Committee of the National People’s Congress in 1996, amended in 2001, Art. 45.

Accounting Law of the People’s Republic of China (*h#E A\ RILFRIE 2 114%) , issued by the
Standing Committee of the National People’s Congress in 1985, amended in 1993 and
1999, Arts. 34 and 47.

Regulation on Telecommunications of the People’s Republic of China (4 A FIEAIE
5481 , issued by the State Council in 2000, Art. 57.

State Secrets Law, Art. 1.
Ibid., Art. 2.

See State Secrets Law, Article 8, in Section II, page 84, for a full list of matters classified as
state secrets. Communist Party of China (CPC) documents are indirectly brought into
the scope of state secrets through a stipulation that “secrets of political parties” are to be
protected if they are determined to affect the security and interests of the PRC.

Regulation on State Secrets and the Specific Scope of Each Level of Secrets in the Work
of the People’s Courts (hereafter, SPC Regulation) (A RGikfi TAFH [FI SRS Je L3 2 HoA%
Ju I HLE) , issued jointly by the Supreme People’s Court and the National Administra-
tion for the Protection of State Secrets, 1995, Art. 3(A)(1). See Section II, page 143, for
the full text of this regulation.

Criminal Law, Art. 111.

The Supreme People’s Court Interpretation of Certain Issues Regarding the Specific
Application of the Law When Trying Cases of Stealing, Gathering, Procuring or Illegally
Providing State Secrets Outside of the Country (hereinafter, SPC Interpretation of Cer-
tain Issues), issued by the Supreme People’s Court of the People’s Republic of China,
2001, Art. 1. See Section II, page 112, for the full text.

See Yu Zhigang (+ &R, ed., Crimes of Endangering State Security (f& 3 H 5 % 424E) . Bei-
jing: Chinese People’s Public Security University Publishing House, 1999, p. 337. The
authors suggest that intelligence has not been stipulated as secret according to the state
secrets classification system, but is information that, if disclosed overseas, would endan-
ger the security and interests of the state. Thus even with information where the relation
to state security is not apparent, if its disclosure could cause such endangerment, it
should be considered intelligence under Article 111 of the Criminal Law.

National Administration for the Protection of State Secrets ([ 5 {#% J5) , Manual of State
Secrets Protection Knowledge ({& #4114 , Beijing: Jincheng Publishing House, 1999, p.
244,

The State Secrets Law stipulates in Article 14 that when organs and units are determin-
ing the classification level of state secrets, they should also determine the length of time
that the secrets should be protected. Article 15 stipulates that the classification levels of
state secrets and the length of time of protection may change with circumstances, again
with the decision being made by the same organ or unit that originally classified the
secrets. Article 16 stipulates that state secrets shall be automatically declassified when the
time period for protection has expired. NAPSS has issued additional regulations for
determining the duration of confidentiality, which can be extended. Regulation on the
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39.

40.

41.

42.

43.

44,

45.

46.

47.

48.

49.

50.

51.

52.

Time Limits of State Secrets (¥ Z Ak % {25 IR KI#L5E) , issued by the National Adminis-
tration for the Protection of State Secrets, 1990, Arts. 3, 4.

State Secrets Law, Arts. 17-24.
State Secrets Law, Art. 11; Implementation Measures, Art. 8.
SPC Regulation, Art. 3.

Regulation on State Secrets and the Specific Scope of Each Level of Secrets in Judicial
Administration Work (hereinafter, MOJ Regulation) (w47 BT 4+ [ 56 3% e 3t
ARG RLE) , issued by the Ministry of Justice and the National Administration
for the Protection of State Secrets, 1995, Art. 2(A) 1 and 2(B) 1. See Section II, page 152,
for the full text of this regulation.

Implementation Measures, Art. 4.

Although the Implementation Measures do not mention the requirement of a specific
harm or distinguish between degrees of harm, it is stated in an official interpretation of
the Implementation Measures that “the consequences of any of these eight crimes are all
considered to harm the security and interests of the state.” See Legal Focus of the People’s
Republic of China (\h# N RILHIE VL4V, Office of Law Drafting of the Standing
Committee of the National People’s Congress and the Training Center for Senior Level
Notary Publics and Senior Level Lawyers, ed. (4x[F A k#2203 TAEIL

& S T i T A AIE R BRI 04 35) , Bedjing: Legal Publishing House, 1992, p.
1838.

Wang Shouxin (E<7{i5), Overview of the Management of State Secrets Protection Work
(4 TAER #MIR) , Beijing: Jincheng Publishing House, 1999, p. 70-71.

Work secrets are formulated according to each organ and unit’s relevant measures and
proper management. Ibid.

Regulation on State Secrets and the Specific Scope of Each Level of Secrets in Public
Security Work (hereinafter, MPS Regulation), issued by the Ministry of Public Security
and the National Administration for the Protection of State Secrets, 1995, Art. 3. Neibu
matters “are not categorized as state secrets, but are matters to be managed internally,
and [which] may not be disseminated without approval from the organ.” See Section II,
page 125, for the full text of this regulation.

Implementation Measures, Art. 37.

MPS Regulation, op. cit., Art. 3 (10). See infra case story: Zheng Enchong, page 28.
Constitution of the People’s Republic of China (hereinafter, PRC Constitution),
amended by the National People’s Congress on March 14, 2004, Art. 53. See also Provi-
sional Rules for State Personnel (%2 % 51417441 , issued by the State Council on
August 14, 1993, effective October 1, 1993, Arts. 6, 31.

State Secrets Law, Art. 10.

PRC Constitution, Art. 53. See also Provisional Rules for State Personnel, op. cit., Arts. 6,
31.
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53.

54.

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

66.

67.

68.

69.

70.

“Baseline of the Protection of State Secrets System Redefined” (v [ {42 1 i 5 % JiK £k
BUR A A IFHESTIAFLY) , The Beijing News, September 20, 2005, available at http://gov.
people.com.cn/BIG5/46737/3709800.html.

State Secrets Law, Art. 5.

Ibid., Art. 6.

See “Selection of State Secrets Provisions Regulating Specific Activities” in Section II,
page 168.

State Secrets Law, Art. 11.
Ibid.

State Secrets Law, Art. 6. The major exception is the scope and classification levels of
state secrets related to national defense, which are stipulated by the Central Military
Commission, Art. 11.

PRC Constitution, Art. 35.

Ibid. See also Provisional Rules for State Personnel ([F% A% 2 €47 4#1), issued by the
State Council on August 14, 1993, effective October 1, 1993.

Implementation Measures, Arts. 27-34.
State Secrets Law, Art. 31.
State Secrets Law, Art. 32.

“Uyghur Dissident’s Sons Detained, Beaten in Front of Children,” Radio Free Asia, June
1, 2006, http://www.rfa.org/english/uyghur/2006/06/01/uyghur_kadeer/.

“Rebiya Kadeer’s Son Sentenced to Seven Years; Another Fined; Another Feared Tortured,”
Uyghur Human Rights Project, November 27, 2006, http://uhrp.org/articles/351/1/
Rebiya-Kadeers-son-sentenced-to-seven-years-another-fined-another-feared-tortured/
rabiye.html.

Ibid.

“Son of Rebiya Kadeer Sentenced to Nine Years in Prison on Charges of ‘Secessionism,”
Uyghur Human Rights Project, April 17,2007, http://uhrp.org/articles/465/1/Son-of-
Rebiya-Kadeer-sentenced-to-nine-years-in-prison-on-charges-of-quotsecessionismquot/
index.html.

State Secrets Law, Art. 32.

Article 111 of the Criminal Law states: “Whoever steals, gathers, procures or illegally
provides state secrets or intelligence for an organ, organization or individual outside the
country shall be sentenced to fixed-term imprisonment of not less than five years but
not more than 10 years. If the circumstances are deemed to be especially serious, he shall
be sentenced to fixed-term imprisonment of not less than 10 years or life imprisonment.
If the circumstances are deemed to be less serious, he shall be sentenced to fixed-term
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71.

72.

73.

74.

75.

76.

77.

78.

79.

80.

81.

82.

83.

84.

85.

86.

87.

88.

89.

90.

91.

imprisonment of not more than five years, forced labor, public surveillance or depriva-
tion of political rights.” See Section II, page 120.

SPC Interpretation of Certain Issues, Article 5, states: “If a person knows, or should
know, that any matter not marked with a security classification has a bearing on state
security and interests but still steals, gathers, procures or illegally provides such matters
to anyone outside of the country, the determination and punishment for this crime shall
be that of stealing, gathering, procuring or illegally providing state secrets to anyone
outside of the country according to the provisions in Article 111 of the Criminal Law.”
See Section II, page 116.

Criminal Law, Art. 282. See Section II, pages 121-122.

Ibid.

Implementation Measures, Art. 35.

Criminal Law, Art. 282.

Ibid.

Criminal Law, Art. 111.

Criminal Law, Art. 113.

Ibid.

Criminal Law, Art. 398.

Ibid.

State Secrets Law, Art. 31.

Implementation Measures, Art. 32.

Manual of State Secrets Protection Knowledge ({43 511 4%) , op. cit., Chapter 8.
Chinese Communist Party Rules on Disciplinary Action (HhE3Lp= 54tk 53 441) , Office
of the Central Discipline Inspection Committee, ed. (#1520 255 % 4i) , Beijing: China
Fangzheng Publishing House, 1997, Art. 109.

SPC Interpretation of Certain Issues, Art. 1.

State Security Law. See e.g., Arts. 20, 28-29.

State Security Law, Article 4, lists five types of crimes that are deemed to endanger state
security. See Section II, page 118. Articles 102—113 of the Criminal Law are crimes of
endangering state security.

See Appendices II: Cases Involving State Secrets, page 213.

Criminal Law, Art. 113.

Ibid.
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92.

93.

94.

95.

96.

97.

98.

99.

100.

101.

102.

103.

SPC Interpretation of Certain Issues, Art. 2. See Section II, pages 114—115. Article 2
states that the following are crimes involving “especially serious circumstances” and war-
rant sentences of between ten years and life imprisonment, plus confiscation of prop-
erty: 1) Stealing, gathering, procuring, or illegally providing top-secret level state secrets
to anyone outside of the country; 2) Stealing, gathering, procuring, or illegally providing
three or more highly-secret level state secrets to anyone outside of the country; 3) In any
other way causing especially serious harm to state security and interests by stealing,
gathering, procuring, or illegally providing state secrets or intelligence to anyone outside
of the country.

SPC Interpretation of Certain Issues, Art. 2.

Different criminal proceedings demonstrate the differences in penalties given where
“especially serious circumstances” are invoked, or not. In the criminal ruling against Shi
Tao, the court determined that “the state secrets that defendant Shi Tao illegally provided
outside of the country were verified by the State Secrecy Bureau as being top-secret level
state secrets, and his actions should be held to be especially serious circumstances.”
Changsha Intermediate People’s Court of Hunan Province, Changsha Intermediate Peo-
ple’s Court Criminal Verdict, First Trial Docket No. 29, 2005. Zheng Enchong, on the other
hand, was convicted of disclosing low-level information, including some neibu (internal)
information that was not classified as a state secret, and the circumstances of his crime
were deemed to be “relatively minor.” Shanghai No. 2 Intermediate People’s Court, Shang-
hai No. 2 Intermediate People’s Court Criminal Verdict, Criminal Docket No. 136, 2003.

See “Empty Promises: Human Rights Protections and China’s Criminal Procedure Law
in Practice” (hereinafter, “Empty Promises”), Human Rights in China report, March
2001, for a study of the implementation of the CPL, concluding that in most cases exam-
ined these protections are widely ignored or violated. Available at http://www.hrichina.
org/fs/view/downloadables/pdf/downloadable-resources/Empty_Promises_Text.pdf.

Criminal Procedure Law, Art. 45.

Criminal Procedure Law, Art. 96.

Criminal Procedure Law, Art. 152.

Joint Regulation Concerning Several Issues in the Implementation of the Criminal Proce-
dure Law (hereinafter, Joint Regulation) (e ARIERE, e ARKSREE, A2,
HR e ail, Ak, AEAKEZRER TAFRZR R 2 6 TR SRRt 41+

i F I E) , Art. 9. This regulation was jointly issued by the Supreme People’s Court, the
Supreme People’s Procuratorate, the Ministry of Public Security, the Ministry of State
Security, the Ministry of Justice, and the National People’s Congress Standing Commit-
tee’s Legal System Working Committee on January 19, 1998.

See, e.g., Johannesburg Principles.

State Secrets Law, Art. 8(7).

See Empty Promises, op. cit., Chapter 2.

See Appendices II: Cases Involving State Secrets, page 213.

68

HUMAN RIGHTS IN CHINA

STATE SECRETS: CHINA’S LEGAL LABYRINTH



104.

105.

106.

107.

108.

109.

110.

111.

112.

113.

114.

115.

“The Liaoyang Four Have Been Detained For Almost Seven Months—With No Formal
Charges,” China Labour Bulletin, http://www.china-labour.org.hk/public/contents/
news?revision%5fid=4853&item%5fid=4852.

Joint Regulation, Art. 9.
State Security Law, Art. 28.

For example, Article 11 of the Joint Regulation states that: “The Criminal Procedure
Law, Article 96, stipulates that in cases involving state secrets, lawyers must get permis-
sion from the investigative organ in order to meet with criminal suspects being held in
custody. In cases that do not involve state secrets, lawyers do not need to get permission
in order to meet with criminal suspects. It is not allowed for such permission to be
denied because a case is said to be a case that involves state secrets due to the fact that
secrets must be protected during the investigative process. Lawyers asking to meet with
criminal suspects must arrange meetings within 48 hours of their request. In cases of
organizing, leading or participating in triad-type organizations; organizing, leading or
participating in terrorist activities or organizations; smuggling; drug trafficking; corrup-
tion; or other major, complex cases involving two or more people, lawyers asking to
meet with criminal suspects must arrange the meeting within five days of their request.”

State Secrets Law, Art. 8. Also see MPS Regulation, Arts. 2(A)(6), 2(B)(7) and 2(C)(8).
See Appendices II: Cases Involving State Secrets, page 213.

See Human Rights in China, “Setback for the Rule of Law—Lawyers Under Attack in
China,” HRIC Trends Bulletin, August 28, 2006, http://hrichina.org/public/contents/
article?revision%5fid=30434&item%5fid=30425.

Pamela Pun, “First PRC Lawyer Jailed for Leaking State Secrets,” Hong Kong iMail, May
15,2001, available at http://www.fas.org/sgp/news/2001/05/hk051501.html.

See SPC Interpretation of Certain Issues, Art. 7, in Section II, page 116.

UN Convention Against Corruption, signed on December 20, 2003, ratified January 13,
2006.

UN Convention Against Corruption, Art. 13.

Zhang Chengfu, assistant dean of the Government Management Studies Institute at
Chinese People’s University said: “Eighty percent of the relevant (or useful, 7 H}) infor-
mation in China is held by the government. If the majority of this information were not
allowed to be disclosed to the public, it would seriously restrict our country’s economic
development. . .. The Law on the Protection of State Secrets has been in effect for nearly
10 years; in the provisions that stipulate how to determine security classification levels,
the standards are vague, the procedures are not strictly followed, the scope is too broad,
and the time limits are too long. Placing so many ordinary matters under the protection
of state secrets increases the costs to society, prevents government information from
becoming a resource that people can access, and is a huge waste of resources.” “Our
Country’s First Announcement of the Declassification of State Secret Matters; The
Number of Deaths by Natural Disasters Will No Longer Be a State Secret” (3 5 ¥ & 1ii
it s SRR 2 I DR AE T N BN T L 5B %), Chiima Youth Daily, September 13, 2005,
available at http://zqb.cyol.com/content/2005-09/13/content_1175471.htm.
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117.
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119.

120.

121.

122.

123.

124.

125.

126.
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128.

The 6th Global Forum on Reinventing Government, The Seoul Declaration on Participa-
tory and Transparent Governance, May 27, 2005, Seoul, Republic of Korea.

The concept of good governance emerged in the late 1980s to address failures in develop-
ment policies due to governance concerns, including failure to respect human rights. The
concepts of good governance and human rights are mutually reinforcing, both being
based on core principles of participation, accountability, transparency and State responsi-
bility. See Office of the United Nations High Commissioner for Human Rights, Fre-
quently Asked Questions on a Human Rights-Based Approach to Development Cooperation,
HR/PUB/06/8, NY and Geneva 2006, http://www.ohchr.org/english/about/publications/
docs/FAQ_en.pdf.

See, e.g. He Qinglian, The Fog of Censorship: Media Control in China. Human Rights in
China: New York, Hong Kong and Brussels (forthcoming summer 2007).

See Appendices I1I: Incidents of Official Cover-Ups, page 236.

See Regulation on the Protection of State Secrets in News Publishing, Ol il iR {2 &),
issued by the National Administration for the Protection of State Secrets, promulgated
June 12, 1992 and effective on October 1, 1992. See Section II, page 160, for the full text of
this regulation.

Peter Ford, “Ahead of Olympics, China Lifts Foreign Media Restrictions,” The Christian
Science Monitor, December 1, 2006.

See “China’s Foreign News Rules Spell Trouble for an Open Olympics,” HRIC Statement,
September 11, 2006, http://www.hrichina.org/public/contents/press?revision%5fid=
30672&item%5fid=30669.

“China Announces New Measures to Avoid Cover Up of Disasters,” Press Trust of India,
February 7, 2006.

“State Council’s Legislative Affairs Office Introduces Draft Law on Emergency
Response” ([H55BeidiihlIp A4 (S8R HFERAL (%)) ), China.com, July 3, 2006,
http://news.china.com/zh_cn/domestic/945/20060703/13444571.html.

“Draft Law on Emergency Response Submitted to NPC for Review and Likely to be Made
Public Next Year” (5% SRk 2% N KR Woe a4 & ), China.com, Septem-
ber 22, 2006, http://www.china.com.cn/law/txt/2006-09/22/content_7182459.htm.

For example, it was reported that “Dr. David Heymann of the World Health Organiza-
tion told a US Senate committee that the worldwide epidemic could possibly have been
controlled if the Chinese had asked for help earlier.” Elisabeth Rosenthal, “Doctor Says
China Lied About SARS in Beijing,” International Herald Tribune, April 11, 2003.

See Section II, page 180, for selected provisions of the 1996 regulation. References to a
2001 regulation have not been confirmed, nor has the text been found. For a review of
this culture of secrecy and its impact on the SARS epidemic, see Civic Exchange, Chris-
tine Loh ed., At the Epicenter: Hong Kong and the SARS Outbreak, Hong Kong University
Press, Hong Kong, 2004, Chapters 9 & 10.

Ministry of Health, Joint United Nations Programme on HIV/AIDS and World Health
Organization, 2005 Update on the HIV/AIDS Epidemic and Response in China, January
2006, p. 1.
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130.

131.

132.

133.

134.

135.

136.

137.

138.

139.

140.

“Harassment Continues After Prison”, China Aid Association, February 13, 2006, http://
www.persecutedchurch.com/SOS/Current/SOS-06-02-13.html.

See Appendices III: Incidents of Official Cover-Ups, page 236.
MOJ Regulation, Art. 2.

Ibid.

Ibid. See also MPS Regulation, Art. 2.

Six Prohibitions on the People’s Prison Police (Mifik \ [ 52/\ 4454 ), issued by the Min-
istry of Justice on February 14, 2006. Six Prohibitions on the People’s Reeducation-
Through-Labor Police (37 £\ V434454 ), issued by the Ministry of Justice on
February 14, 2006.

According to the UN Working Group on Arbitrary Detention, “a commission vested
with the power to take this decision in practice never or seldom meets, the person
affected does not appear before it and is not heard, no public and adversarial procedure
is conducted, no formal and reasoned decision on a placement is taken . . . the decision-
making process completely lacks transparency.” United Nations, “Report of the Working
Group on Arbitrary Detention, Addendum: Mission to China,” December 29, 2004,
E/CN.4/2005/6/Add.4, available at http://daccessdds.un.org/doc/UNDOC/GEN/G05/
102/74/PDF/G0510274.pdf?OpenElement.

United Nations, “Report of the Special Rapporteur on Torture and other Cruel, Inhu-
man or Degrading Treatment or Punishment—Mission to China,” op. cit.

International Covenant on Civil and Political Rights (ICCPR), Arts. 4, 7 and Convention
Against Torture (CAT) Art. 2; See also Universal Declaration of Human Rights (UDHR),
Art. 5.

Criminal Law, Arts. 247, 248.

In Sichuan Province, as of May 1, 2005, confessions extracted through torture could not
be used as evidence. See Several Opinions Regarding the Standardization of Criminal Evi-
dence Work (OG- TG FHIEHs T1F 135 T W), jointly issued by the Sichuan Higher Peo-
ple’s Court, the Sichuan People’s Procuratorate, and the Sichuan Office of Public
Security, effective on May 1, 2005. Also see “Police Testify as to Whether or Not Torture
Was Used to Extract Confessions: Sichuan Stipulates Two Situations Under Which Con-
fessions May Be Retracted” (& 5 FIHAGE {1 82 B2k - DU IR R % 0 R Bl ar ),
Legal Daily, June 7, 2005, http://www.legaldaily.com.cn/xwzx/2005-06/07/con-
tent_150861.htm. Confessions extracted under torture are also inadmissible in certain
cases of administrative punishment for violations of public order, where the maximum
length of detention is 15 days. Law on Punishing Public Order Management Crimes in
the PRC (i 245 ¥4k 1i17%), 2006. Examples of public order offenses include solicitation
for prostitution (Arts. 67-69), begging (Arts. 40, 41), organizing protests (Arts. 5, 55)
and separatism (Art. 47).

In 2003, there were a total of 730,355 people convicted under the Criminal Law out of a
total of 747,096 individuals prosecuted, which amounts to a conviction rate of 97.8 per-
cent. Law Yearbook of China 2004 (+h E7:f4F %) Beijing: China Law Press, 2004, p. 1054.
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142.

143.

144.

145.

146.

147.

148.

149.

150.

151.

152.

“Deputy Procurator-General Urges Protection of Suspects’ Rights,” Xinhua News, Novem-
ber 19, 2006, http://news3.xinhuanet.com/english/2006-11/20/content_5350883.htm.

See e.g. MPS Regulation, Art. 2 (B)(7), Art. 2 (C)(7).

Article 43 of the Criminal Procedure Law states that the use of torture to coerce state-
ments is strictly prohibited, while Article 45 provides that the gathering of evidence by
threats, enticement, deceit or unlawful methods is strictly prohibited. However, evidence
obtained by torture or coercion is still admissible in courts.

“Authorities Indicate That Compensation May Be Available in the Wrongful Execution
Case of Nie Shubin” (GERRIETN 5 75 1 IR A A0S G4 HH E K 4), People’s Daily,
March 18, 2005, http://legal.people.com.cn/GB/42733/3252380.html.

United Nations, “Report of the Special Rapporteur on Torture and Other Cruel, Inhu-
man or Degrading Treatment or Punishment—Mission to China,” op. cit., para. 16 and
17 and recommendations. In his report, Dr. Nowak reports that of the 314 cases
reported since 2000, the highest percentage (27%) of incidents took place in pre-trial
detention centers, with the next highest percent (25%) taking place in reeducation-
through-labor camps.

“China Denies U.N. Claim of Widespread Torture,” MSNBC News Services, December 8,
2005, http://www.msnbc.msn.com/id/10347827.

In fact, statistics about death penalty are protected as “top secrets” at the national level.
The same statistics at the level of province, autonomous region and directly-adminis-
tered municipality are classified as “highly secret” and those at the intermediate court
level are classified as “secrets.” SPC Regulation, Art. 3 (A)(3), Art. 3 (B)(3), Art. 3 (C)(3).

“China Executes 10,000 People a Year: NPC Delegate,” Agence France Presse, March 15,
2004.

See e.g. MOJ Regulation, Article 2 (B)(1), Article 2 (C)(3); SPC Regulation, Article 3
(B)(3), Article 3 (C)(3-5), and Regulation on State Secrets and the Specific Scope of
Each Level of Secrets in the Work of the People’s Courts (hereinafter, SPP Regulation)
(N R e A v [ 5 2 S U G LRSS TR R ), issued by the Supreme People’s Court
and the National Administration for the Protection of State Secrets in July 1995, Art. 3
(A)(3).

Ibid.
““Kinder’ Policy Targets Executions,” South China Morning Post, March 10, 2004. Luo
Gan was reported as saying, “If it’s possible to execute fewer people, then execute fewer
people. If it’s possible not to execute people, then don’t execute people.”

The figure of 1,770 known executions that took place in China in 2005 is from Amnesty
International. Mark Magnier, “China’s High Court to Review Death Sentences,” L.A.
Times, November 1, 2006, http://www.latimes.com/news/nationworld/world/la-fg-death
1nov01,1,3315103.story?coll=la-headlines-world. Many believe that the actual number
could be as high as 10,000 a year, for Amnesty International reported that, “in March
2004 a delegate at the National People’s Congress said that ‘nearly 10,000’ people are exe-
cuted per year in China. “Amnesty: Record Rise in Executions,” CNN, April 5, 2005,
http://edition.cnn.com/2005/POLITICS/04/05/amnesty.death.
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162.

163.

164.

165.

166.

167.

168.

Edward Cody, “China Puts Journalist on Trial; Writer Had Supported Official Who
Denounced Party Members’ Graft,” Washington Post, January 20, 2006.

Ibid.

Philip P. Pan, “Chinese Whistle-Blower Gets Life Sentence in Bribery Case; Local Party
Official Gained Prominence with Letter on Internet,” Washington Post, November 11,
2005.

Cody, op. cit. The Washington Post reported that according to Li, all of his interrogations
were focused exclusively on articles Li wrote in support of Huang.

United Nations’ Human Rights Committee, “General Comment 6, The Right to Life,”
para. 6, http://www.ohchr.org/english/bodies/hrc/comments.htm.

ICCPR, Art. 6 (1). See also UDHR Art. 3.

United Nations, “Special Rapporteur on Extrajudicial, Summary or Arbitrary Execu-
tions, Annual Report 2006,” UN Doc. E/CN.4/2006/53, March 8, 2006, para. 3.

United Nations, “Report of the Special Rapporteur on Torture and Other Cruel, Inhu-
man or Degrading Treatment or Punishment—Mission to China,” op. cit., para. 57-58.

MPS Regulation, Art. 2 (A)(7), see Section II, page 128.

Regulation on State Secrets and the Specific Scope of Each Level of Secrets in Civil
Affairs Work ( FBL LA o [ SRk e 1 Ho s U A3 U ), issued by the Ministry of Civil
Affairs and the National Administration for the Protection of State Secrets in 1995, Art.
3.2.1, see Section II, page 179.

In the Appellate Ruling on Li Zhi, the Sichuan State Security Bureau confirmed that the
China Democracy Party (CDP) is a hostile organization. Li was convicted of member-
ship in the CDP. Sichuan Higher People’s Court Criminal Ruling, (V9)1145 i N\ Biki b
ke 15(2004) 11774735435 ), No. 43 (2004), February 26, 2004.

MPS Regulation, Art. 2 (A)(7), see Section II, p. 128.
“Weiquan Online,” China Rights Forum 3 (2006): 17-20.

Shenzhen Daily reported on December 8, 2005 that Qiao Songju was “suspected of extort-
ing 45,500 yuan (US$5,600) and swindling 19,000 yuan (US$2,345) from poultry research
institutes and companies that produced bird flu vaccines, by threatening reports to rele-
vant organs.” “Blackmailer Held,” Shenzhen Daily, December 8, 2005, available at http://
my.tdctrade.com/airnewse/index.asp?id=13837&w_sid=99&w_pid=196&w_nid=1757&w
_cid=489825&w_idt=2005-12-13.

“Bird Flu Whistle-blower Gets Jail Term for Graft,” South China Morning Post, July 10, 2006.

See Human Rights in China, “Implementation of the Convention on the Elimination of All
Forms of Discrimination Against Women in the People’s Republic of China: A Parallel
NGO Report by Human Rights in China,” June 26, 2006, http://hrichina.org/public/
PDFs/HRIC-CEDAW-REPORT.6.26.2006.pdf.
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177.

178.

179.
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181.

Guangzhou Municipal Regulation on Open Government Information (/A7 BUF 5
RAFFHLE ), November 6, 2002, effective January 1, 2003, Decree no. 8 of the Guangzhou
Municipal People’s Government. Article 2 defines government information as “informa-
tion made, obtained, or possessed in the course of managing or providing public serv-
ices by all levels of people’s government.”

Li Yajie and Zhang Qin, “Currently Across China There Are 31 Jurisdictions with Open
Government Information Initiatives” (H iy 4z [E3 1404 [HIAX . HEFET] BUF 7
A FFE ), Xinhua News, December 10, 2006, http://news.xinhuanet.com/
lianzheng/2006-12/10/content_5466668.htm.

The Measures of Shenzhen Municipality for Online Open Government Information
(AT EURF 5 B A TF 40, February 25, 2004, effective April 1, 2004, Decree no. 130
of the Shenzhen Municipal People’s Government.

Shanghai Municipal Regulation on Open Government Information ( I3 i B &
AJFSE), January 20, 2004, effective May 1, 2004, Decree no. 19 of the Shanghai Munic-
ipal People’s Government. Horsley, Jamie P. “Shanghai Advances the Cause of Open
Government Information in China.” The China Law Center, April 15,2004, http://www.
law.yale.edu/documents/pdf/Shanghai_Advances.pdf.

Horsley, “Shanghai Advances the Cause of Open Government Information in China,”
op. cit.

Ibid.

“Citizens Can Sue Local Government for Refusal to Disclose Information” (48 /3 B {5
ST R TATBUR w)), Legal Daily, December 3, 2006.

Ibid.

Chengdu Municipal Measures for Disclosing Government Information in Response to
Requests by Application (pe#ST (%5 A JFHK H115 2 I /0% ), promulgated
and effective November 30, 2006.

“Administrative Bodies Cannot Charge Fees for Disclosing Government Information”
(AT B R 5515 BAF W 2 ), Legal Daily, December 5, 2006.

“Official: Regulations to Balance Public Right to Know Against State Secrets,” Xinhua
News, December 12, 2006, http://news.xinhuanet.com/english/2006-12/12/content_
5474470.htm.

“State Council Passes Draft Open Government Information Disclosure Regulation”
(1 45 5 S5 D308 3o AR A7 JEL A T4 9] (H%8) ), Legal Daily, January 17, 2007.

Regulation on Open Government Information of the People’s Republic of China (here-
inafter, National OGI Regulation) ("4 A\ BRI E BUM{E R A FF4:41), January 17, 2007,
effective May 1, 2008, Decree no. 492 of the State Council, available at http://www.gov.
cn/zwgk/2007-04/24/content_592937.htm. “China Issues Landmark Decree to Encour-
age Gov't Transparency,” Xinhua News, April 24, 2007, http://news.xinhuanet.com/
english/2007-04/24/content_6017635.htm.
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194.

195.

196.

197.

198.

Information Office of the State Council of the People’s Republic of China, China’s
‘White Paper’ on Progress in China’s Human Rights Cause in 2003, March 30, 2004, avail-
able at http://english.peopledaily.com.cn/whitepaper/hr2004/hr2004.html.

“Citizens’ freedom of information, of speech and of the press, as prescribed by law, has
been further protected”, Chapter 2. Ibid.

Horsley, “Shanghai Advances the Cause of Open Government Information in China,”
op. cit.

National OGI Regulation, Art. 4.
National OGI Regulation, Art. 1.
National OGI Regulation, Art. 14.

See Human Rights in China, “Implementation of the Convention on the Elimination of
All Forms of Discrimination Against Women in the People’s Republic of China: A Paral-
lel NGO Report by Human Rights in China, ” op. cit.

National OGI Regulation, Art. 12.
National OGI Regulation, Arts. 34-5.
National OGI Regulation, Art. 8.

“China Amends State Secrets Law, Media Considers it a Standard for Drafting Law on
Public Disclosure of Information” (Bl &St fi ik BEARNTFR A HilE 5 B A TFHEHER ),
China News.com, September 26, 2005, http://www.chinanews.com.cn/news/2005/2005-
09-26/8/631072.shtml.

Jing Tao (%), “Guangzhou: To Guarantee That Information is Made Public, More
Than 100,000 Secrets Get Declassified” ()" /I : i5HLfgE RIS RA TFHAL
i), (Protection of State Secrets Work), May 2003, p. 6-7.

“When the time limit for a state secret matters expires, it should be automatically declas-
sified: If there is a need to extend the time limit, the decision to extend should be made by
the unit that made the initial classification or a unit overseeing that unit.” State Secrets
Law, Art. 16.

Jing Tao (F#%), op. cit.

Xiao Fang (3#i), “Amending State Secrets Law Is a Preparation for Drafting Law on
Public Disclosure of Information” (&Stfi# ik, e 5 A THEMEHE# ), Procuratorial
Daily, September 26, 2005, http://www.jcrb.com/n1/jcrb843/ca416853.htm.

“The 4th Conference of the Central Commission for the Protection of State Secrets
Opens in Beijing” ("L e 25 R 4 55 DU vk WAE AL 541 ), (Protection of State Secrets
Work), January 2006, p. 3.

“Revisions to the State Secrets Law Soon to be Submitted to the State Council”
(PRAEAEAT S 2Rt L LR W 458 ), Legal Daily, December 5, 2006.
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“Baseline of the Protection of State Secrets System Redefined (H [F {2 41 i 5 ' ik £k
BURA A IFHESTIAFLY ), The Beijing News, September 20, 2005, available at
http://gov.people.com.cn/BIG5/46737/3709800.html.

“Our Country Pushes Ahead with Making Civil Affairs Public; the Baseline is Reset for
the System of Protecting State Secrets” (F&[E K Iy HEAT B AT IR%S I 5K LL), Beijing
News, September 20, 2006, available at http://news.sina.com.cn/c/p/2005-09-20/0322781
1050.shtml.

“Regulation on Disclosure of Government Information to Be Enacted Soon” (B )&
AL Z 6 ), Xinhua News, September 14, 2005, http://news.xinhuanet.com/
comments/2005-09/14/content_3484447.htm.

“National Administration for the Protection of State Secrets Corrects Direction; Expert
Says, ‘Our Country Can’t Have Too Many Secrets”™ ([ 5 {& % /57 m, L5FK: EEA
REfT K2 R, Oriental Outlook, September 20, 2005, available at http://cn.news.yahoo.

com/050920/1005/2f3eh.html.

“Our Country Pushes Ahead with Making Civil Affairs Public; the Baseline is Reset for
the System of Protecting State Secrets" (FE X HEATES ATF  IREHIE EHIKLL), op.
cit.

See Section II, page 179, for relevant excerpts of this regulation.

Chan Siu-sin, “Lifting of Secrecy Veil Sheds Light on Worst Dam Tragedy,” South China
Morning Post, October 2, 2005, available at: http://www.probeinternational.org/tgp/index.
cfm?DSP=content&ContentID=13830.

Ibid.

“Our Country Pushes Ahead with Making Civil Affairs Public; the Baseline is Reset
for the System of Protecting State Secrets” (F&[H R A EATBIS ATF LR il 1 E K L%),
op. cit.

“State Council’s Law Drafting Office Introduces ‘Draft Law on Handling Emergency
Response Work” ([E 45 Biidi il Ip /4 (SR FERE (55) ) ), China.com, July 3, 2006,
http://news.china.com/zh_cn/domestic/945/20060703/13444571.html.

“China Promotes Recording, Videotaping of Interrogations,” Xinhua News, May 16,
2006, http://news.xinhuanet.com/english/2006-05/16/content_4554452.htm.

Notice Regarding Further Improving Open Court Session Work in Second Instance Death
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State Secrets
Laws and
Editors’ Introduction Regulations

Up until now—and indeed for the entire history of the Chinese Communist Of the PRC
Party—the system of administration used by the Chinese government to manage

and control the many matters that it deems to be “state secrets” has been a carefully

guarded secret of its own. The laws and regulations that comprise the state secrets

system are found mainly in classified publications, only some of which become

publicly available.

In this section, we present a comprehensive and wide-ranging set of the main laws
and regulations concerning state secrets. Part A, Main Statues, Regulations and
Supreme Court Interpretation Governing the State Secrecy System in China, con-
tains the two most relevant national laws on this subject, the Law on the Protection
of State Secrets (issued in 1988 by the Standing Committee of the National Peo-
ple’s Congress) and the Measures for Implementing the Law on the Protection of
State Secrets (issued in 1990 by the National Administration for the Protection of
State Secrets, or NAPSS), both of which are translated here in full. The third item is
the Supreme People’s Court’s Interpretation of Certain Issues Regarding the Spe-
cific Application of the Law When Trying Cases of Stealing, Gathering, Procuring
or Illegally Providing State Secrets or Intelligence Outside of the Country, also
translated in full.

Part B provides relevant excerpts from several of the key national laws that contain
provisions on state secrets crimes: the Criminal Law, the Criminal Procedure Law
and the State Security Law.
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In Part C, we present the four regulations (issued jointly by the NAPSS and the
relevant ministry) that specifically set forth the matters classified as state secrets in
the work of the public security organs, the people’s courts, the procuratorates, and
in the administration of prisons and labor camps.

The Regulation on the Protection of State Secrets in News Publishing in Part D
provides a legal basis for understanding state secrets in media work in China.

Finally, in Part E, we offer excerpts from a selection of regulations—issued jointly
by the NAPSS and a variety of government bodies and ministries—mandating
which matters are to remain state secrets in such diverse areas as environmental
protection, family planning, ethnic affairs, and social science research.

The numerous laws and regulations comprising the state secrets system are not
readily available to the public. Due to the lack of a comprehensive system of access,
it is difficult to determine if these laws have been updated or even, as noted in this
report, if they have been rescinded. Within these limits, HRIC has made best
efforts to identify the most current versions of the laws and regulations. In compil-
ing this compendium, primary and secondary legal sources were consulted,
including bulletins, commentaries and treatises published or available online.

This is the first time that such an extensive compilation of laws and regulations on
state secrets has ever been published in English, and the first time that many of the
individual documents have been made available to English readers. The impor-
tance of making these laws and regulations more generally available is to assist
ordinary citizens, reporters, human rights workers and others to understand the
state secrets system—not only so that they might avoid disclosing or possessing
state secrets themselves, but perhaps more importantly, to begin the process of
transparency that is essential to fair governance and judicial openness, and to
reveal the arbitrariness of the system.
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A.
Main Statutes, Regulations,
and Supreme Court Interpretation

Governing the State Secrecy System in China

1. LAW ON THE PROTECTION OF STATE SECRETS

OF THE PEOPLE’S REPUBLIC OF CHINA

Editors’ Note:

Promulgated in 1988, the Law on the Protection of State Secrets lays out the scope
of matters that are designated as state secrets, as well as the responsibilities of each
level of state secrets organ in classifying and handling information. Article 2, the
wording of which is repeated in numerous other documents related to state secrets,
sets forth the broad definition of what constitutes a state secret: all matters that are
“related to state security and national interests and, as specified by legal procedure,
are entrusted to a limited number of people for a given period of time.”

Article 8, the key article in this law, lists seven categories of matters that are classi-
fied as state secrets: policies on national affairs and national defense, diplomatic
affairs, matters involving national economic and social development, national sci-
entific and technology matters, and investigations of criminal offenses. The sev-
enth item is a “catch-all” phrase that encompasses “all other matters classified as
state secrets by the national State Secrets Bureau,” thus giving that body (the
NAPSS) unlimited and unlegislated power to classify as a state secret virtually any
information that it deems could harm the “security and interests of the state.”

The Chinese text of the following law is available at: http://www.gov.cn/banshi/
2005-08/21/content_25096.htm.
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Purpose

Definition of state secrets

Obligation to protect state secrets

Principle of active prevention,
emphasizing priorities
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Law on the Protection of State
Secrets of the People’s Republic
of China

Promulgation Date: September 5, 1988

Effective Date: May 1, 1989

Promulgation Body: The Standing
Committee of the National People’s
Congress

Chapter One: General Provisions

Article 1

This law is formulated for the purpose
of protecting state secrets, safeguarding
state security and national interests and
ensuring the smooth progress of re-
form, of opening to the outside world,
and of socialist construction.

Article 2

State secrets are matters that are related
to state security and national interests
and, as specified by legal procedure, are
entrusted to a limited number of peo-
ple for a given period of time.

Article 3

All state organs, armed forces, political
parties, public organizations, enter-
prises, institutions and citizens have an
obligation to protect state secrets.

Article 4

The work of protecting state secrets
shall be carried out in line with the
principle of active prevention, empha-
sizing priorities, and ensuring the
safety of state secrets while at the same
time facilitating work in all other fields.
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Article 5

The national State Secrets Bureau shall
be responsible for protecting state se-
crets throughout the country. The local
state secrets bureaus at or above the
county level shall, within the scope of
their functions and powers, be respon-
sible for protecting state secrets in the
administrative areas under their juris-
diction.

The central state organs shall, within
the scope of their functions and pow-
ers, be responsible for and guide the
work of protecting state secrets in their
own organs and in the departments
subordinate to them.

Article 6

State organs at or above the county level
and units whose work involves state se-
crets shall, in accordance with their ac-
tual conditions, set up bodies or desig-
nate personnel to administer the
day-to-day work of protecting state se-
crets within their own organs or units.

Article 7

Units or individuals that have rendered
meritorious service in protecting and
safeguarding state secrets and improv-

ing techniques and measures in this
field should be rewarded.

National State Secrets Bureau

State organs at or above the county
level

Rewards
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Scope of state secrets
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Chapter Two: The Scope and
Classification of State Secrets

Article 8

In accordance with the provisions of
Article 2 of this law, state secrets shall
include the following:

(1) secret matters concerning major
policy decisions on state affairs;

(2) secret matters in the building of
national defense and in the ac-
tivities of the armed forces;

(3) secret matters in diplomatic ac-
tivities and in activities related
to foreign countries, as well as
secrets to be maintained as com-
mitments to foreign countries;

(4) secret matters in national eco-
nomic and social development;

(5) secret matters concerning sci-
ence and technology;

(6) secret matters concerning activ-
ities for safeguarding state secu-
rity and the investigation of
criminal offenses; and

(7) other matters that are classified
as state secrets by the national
State Secrets Bureau.

Matters that do not conform with the
provisions of Article 2 of this law shall
not be considered state secrets.

Secrets of political parties that conform
with the provisions of Article 2 of this
law shall be considered state secrets.
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Article 9

State secrets are classified into three
categories: top secret, highly secret and
secret.

Top secret information refers to vital
state secrets, the disclosure of which will
cause extremely serious harm to state
security and national interests; highly
secret information refers to important
state secrets, the disclosure of which will
cause serious harm to state security and
national interests; and secret informa-
tion refers to ordinary state secrets, the
disclosure of which will cause harm to
state security and national interests.

Article 10

The specific scope of state secrets and
their classification levels shall be stipu-
lated by the national State Secrets Bureau
together with the ministries of Foreign
Affairs, Public Security and State Secu-
rity and other relevant central organs.

The specific scope of state secrets re-
lated to national defense, and their
classification levels, shall be stipulated
by the Central Military Commission.

Provisions on the specific scope and clas-
sification levels of state secrets shall be
made known within relevant quarters.

Article 11

State organs and units at various levels
shall, in accordance with the provisions
on the specific scope and classification
levels of state secrets, determine the
classification level of any state secret
that arises in said organs and units.

If it is unclear whether or not a certain
matter is a state secret or which classifi-
cation level a matter should belong to,

Classification categories

Central responsibility for stipulating
scope and classification levels

Responsibility of state organs and
units

Unclear scope or classification
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Marking classified materials

Determination when differences
arise regarding
definition/classification
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the question shall be determined by ei-
ther the national State Secrets Bureau;
the state secrets bureaus at the level of
province, autonomous region or di-
rectly-administered municipality; the
state secrets bureau of a city where the
government of a province or an au-
tonomous region is located; the state
secrets bureau of a larger city approved
by the State Council; or an organ ex-
amined and approved by the national
State Secrets Bureau. Pending the clas-
sification of the secret, the state organ
or unit where the matter has arisen
shall initially take security measures in
accordance with the classification level
proposed.

Article 12

In accordance with the provisions in
Articles 9, 10 and 11 of this law, docu-
ments and other materials that are de-
termined to contain state secrets shall
be marked with their classification
level. Documents and other materials
that are not determined to be state se-
crets shall not be marked as such.

Article 13

When differences arise as to whether or
not a matter is a state secret, or regard—
ing which classification level it belongs
to, the question shall be determined by
the national State Secrets Bureau or the
state secrets bureaus at the level of
province, autonomous region or di-
rectly-administered municipality.
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Article 14

When determining the classification
level of state secrets, state organs and
units shall, according to the circum-
stances, also determine the length of
time that the secrets should be pro-
tected. Specific measures for determin-
ing the time period shall be formulated
by the national State Secrets Bureau.

Article 15

The classification levels of state secrets
and the length of time that they should
be protected should be altered in accor-
dance with changing circumstances.
Such alterations shall be decided on by
the state organs or units that originally
determined the classification level of
the secrets and the time period for pro-
tecting them, or by a higher-level de-
partment.

Article 16

A state secret shall be automatically
declassified when the time period for
protecting it has expired; in cases
where it is necessary to extend the time
period, the matter shall be decided on
by the state organ or unit that origi-
nally determined the classification
level of the secret and the time period
for protecting it, or by a higher-level
department.

If the time period for protecting a state
secret does not need to be extended, it
should be declassified without delay by
the state organ or unit that originally
determined its classification level and
the time period for protecting it, or by
a higher-level department.

Length of time for secrets
protection

Alteration of classification levels
and length of time for protection

Automatic declassification and
time extension
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Security measures for classified
documents, materials and objects

Security measures for top-secret
documents, materials and objects
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Chapter Three: The System for
Protecting State Secrets

Article 17

The national State Secrets Bureau shall
formulate security measures regarding
the making, receiving, dispatching,
transmitting, use, copying, excerpting,
preservation and destruction of docu-
ments and other materials and objects
that are state secrets.

Measures for electronically storing,
processing and transmitting state se-
crets by this and other technical means
shall be formulated by the national
State Secrets Bureau together with the
relevant central authorities.

Article 18

Documents and other materials and
objects that are classified as top-secret
state secrets must be protected by the
following security measures:

(1) They shall not be copied or ex-
cerpted without prior approval
from the state organ or unit
that originally determined their
classification level, or by a
higher-level department.

(2) They shall be dispatched, re-
ceived, delivered and carried
only by personnel that are spe-
cially designated to take on
these responsibilities, and addi-
tional security measures shall be
adopted as needed; and

(3) They shall be kept in perfectly
equipped safes.
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Once approval has been granted for the
copying or excerpting of documents and
other materials or objects classified as
top-secret state secrets, security meas-
ures shall be adopted in accordance with
the provisions in the preceding para-
graphs.

Article 19
Security measures shall be formulated

Security measures for classified
equipment or goods

by the national State Secrets Bureau,

together with the relevant central au-

thorities, for the manufacture, produc-

tion, transportation, use, storage,

maintenance and destruction of equip-

ment or goods classified as state secrets.

Article 20
In the publication and distribution of

Publication, distribution and
broadcast

newspapers, periodicals, books, maps,

illustrated materials and audio-visual

products, and in the production and

broadcast of radio and television pro-

grams and films, the relevant security

regulations shall be complied with and

no state secrets shall be disclosed.

Article 21

When state secrets must be provided in
order to maintain relations and coop-
eration with foreign countries, prior
approval must be obtained in accor-
dance with the prescribed procedures.

Article 22
With regard to meetings and other ac-

Meetings and other activities

tivities that involve state secrets, the
host unit shall adopt the appropriate
security measures, provide the partici-
pants with education on how to protect
state secrets, and set the specific re-
quirements for doing so.
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Forbidden military zones and places
not open to the public

Private contacts or correspondence

Carrying documents and other
materials and objects

Transmission of state secrets

Transmission out of the country
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Article 23

Forbidden military zones and other
places that involve state secrets and are
not open to the public shall be pro-
tected by security measures; no one
may decide to open them to the public
or enlarge the area that is open to the
public without prior approval obtained
in accordance with the relevant state
regulations.

Article 24
No state secrets shall be disclosed in
private contacts or correspondence.

When carrying documents and other
material and objects classified as state
secrets outside of one’s unit, the rele-
vant security regulations shall be
obeyed.

No state secrets shall be discussed in
public places.

Article 25

Transmission of state secrets through
wired or wireless communications shall
be protected by security measures.

No state secrets shall be transmitted either
by plain code or by a secret code that has
not been examined and ap-proved by
the relevant central authorities.

No documents or other materials and
objects classified as state secrets shall be
transmitted by ordinary mail.

Article 26

Without prior approval by a higher-level
department, no document or any other
material or object classified as a state se-
cret shall be carried, transmitted, posted
or transported out of the country.

90 HUMAN RIGHTS IN CHINA

STATE SECRETS: CHINA’S LEGAL LABYRINTH



F-o+tE%

[ SRR N AR TR B, R
FEI TR N DA it . 46285 20 1) TR K R %
EZSUE RGN PNAP WIS

FoH)N\%

TS W R F I T E NG,
I 24 R RO 8E T AE ST TR o 32
BRI T DA AU

20y [ oA s IR L BN 1 5
IO 24 2R HEHEAT A AL OGHEHE ;[ 55
VRPN IPSISHEE YRR RIS E
2 AR S T B 5 i
KAARA), AGFHEME

FEoThE
BLSRL BAARL 20 TAE N A HEAT DR
HH, AR TR,

F=145%

PR (NALIE R R LVN W & P
P CLgeill e ol m e I, Y
A7 BRI Tt S N4 Tt A7 AL
Ky B ARHLR. PAIRFR A
Jois WL R AR

Article 27

State secrets shall, depending on the cir-
cumstances, be accessible only to a lim-
ited number of people. Top-secret state
secrets shall be accessible only to per-
sonnel who have obtained prior ap-
proval.

Article 28

Personnel to be placed in charge of
state secrets shall be examined and ap-
proved in accordance with the regula-
tions of the national State Secrets Bu-
reau and the relevant personnel
department.

Exit from the country by personnel placed
in charge of state secrets must be approved
by the same organ that originally ap-
proved their appointment. If the State
Council’s department in charge of such
matters determines that exiting the coun-
try will endanger state security or cause
serious damage to national interests, no
approval shall be granted for said exit.

Article 29

State organs and units shall provide ed-
ucation to their personnel on how to
protect state secrets and shall check up
on protection of state secrets work at
regular intervals.

Article 30

If state employees and other citizens
should find that state secrets have been
disclosed or are in danger of being dis-
closed, they should immediately take
measures to remedy the situation and
promptly report the matter to the state
organs and units concerned, which
shall, upon receiving such reports, deal
with the matter without delay.

Limited access to state secrets

Personnel in charge of state
secrets

Exit from the country

Personnel education

Remedial action and reporting
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Criminal liability

Administrative sanctions

Criminal liability for providing state
secrets/intelligence outside of the
country
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Chapter Four: Legal Responsibility

Article 31

If any individual violates the provisions
of this law and discloses state secrets
intentionally or through negligence un-
der circumstances that are deemed to
be serious, he or she shall be held crim-
inally responsible in accordance with
the provisions of Article 186 of the
[1979] Criminal Law*.

[*Ed. Note: Article 186 of the 1979 Criminal
Law corresponds to Article 398 of the 1997
Criminal Law, the text of which is included be-
low under “Selected Provisions of Major Laws

Involving State Secrets.”|

If any individual violates the provisions
of this law and discloses state secrets
under circumstances that are deemed
not serious enough for criminal pun-
ishment, he or she may be given ad-
ministrative sanctions in accordance
with the specific circumstances of each
case.

Article 32

Any individual who steals, gathers, pro-
cures or illegally provides state secrets
or intelligence outside of the country
shall be held criminally responsible in
accordance with the law.
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Chapter Five: Additional Provisions

Article 33

The national State Secrets Bureau shall,
in accordance with this law, formulate
measures for its implementation. These
measures shall take effect once ap-
proval has been granted by the State
Council.

Article 34

The Central Military Commission
shall, in accordance with this law, for-
mulate the regulations of the Chinese
People’s Liberation Army on the pro-
tection of state secrets.

Article 35

This law shall take effect as of May 1,

1989. The Provisional Regulation on

Protecting State Secrets, promulgated
in June 1951, shall be rescinded as of
the same date.

Implementation

Central Military Commission
regulations

Effective date
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2. MEASURES FOR IMPLEMENTING THE LAW
ON THE PROTECTION OF STATE SECRETS

OF THE PEOPLE’S REPUBLIC OF CHINA

Editors’ Note:

Measures for Implementing the Law on the Protection of State Secrets, issued in
1990 by the National Administration for the Protection of State Secrets, provides
for retroactive classification of information not already enumerated or classified as
a state secret, if disclosure of information could result in any one of the “eight con-
sequences” deemed to cause harm to the security and interests of the state. Those
include “affecting national unity, ethnic unity or social stability,” “hindering defense
work,” and “endangering the ability of the state to defend its power.” This last clause
has been invoked to prosecute charges of “endangering state security,” which have
been used to gain convictions for a wide range of non-violent political acts.

These measures also specify which security classification (top secret, highly secret
and secret) is determined by which level of state secrets bureau throughout the
country, with top-secret matters classified at the national level and so forth down-
ward through the administrative levels (Article 10). This document also details the
situations under which individuals may either be rewarded for protecting state se-
crets (such as reporting potential or actual leaks to the authorities) or punished
for disclosing them.

The Chinese text of the following measures is available at: http://www.stats.gov.
cn/tjgl/swdcglgg/xgfe/t20041118_402209111.htm.
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Measures for Implementing the Law
on the Protection of State Secrets
of the People’s Republic of China

Promulgation Date: May 25, 1990

Effective Date: May 25, 1990

Promulgation Body: National Adminis-
tration for the Protection of State
Secrets (Document No. 1)

Chapter One: General Provisions

Article 1

These measures have been formulated
in accordance with the Law on the Pro-
tection of State Secrets of the People’s
Republic of China (hereafter referred
to as the State Secrets Law).

Article 2

The national State Secrets Bureau is a
functioning organ of the State Council
and, in accordance with the State Secrets
Law and these measures, is in charge of
all protection of state secrets work per-
formed throughout the country.

State secrets bureaus in all local govern-
ments at the county level or above, un-
der the direction of a higher-level state
secrets bureau, shall administer work
that comes under the domain of pro-
tecting state secrets in accordance with
the laws, rules and regulations on pro-
tection of state secrets work.

Article 3

Organs of the central government shall,
within the limits of their authority,
either be in charge themselves, or direct
another body to be in charge of, pro-
tection of state secrets work; shall
organize and supervise lower-level pro-

Promulgating authority

National State Secrets Bureau

State secrets bureaus at or above
the county level

Organs of the central government
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fessional departments in the imple-
mentation of laws, regulations and
rules for protecting state secrets, and
may, in accordance with the actual cir-
cumstances, by itself or in cooperation
with the relevant department, formu-
late rules and regulations on the pro-
tection of state secrets to be used
within that professional field.

Article 4

If any matter, once disclosed, could re-
sult in any of the following, it should
be considered to fall within the scope
of state secrets and their security classi-
fications (hereafter referred to as the
“scope of state secrets protection”):

(1) Endangering the ability of the
state to consolidate and defend
its power.

(2) Affecting national unity, ethnic
unity or social stability.

(3) Harming the political or eco-
nomic interests of the state in its
dealings with foreign countries.

(4) Affecting the security of state
leaders or top foreign officials.

(5) Hindering important security
or defense work of the state.

(6) Causing a decrease in the feasi-
bility, or a loss of effectiveness
to, the measures used to safe-
guard state secrets.

(7) Weakening the economic or tech-
nological strength of the nation.

(8) Causing state organs to lose the
ability to exercise their authority
according to law.
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Article 5

The scope of secrets to be protected
should be amended according to
changing circumstances and in a timely
manner. The procedure for making
such amendments shall be handled in
accordance with the provisions in Arti-
cle 10 of the State Secrets Law.

Article 6

All organs and units whose work in-
volves state secrets shall carry out regu-
lar education on, and inspections of,
protection of state secrets work, and
they shall implement various measures
related to such work so that their per-
sonnel may learn the scope of secrets to
be protected in their work and the vari-
ous systems related to protecting state
secrets.

Chapter Two:

Determining Security Classifications,
Changing Classification Levels

and Declassification

Article 7

All organs and units shall determine se-
curity classifications, change security
classifications and declassify matters
according to regulations and shall re-
ceive guidance and supervision from a
higher-level organ or a relevant state
secrets bureau.

Article 8

The security classification of any state
secret matter that arises within an or-
gan or unit shall be determined in a
timely manner, not to exceed a period
of 10 days, in accordance with the reg-
ulations on the scope of state secrets
protection.

Amendment of scope of secrets

Implementation by organs and units

Guidance and supervision

Determination in a timely manner

MAIN STATUTES, REGULATIONS, AND SUPREME COURT INTERPRETATION

SECTION Il 97
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Article 9

After the security classification has
been determined, if the organ or unit
that made the determination finds that
the classification level does not corre-
spond to the level stipulated for its
scope of state secrets protection, it shall
amend the determination in a timely
manner. If a higher-level organ or a rel-
evant state secrets bureau finds that the
classification level does not correspond
to the level stipulated for the scope of
state secrets protection for that matter,
it shall immediately notify the organ or
unit that made the determination and
request that the determination be
amended.

Article 10

If it is unclear whether or not a certain
matter is a state secret or which classifi-
cation level a matter should belong to,
the following provisions shall be used
to make the determination:

(1) Top-secret level matters shall be
determined by the national
State Secrets Bureau.

(2) Highly-secret level matters shall
be determined by the state
secrets bureau of a province,
autonomous region or directly-
administered municipality, or
by another higher-level state
secrets bureau.

(3) Secret level matters shall be
determined by the state secrets
bureau of a city in which the
government of a province or an
autonomous region is located,
by the state secrets bureau of a
larger city approved by the State
Council, or by another higher-
level state secrets bureau.
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Other organs approved by the national
State Secrets Bureau may also exercise
their authority to determine the secu-
rity classification of matters that are
within their area of expertise.

Article 11

If it is unclear whether or not a certain
matter is a state secret or which classifi-
cation level a matter should belong to,
and if the organ or unit in which the
matter arose does not have the relevant
authority to determine its security
classification, the organ or unit in
which the matter arose shall make an
initial determination. Once an initial
determination has been made, the or-
gan or unit shall submit an application
for approval of the security classifica-
tion within 10 days according to the
following provisions:

(1) Matters that are within that
organ or unit’s area of expertise
should be sent to a higher-level
organ that has been approved by
the national State Secrets
Bureau and that has the author-
ity to determine the security
classification of that matter.

(2) Other matters should be sent to
the state secrets bureau that has
the authority to determine the
security classification of that
matter.

The organ or state secrets bureau shall
issue a reply within 30 days of receipt
of the application.

Classification if organ/unit does not
have relevant authority
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and other organs

Responsibility for marking
classified documents, information
or other materials

Change of initial determination if:
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Article 12

In exercising their authority to deter-
mine security classifications according
to the provisions in Article 10 and Arti-
cle 11 of these measures, state secrets
bureaus and other organs shall report
the details of the matter they are deter-
mining to the department that stipu-
lates the scope of state secrets protec-
tion for that matter.

Article 13

Documents, information or other ma-
terials that are state secrets shall be
marked with their security classifica-
tion by the organ or unit that deter-
mined the classification level. If their
security classification was determined
according to Article 10 and/or Article
11 of these measures, the organ or unit
that applied for approval shall mark
them with their security classification
level.

If it is not possible to mark a state se-
cret matter with a security classifica-
tion, the organ or unit responsible for
producing the matter should notify all
personnel who could come into contact
with that matter.

Article 14

If either of the following situations
should arise, the security classification
level of a state secret matter shall be
promptly changed by the organ or unit
that made the initial determination:

(1) The level of harm that could be
caused to state security and
interests if the secret were dis-
closed has undergone a definite
change; or
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(2) For work reasons, the original
scope of the matter must be
changed.

If the situation is urgent, a higher-level
organ may directly change a security
classification.

Article 15

If either of the following situations
should arise, state secret matters that
are still within the time period for re-
maining classified shall be promptly
declassified, according to changing cir-
cumstances, by the organ or unit that
made the initial determination:

(1) If making the matter public
would cause no harm to state
security or interests; or

(2) Ifitisjudged that, in light of the
overall situation, making the
matter public would benefit the
country.

If the situation is urgent, a higher-level
organ may directly declassify the matter.

Article 16

If a higher-level organ or a relevant
state secrets bureau requests that a
matter remain classified, then the mat-
ter should not be declassified during
the time period requested.

Article 17

Whenever any organ or unit deter-
mines or changes a security classifica-
tion, or decides to declassify a state se-
cret, it shall pass on the specific
opinion given by the person who initi-
ated the matter to the leader in charge
of that organ or unit for examination

* work reasons

Declassification within remaining
classified time period if:

°* no harm or

¢ benefit to country

No declassification
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Notification of changed
classification or declassification

Marking changed/declassified
documents, information or other
materials

Organ/unit closed down or merged
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and approval. If the work load of that
organ or unit is too great, the leader in
charge of that organ or unit may au-
thorize its protection of state secrets of-
fice, or may appoint another person, to
handle the work of examining the mat-
ter before it is approved.

The circumstances of the acts men-
tioned in the preceding paragraph shall
be recorded in writing.

Article 18

After the security classification of a
state secret matter has been changed or
the matter has been declassified, the
relevant organ or unit shall be
promptly notified; however, matters
that have been declassified upon the
expiration of the time limit for them to
remain classified shall be exempt from
this requirement.

After the security classification of a
state secret matter has been changed or
the matter has been declassified, the
change shall be promptly marked on
the relevant documents, information or
other materials. If it is not possible to
do so, personnel within the relevant
field should be notified in advance of
the decision to change the security clas-
sification or to declassify the matter.

Article 19

If the organ or unit that determined a
particular security classification is
closed down or has been merged with
another organ or unit, the work of
changing that particular security classi-
fication or declassifying that matter is
the responsibility of the organ or unit
that formerly performed the functions
of that organ or unit. If there is no cor-
responding organ or unit that formerly

102 HUMAN RIGHTS IN CHINA

STATE SECRETS: CHINA’S LEGAL LABYRINTH



FEE RERIE

i S

P ) R s I N % B LK
ALHVEE, e LIS, R
PR SE o P [ A FIALOG, A,
I E T NBREANLI, ALK
HARRAELH .

AT EN, BRI, AR AL
AL AL R E PR R SR 1)
e [ .

BoH—%
S T FE SR (RSO BERMAIG
b, BE . I g
THEFRER AR, A A SRR
GRS

iy e 3

FEXS AN AAE S A A b, 07 BAIE 243
HIATIR AR ZOR R AL KR I, 24
AR~ 28 FL R PR S0, 42 PR X A
PRI AR E S AR A A A PR AL
e, IR e B R SR U AR H R
EBE

performed those functions, an organ
appointed by a higher-level organ or
state secrets bureau shall be responsible
for performing such work.

Chapter Three: The System for
Protecting State Secrets

Article 20

The organ or unit that determines the
security classification of a state secret
matter shall determine which individu-
als, organs or units may have access to
that matter. The leaders in charge of
the organs or units that have access to
state secret matters shall determine the
specific range of access allowed within
that organ or unit.

When necessary, a higher-level organ
or unit may change the range of access
granted by a lower-level organ or unit.

Article 21

When copying or duplicating docu-
ments, information or other materials
that contain state secrets, or when ex-
cerpting, quoting, or compiling infor-
mation that contains state secrets,
changing the security classification of
such matters without authorization is
not permitted.

Article 22

In working and cooperating with for-
eign countries, if the other party makes
a request for a state secret, providing
there is a suitable reason and the re-
quest is made via the appropriate chan-
nels, the request may be granted on the
basis of equality and mutual benefit.
According to the regulations of the rel-
evant state department, a report must

Access

No change of classification without
authority

Requests by foreign countries
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be submitted to the organ with the cor-
responding jurisdiction and approval
must be granted. In addition, the other
party must be asked, in a specified
manner, to take on the responsibility of
protecting that state secret.

If a state secret that is provided to a for-
eign country involves multiple depart-
ments, the relevant state secrets bureau
may do the 