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Chapter One: General Provisions
Article 1 R (b AR ILFE AL E 525 | These Regulations are formulated in accordance with the
oy 3 Y (PLURRIRREEE) [f3R5E, | | provisions of the “Law of the People's Republic of China on

A LA Guarding State Secrets” (hereafter referred to as the “State

Secrets Law”).
Article B FARZATBUE B ] F & 4 E 4% | The National Administrative and Management Department for
- St & BT AE, BghUL T & 5247 | Guarding Secrets shall be responsible for secrets-guarding work
ST TE | SR B AT B 45 throughout the country. The local Administrative and
S pts g - Management Departments for Guarding Secrets at and above the

TR, FERTEIX IR T,

S HARAT BRI SR f e LA county level shall be responsible for the secrets-guarding work
within their respective administrative areas, under the guidance of
the Administrative and Management Departments for Guarding
Secrets at the higher level.

Article 3 rh g [ ML IS AE FLBRANE R N 7 #E B | A central state organ shall, within its scope of authority, manage or
m= HP B AR ARGIEE T AE, W4T | guide the secrets-guarding work within its system, supervise the

DREEAE I, AT DURAE SEBR TS DL
SE BCE 2 [RAT RS T I 8k 55 7
T 14 PR FLE

enforcement of laws and regulations for guarding secrets and may,
based on actual circumstances, formulate or together with
relevant departments formulate provisions for guarding secrets
relating to the work area of which they are in charge.
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Article 4 BELag DL N RFUR R S nas e 3L mt | The people’s governments at or above the county level should
% VT 8 VAR S A s R R L A strengthen their infrastructure facilities for secrets-guarding work

% and the deployment of key secrets-guarding technology products.
AN e e fets T 2417 N3 The Administrative and Management Departments for Guarding
P LA LR AT BUE PR T M
i’&ééfﬁﬁg f;gﬁ;ﬁg;ébnﬁ Secrets at or above the county level should strengthen their
- HH ° research and development relating to key secrets-guarding
TREATBUE BRI BATHR 9T i 75 42 | technology products.
P NEEBINALN RBUF I BT The financial resources needed to fulfill the responsibilities of the
o MG AT RIS TAEFTTREA | Administrative and Management Departments for Guarding
R Y HI AN, AN FILERENA | Secrets should be included in the budget of the people’s
BT Bl aE B S R governments at the same level. The financial resources needed by
organs and units for carrying out their secrets-guarding work
should be included in the annual budgets or the annual plans for
revenues and expenditures of those organs and units.
Article 5 WL, BALARBARIEN 2 AT )EE | Anorgan or unit may not classify as state secrets matters that
B % iR NE KRR, ARG M E 5 should be disclosed to the public in accordance with the law, nor
FRER [ B AT may it disclose information involving state secrets.
Article 6 WLoey BALTSZATAR 2 TAE 54F#]. H1 | Organs and units shall implement a responsibility system for
BN Fe. PANTFEE AT AHLIE. A7y | secrets-guarding work. The responsible person(s) of an organ or
B TR, TAE A G S SR unit shall be responsible for the secrets-guarding work of that
AR organ.or unit. The pe.rsonnel shall be responsible for the secrets-
guarding work at their posts.
Y AT R 24 3R = T L
@%;%ME%*E‘TE%JEAI{;HT?#? An organ or unit should, based on the requirements of its secrets-
if%ﬁiﬁfﬂmﬁi%‘hmj\mgﬂk guarding work, establish a secrets-guarding work office or
TR AR designate personnel especially to be in charge of secrets-guarding
HLE. R R ILTAR A BURATIRE T | Work
VETATHITE LN gy N FZ % PEFIZ | The performance of the responsibility system for secrets-guarding
AN work should be incorporated into the contents of the annual
performance evaluation and assessments of the respective organs,
units and their personnel.
Article 7 B AR BT S TR TN S 2021 FF | All levels of Administrative and Management Departments for
wh% GRS EAENE . HLOE. WL Guarding Secrets should organize and carry out regular publicity

S22 58 BT ARG . AR TAE N B
BATIRE TS REEHEM. R
BRI EE 5 ) #E I

and education. Organs and units should periodically implement
education and training for their own personnel on such aspects as
the secrets-guarding situation, laws and regulations for guarding
secrets, and technologies and precautions for guarding secrets.
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¥_E EXUENEEMERE
Chapter Two: Scope and Classification Levels of State Secrets
Article 8 [E KA e K 2 g i HARVEE (LLR | The specific scope of state secrets and scope of each classification
)\ % FRESZHTVEED M4 EE 5 | level (hereafter referred to as the “scope of classified matters”)
Fhas EUA IR FR . B9 . R should clearly stipulate the specific titles, classification levels,
B ARG secrets-guarding periods and access scope of the state secrets.
. The scope of classified matters should be adjusted in a timely
R ﬁ# hace == VA S
T%fﬁ $IJ‘E%%'*E% rﬁ/ﬁ%%&ﬁ manner based on changes of circumstances. When formulating or
lﬁ%;\fﬁﬂi& ﬂz}ﬂ%ﬁ"%&@&é revising the scope of classified matters, sufficient substantiation
FEWAE, WU RHLG, AL should be conducted to listen to opinions of the relevant organs
KA L F =W and units and of experts in relevant fields.
Article 9 ML, AL TR ACNARNLIS. AREAL | The person in charge of an organ or unit shall be the person
% HIEBEEEN, WIET/EEZ, arpl | responsible for secrets classification of that organ or unit and,
a5z Hoh A 5 E B AT based on work requirements, may designate other personnel as
o persons responsible for secrets classification.
%HA%%IMIﬁkif%Eﬁ% . . S
B, R R S T Personnel who are especially responsible for classification work
e L’ i; - ot P8 | should be subject to secrets-guarding training, be familiar with
B, HIRE m%}f*ﬂﬁ/io classification duties and the scope of classified matters, and know
the procedures and measures for secrets classification.
Article 10 BB AT NAERR S5 VE N A FH 4G 2% [F | The persons responsible for secrets classification shall, within the
=% KRV E . AT MR T/E. Bk | scope of their responsibility, be responsible for the work
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concerning the classification, modification and declassification of
state secrets. Their specific responsibilities are:

1. To review and approve the classification levels, secrets-
guarding periods and access scope of the state secrets that
were produced in their respective organs or units;

2. To conduct reviews of state secrets that were produced in
their organs or units that are currently still within their
secrets-guarding period, and make decisions on whether
to change their classification or declassify; and

3. To propose preliminary classification levels for matters
where it is not clear whether they are state secrets and
should have what classification level, and submit such
proposed classifications in accordance with stipulated
procedures to the Administrative and Management
Departments for Guarding Secrets for determination.
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Article 11 FREFHLIE. BENCLL X R | Central state organs, provincial level organs and organs of
w2 M. BEEM A0 DURIER28 T /¢ | municipalities divided into districts and autonomous prefectures

G E A N A S, 76 | MaYs based on work requirements or the application of a relevant
S JT 3 ol £ T 217 ] T 2 o 2 i organ or unit, and within the classification authority stipulated by
%{%ﬁ' EE& 3 ﬁﬁﬂgi{ﬁ;&ﬁ‘]mfﬁﬁ the National Administrative and Management Departments for
PR BEBLI T A A1 H R AL - Guarding Secrets, make a delegation of classification authority
EBEFRN KL B ERIEL . #2480 | within the scope of their authority.
PLIRRLH X ABRLIG HALEATSE | Classification authorizations should be made in written form. The
ERBLIE OUHEAT IR authorizing organ should supervise the authorized organs or units
g ML B LA on their performance in fulfilling the classification authorization.
B, R EFAEEATECGE 14428, | The authorizations made by central state organs and provincial
WX EIT . BiIaMBHLRE B B#% level organs shall be reported for the record to the National
B, HE. HEX. HEETE247H | Administrative and Management Departments for Guarding
RS 4G Z Secrets; the authorizations made by organs of municipalities
divided into districts and autonomous prefectures shall be
reported for the record to the Administrative and Management
Departments for Guarding Secrets of the respective provinces,
autonomous regions or municipalities directly under the Central
Government.
Article 12 WLe. BALT N Y47E E M P24 1 [E | When producing state secrets, the organs or units should make
s+—% i, HR I NARIEG SR8 H I F | sure that persons producing the state secrets shall propose,
PR B SG . RE WA R Va E, 4R | Pursuantto the relevant scope of classified matters, the
N, B L Mt classification level, secrets-guarding period and access scope,
E;ﬁ%ﬁj\ L, TFRAUH R R submit them to the persons responsible for secrets classification
ARG for review and approval, and adopt appropriate secrets-guarding
measures.
Article 13 WLe. st s i E & fkss, [ | Organs and units should, with respect to state secrets they
=% 214 oz IR A3 S TG B 1) 0 2 s o2 B4 | produce, determine the specific secrets-guarding period according

ORI R FH G R A e
BARGRE WA, W DURYE TAFF
B, EREVEIUE B PR 01 BR Y 1
€5 ANBERAE DR IBR I, B 28 5

AR

Il SR (1 DR PR, B b T AR )
HE TS AREAsUIFIAH I, #iE
ZE M RHLIC, BN 2 5
FNFIZBVEE A RIPL . AR B,
TR IR B @ Rz HE TR .

to the provisions on the scope of classified matters; when there is
no stipulated specific secrets-guarding period for the scope of
classified matters, the organ or unit concerned may, based on
work requirements, determine it within the statutory limits on
secrets-guarding periods. Where it is impossible to determine the
secrets-guarding period, the conditions for declassification should
be determined.

The secrets-guarding period of a state secret shall be calculated
starting from the date marked on which the state secret was
produced; where it is impossible to mark the date on which the
state secret was produced, the organ or unit classifying the state
secret should notify in writing all the organs, units and personnel
within the access scope, and the secrets-guarding period shall be
calculated starting from the date of notification.
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Article 14 PLIe. B N BB =, Organs and units should strictly minimize the access scope of state
P4 TN IR 2 [ SRR ) 4N R G Xt | secrets in accordance with the provisions of the State Secrets Law.

ML, FE R, Y A written record of personnel with access to state secrets at the
{6 B D highly secret level and above should be made.
Article 15 [ R B2 44k LA K @ T [E A Z5 )% | The obvious parts of state secret medium (zaiti), equipment, and
o . PE L EE SR N 24 kREE A | products that are state secrets should be marked with a state
whid . E SRR b LN Y bR sy | secrets mark. The state secrets mark should indicate the
% Ny =+ | classification level and the secrets-guarding period. When the
MR, EFREEgmaEs | ©
Eﬂ@;ﬁgi%;%%;iz%ﬁ;* classification level and secrets-guarding period are modified, the
%JZ%*# i{?ﬁ}{% . PR original state secrets mark should be modified promptly.
WP oa E,
e L If it is impossible to apply a state secrets mark, the organ or unit
TCAEPRTE XA ARSI, #E1ZE | that classified that state secret should notify in writing the organs,
FRE RIS AN Y FIHIE A | units and personnel within the access scope of that state secret.
BACHEA NG BRI DR .
Article 16 PLE. BALLR A=A (R E 2 #h3%, A | If organs and units believe state secrets they produced should be
4% NG EAR BT Kook kK% | declassified or their secrets-guarding period extended pursuant to
2 S T i R ot <. | the relevant provisions of the State Secrets Law, they should
WIBR AN AE ), B2 B I g B S
(L 1 promptly be declassified or have their secrets-guarding periods
e extended.
1:{_'“3%‘ iﬁfﬁg}%ﬁ"‘ﬂf Mf%m Organs and units that believe state secrets they did not produce
ﬁ%ﬁ? %W‘ “/4 ’ Z\fﬂﬁ H 1‘% HIRA should be declassified or their secrets-guarding period extended
A B AR IR E Y, /] pursuant to the relevant provisions of the State Secrets Law may
DA R e LG B8 H ML | submit a suggestion to the organ or unit that originally classified
K. BAHEHE that state secret, or to its higher level organ or unit.
CMRIERE AT & 2% B R R =1 ff )&+ | The organs or units that originally classified archives of state
E X MR %, mEEsHL . B | secrets that have already been transferred to the state archives
o7 152 MR 5 A5 = R 5 AT A e bureaus at various levels in accordance with the law shall conduct
AN [N o
declassification reviews in accordance with relevant provisions of
the State.
Article 17 WLoe. BALIBE RS a2 311, %M1 | Where organs or units are eliminated or merged, modification or
B Y. PR AT 8 R SRS 1) A o ffR | declassification of the state secrets classified by them shall be the

B, HAREILIRBEMIBLOC. BAL
o, WATPAHE MG, AT EE
REATBUE BT TR E NG, AL
Uil

o

responsibility of the organs or units assuming their functions. The
responsibility may also go to organs or units designated by their
higher level organs or units, or by the Administrative and
Management Department for Guarding Secrets.
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Article 18 WLoe. AL RIMANLIE, A7 E K | When an organ or unit discovers that a classification, modification
s\ % AR IR « AT AR AN 241, M | or declassification of a state secret by them is not appropriate, it

MR TE: FEHLYE. BRI should promptly correct it. When a higher level organ or unit
N Ao S R R e A discovers that a classification, modification or declassification of a
%;&?Kigizgﬁﬁggﬁiﬁ state secret by an organ or unit at a lower level is not appropriate,
PEPR > AL TAFE it should promptly notify the organ or unit to correct the situation
IE, WHATBLERZIE. and may also directly correct the situation itself.
Article 19 HLE. BRI S35 m35E, B | When dealing with an uncertain matter that is subject to the
% 5% B TV B Ve A S (A B e provisions of the State Secrets Law but is not clearly provided for
T, MCYSEATRIE R (R HAPR A in the scope of classified matters, an organ or unit should propose
RV, SEHOH M R 1, I a preliminaryfclassiﬁ((:jation level, sgcrets—guarding [::friod and
o \t. 2oy o access scope for it, adopt appropriate secrets-guarding measures,
SME‘ZE@H{O H V\]T[ﬁﬁ?@nﬁl]ﬁ% and submit an application to the relevant departments for
FE o FUE AT R T F IR T L K determination within 10 days of the day the classification level is
PLICHULE ML 2 Ah s 2 (R 00, proposed for the matter. A matter proposed to be classified as
i B RO EATBUE EA 18 HAD | top secret or a matter proposed to be classified by a central state
PLoe, BEAILERINLZE S, 2L | organ as highly secret or secret shall be reported to the National
HIG, Y. BEX. HETNHAZ4T | Administrative and Management Department for Guarding Secrets
A 0 for determination; and a matter proposed to be classified as highly
secret or secret by other organs or units shall be reported for
TREATEUE BT HR 2R J5, B2 | determination to the Administrative and Management
£ 10 HAfEH#E. B HIRX. Department for Guarding Secrets of the relevant province,
BT RS ATEUE 1N 244 B | autonomous region or municipality directly under the Central
VE g B ik B SR AR AT U B ] | Government.
#HR. Administrative and Management Departments for Guarding
Secrets should make a decision within 10 days of receipt of the
reports. The Administrative and Management Departments for
Guarding Secrets of the relevant provinces, autonomous regions
or municipalities directly under the Central Government should
further promptly file their decisions on uncertain matters with the
National Administrative and Management Department for
Guarding Secrets for the record.
Article 20 HLoe. BAp R O E B I 2 )8 F[E | Where an organ or unit has a different view on whether a certain
% KRB J8 T Fh & 29545 ANF] 2 W, | classified matter is a state secret or concerning what is the

ffr, FTCLA B EHHLOG. AR H
B HEEENG. AL RE .
PR B JRE LR AR T
Kb BB AT O E AT
LT FIE JpEE

() B8 48 S 1A S IGURT v 2R [
FKHURHE RIS MR H
T, A SR PR AT B PR T 1 E

appropriate classification level, it may raise its objection to the
organ or unit that was the original classifier, and the original
classifying organ or unit shall make a decision.

When the original classifying organ or unit fails to handle the
matter or the organ or unit still objects to the decision by the
original classifying organ or unit, the matter shall be handled
pursuant to the following provisions:

1. Matters classified as top secret or matters classified by
central state organs as highly secret or secret shall be
reported for determination to the National Administrative
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(=) HAhHLIe. ARG E PSS and Management Department for Guarding Secrets.
%, MERET, e, BBKX. 2. Matters classified by other organs or units as highly secret
B AT (R AT B BRI GE f or secret shall be reported for determination to the
PN ; ik o et 3 Administrative and Management Departments for
. BB, H AT BUE B
élf/ﬁf?jélzg% . ﬁfﬁ;ﬁ gjjfﬁﬂ Guarding Secrets of the relevant provinces, autonomous
| B JET IV 7 % regions or municipalities directly under the Central
PREATBUE SR 16 €
i AT ECE o Government; if there are objections regarding the
EJE BN, BAA B B AT IS decisions of Administrative and Management
HR T E R T, g E H I 2 Departments for Guarding Secrets of provinces,
A S il (R R O Y . autonomous regions or municipalities directly under the
ﬁ%iiﬁ%ﬁqﬂmﬁﬁ ORI Central Government, it may be reported for determination
MO to the National Administrative and Management
Department for Guarding Secrets.
Pending a decision by the original classifying organ or unit, or a
decision by the Administrative and Management Department for
Guarding Secrets, the matter at issue should be subject to secrets-
guarding measures corresponding to the highest classification
level advocated.
=" REHE
Chapter Three: Systems for Guarding Secrets
Article 21 ] 5% 28 B A5 T N 243857 A0 The management of state secret medium (zaiti) should comply
w2 | E: with the following provisions:

(=) HfE B SRR, 2
S SEALERH IR TS TR
B A AR, T T
A REER.

(=) WOREFRERE, 48T
W . B ST

(=) ARG EZ AR, 28
PLEAZIE . HLEE (S B AT & Ik
HER 5 AT -

CPYD A1) ] A s A AR B A
SR E% e T E XA N, M
AP REOUE AL, AMEE B SRR
Mg, PR IR ZEH, S
PR 2 naE ZRBLOC, BABGE, IF
ML R A AT B B

(T DRAFE KA BAR R, )X
Bt e, AT A E SR EOK .
(7N A A, B2k

1.

The production of a state secret medium (zaiti) should be
undertaken by an organ or unit or by a unit that has gone
through secrets-guarding examination clearance by the
Administrative and Management Department for Guarding
Secrets and the production site should comply with
secrets-guarding requirements.

When receiving or delivering a state secret medium (zaiti),
the formalities of sorting and counting, indexing,
registration and signing for the receipt of the state secret
medium (zaiti) should be observed.

Transmission of state secret medium (zaiti) should be
done through channels of confidential transportation,
confidential communication or other means that comply
with secrets-guarding requirements.

The reproduction of a state secret medium (zaiti) or
extraction, quoting, or compiling contents that are within
the scope of state secrets should be reported for approval
in accordance with relevant regulations. The classification
level, secrets-guarding period or access scope of the
original state secret shall not be changed without
authorization. The copy of a state secret carrier should be
stamped with the seal of the organ or unit that made the
copy and be managed the same as the original.
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P, RN ETFARAN RN T, T 5. The sites, facilities and equipment for keeping state secret
E AT N RIS, N2 AL medium (zaiti) should comply with state secrets-guarding
Ko RGNS Wil | Tedarements. y
> IR - 15 s e . e maintenance and repair of a state secret medium
i;ﬁ;’?;gu%gﬁb LT (zaiti) should be the responsibility of specially designated
° technicians of the organ or unit that keeps the state secret
(b)) #EHEFMEHRAEIIE, NY medium (zaiti). If outside personnel are needed for the
S EFEBIE, HRE A maintenance or repair, personnel of the organ or unit
B, A SRR B, where the ;tatehselcret medium (zaiti) ;s kept slhould
S e 173 ] AL ] 2 B supervise the whole process on site. If it is truly necessary
%iﬁﬂﬁﬁﬁ FLTE 7 EEREAE RIS for a state secret medium (zaiti) to be repaired outside of
IR the organ or unit, it should be carried out in compliance
with national regulations for guarding secrets.
7. Taking out a state secret medium (zaiti) should comply
with national regulations for guarding secrets and also
adopt reliable secrets-guarding measures; and taking a
state secret medium (zaiti) out of the country should be
handled in accordance with national regulations on
guarding secrets on the formalities for approval and
authorization.
Article 22 T S ] SRR R AR N 2475 A [ 598 | The destruction of state secret medium (zaiti) should comply with
% | HUEFIERE, R S E KBS national regulations and standards on guarding secrets to ensure
BT R, the state secret information can never be restored.
UL T 2 ) S S S ek 2 | When destroying state secret medium (zaiti), the formalities of
%&%ﬂiﬂwﬁéﬁﬁﬁgﬁ sorting and counting, registration, reviewing and approval should
KE‘I“ EF' ﬁki’i,’ ﬁlﬁﬁcﬁﬁ:ﬁﬂi% be observed and they shall be sent to state secret medium (zaiti)
IV BEOL B B AR DU e fR 4T destruction agencies set up by the Administrative and
BUE AR I 5 O BT S HLORS Management Departments for Guarding Secrets, or units
AN TAE R 2, BATHBDEE | designated by Administrative and Management Departments for
FINB AR, N4 HASE K | Guarding Secrets. If, as truly required by their work, organs or
SR v A M A A% R 1 units need to destroy a small amount of state secret medium
(zaiti) themselves, they should use equipment and methods that
comply with national standards for guarding secrets.
Article 23 VS B A G IR IR S LR Ay N 4aws | Secrets-related information systems shall be classified as top
=% | H BUBES. MBS, Bk, AL secret, highly secret and secret according to the degree of their
WARIE (S B R G . S B invol\;ement in secrits. Organs and units s?ould determine the
T oo bR 2pm sy | Classification level of the secrets-related information systems at
gz;giﬁgigg;zﬁg;ﬁj the highest classification level of secrets the system stores and
e - processes, and adopt appropriate security measures for secrets-
Ht o guarding in accordance with the protection requirements of each
classification level.
Article 24 W= B RGN 24t E R RS TEE | Secrets-related information systems shall be subject to inspection
=% PR TS B AL AR 2 ALK, | @and appraisal by secrets-guarding appraisal organs established or

BEATAL I VRAY, R IX . HiE

authorized by the National Administrative and Management
Department for Guarding Secrets and the examination by the
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P2 UL FAR B AT RS B ES ) A S Administrative and Management Departments for Guarding
¥, A NAEH . Secrets at the level of municipalities divided into districts and
X . . autonomous prefecture before they may be put into use.
N BRZEHKREEEE RS T . for outt s-related
BEGEAHYEERINE, B REAT inf(;rr:;:iac;g: rsT/i:errTses: :Lebslicosfezttlj riltr;gasnzc::ai;erieacjrity organs
A TR A [E FE 4B N 22 . [ 572
E&E IEE'LBEKHE"’ Beai, Ex% into use shall be separately stipulated by the National
AT IUE Administrative and Management Department for Guarding Secrets
together with the Public Security and State Security Departments.
Article 25 WLoe. BTN 24 hnams28(= B & 41 | Organs and units should strengthen the management of operation
- S 4 AT RS, feEE TN EE A | and use of secrets-related information systems, designate specific
B S AT 22 AR A TR 22 institutions or personnel to be responsible respectively for the
et o . - tional maintenance, security and secrets-guarding
4, 8 Sy R, | OPe ’
BA\E:IH;[ TR 2 A R LA management, and security audits, and regularly conduct security
LR and secrets-guarding inspections and risk assessments.
kB 2 B R -
W E‘D‘%éﬁmﬁ 2. If‘ﬂ%m When the classification levels, the major business applications,
FH Ao P e s P A58 55 5 A A2 scope of use and operating environment of secrets-related
WEWEFE LRGN, B | information systems change or the secrets-related information
Fa I8 FAR BN E M AR 25 AT I | systems are no longer in use, this should be reported promptly to
FHINTIHRAS,  FE R B N i the Administrative and Management Department for Guarding
Secrets and appropriate measures should be adopted in
accordance with national regulations for guarding secrets.
Article 26 MLIS. BANL RN A B A2 ) T When organs and units procure projects, goods and services
BN | TR SIRIIRSS I, YR E AR involving state secrets, they should determine the classification
TR E B, A E SR levels in accordance with national regulations for guarding secrets
s — v \ VAN d comply with national regulations and standards for guarding
n \‘/ o N lL l\L N i ;H\::l: an
§$ Ecgﬁug{éjéﬁ’ji};igif;ﬁ secrets. The organs and units should inform the units providing
N ) ) 25N . . .
; . = e bt At i ;E” R the projects, goods and services of the requirements for secrets-
S AN IN . . . .
BOR, IREHAETRE DL guarding management and sign secrets-guarding agreements with
WM RN B A FRER ], RS 4T | them.
PHER IR AR 0 s 0 I [ X% | Supervision and Management Departments for Government
FILRE TRWRIR 55 R s B A Procurement and the Administrative and Management
., Department for Guarding Secrets should strengthen supervision
and management of the procurement of projects, goods and
services involving state secrets in accordance with the law.
Article 27 26 e Bk 3 HoAh s 2 X [E 5 Fh2% | The sponsor of a meeting or other activity that involves state
w2 | B, SRR SRR F R secrets should take the following secrets-guarding measures:

Jiti

(=) MRIEUW TEBhH N A
%, HERETTSR, RESMARE
5

() S AR 5 B S O R e A v

1. Determine the classification level for the meeting or
activity on the basis of its contents, formulate a secrets-
guarding plan, and limit the scope of its participants;

2. Use only sites and equipment that comply with national
regulations and standards for guarding secrets;

3. Manage state secrets medium (zaiti) in accordance with
national regulations for guarding secrets; and
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RIS, Wit W5, 4. Specify secrets-guarding requirements relating to the
articipants.
(=) B R (e W o 2 B PATER
WA
QUPIPOE S IPNAE i B RN T
ﬁéo
Article 28 AL =D B M SRR R A Enterprises or public institutions engaging in the production,
wm— - \% | 1E. EHl. 4eB. 445, W5 R & | reproduction, maintenance and repair, or destruction of state
5 A R R S A R AE P secret medium (zaiti), the integration of secrets-related
. ] T A T b information systems, scientific research or manufacturing of
DL BR T L 8 /ﬂ\\/ R n ,
;?wF\“Zi{i;igg%;& ?%% weaponry, or other business involving state secrets (hereafter
S JM . ”JE - = : i I‘ . | referred to as “secrets-related business”) should be subject to
f%jfi{jﬂl & '@E[}E eHRGESH —‘lﬁg secrets-guarding examination by the Administrative and
REF A, REHFENGHEN, AMF | Management Department for Guarding Secrets together with
MEFH NS . relevant departments. They may not engage in secrets-related
business without secrets-guarding examination clearance.
Article 29 MBS AL 3L B v 24 B | Enterprises and public institutions engaging in secrets-related
oL | & FHIEE business should meet the following basic conditions:
(—) 7EH A A L0 E 5 Ak VR R 1. They shall be legal persons established in accordance with
ST AL FIGEA, T IR the law for three years or more within the territory of the
. e People’s Republic of China, and without any criminal
(=) WNFHEESHN R A e
S record;
1t 5| [E] 4% . . . .
NSRRI E R 2. Their personnel engaged in secrets-related business shall
(=) (RaskEsEs, GEITHN be Chinese citizens within the territory of the People’s
EX%]\E@%{%%I{?, Republic of China;
3. They shall have sound secrets-guarding systems and
(V0D H TS 03 &t specialized offices or personnel responsible for secrets-
VAT [ AR e AR guarding work;
. 4. The places, facilities and equipment used in the secrets-
H s { At . . . .
(I BAT bl 55 i) %l g related business shall comply with national regulations
vak and standards on guarding secrets;
(%) VR ATEUEIAIE AL 24T 5. They shT(II possess thle profsssional competence to
A5 T 27 ] ] e dertake secrets-related business; and
BUE TR I At A% un ’
S = flo % f¥ 6. Other conditions stipulated by law, administrative
regulation or other regulations stipulated by the National
Administrative and Management Department for Guarding
Secrets.
Article 30 W N RS E, /T (B8) A | Specific measures on such matters as the categorization and
w12 . S B R fasE B4k | management, appointment or employment examination,
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management of release from secrecy period, and rights and
interests protection of personnel involved in secrets [work] shall
be formulated by the National Administrative and Management
Department for Guarding Secrets together with relevant
responsible departments of the State Council.
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FE  BEEHE
Chapter Four: Supervision and Management
Article 31 WL BAAT N 24 16 [B] 204528 {7 BE | Organs and units should submit annual reports on the situation of
W= | TR AN, AR 95 T | their secrets-guarding work to the Administrative and
VERENL . R RARBAT RS TR ]9 2 Management Departments for Guarding Secrets at the same level.
) b R AR AT BUE B 1 #R0E AT EC | Administrative and Management Departments for Guarding
DI FE IR B TAEIS O Secrets at the lower level should submit annual reports on the
situation of the secrets-guarding work in their respective
administrative areas to Administrative and Management
Departments for Guarding Secrets at the higher level.
Article 32 P2 4T U BT 1RV, B47 | Administrative and Management Departments for Guarding
st % AT BV 0 R A S Bk 4Tk | Secrets shall conduct, in accordance with the law, inspections on
2. enforcement of laws and regulations for guarding secrets by
B organs and units in the following areas:
(—) ZI jff V& S5 H
PRt L AE UL S 1. Implementation of the responsibility system for secrets-
() PRSI BB E guarding work;
_ o . 2. Development of secrets-guarding systems;
— = 25 ’
(=) REEAHF RV 3. Publicity, education and training on secrets-guarding;
(VU ¥ N\ RS TR, 4. The management of personnel involved in secrets [work];
e . 5. The classification, modification and declassification of
(H) %%Mﬁﬁﬁ/‘\'—é\ ﬁ%*ﬂﬁﬂ%‘fﬁ state secrets;
ULs 6. The management of state secrets medium (zaiti);
(5% E SRR A FEE L 7. The secrets-guarding management of information systems
(AN} ’
and information equipment;
(B BEERGENEEREREEH 8. The secrets-guarding management of internet use;
B 9. The deployment and use of facilities and equipment for
. secrets-guarding and protection technologies;
SR A0 T A VT
O\ ELIR PSP PR o B R DL 10. The management of secrets-related places and key
(L) A2 AR 35158 7% i 444 secrets-guarding departments and positions;
FIEE 11. The management of secrets-related meetings and
activities; and
(1) WEIGFT AR EF T, & 12. Secrets-guarding examination for disclosing government
(DA=$3e information.
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Article 33 (R ATHUE TR TR A B o If in the course of conducting secrets-guarding inspection, an
m=t =% b, R MR RE B, T LA R Administrative and Management Department for Guarding Secrets
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discovers a leakage vulnerability, it may search relevant materials,
guestion personnel, and make records of the situation; relevant
facilities, equipment and documents and materials may in
accordance with the law be registered in advance for preservation
and when necessary secrets-guarding technology detection shall
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SR RGN 24T LLBE & be carried out. The organs and units and their work personnel
. should cooperate with the secrets-guarding inspection.
OREATEUE BB ) SEiR A S, MY
HER TR N, TR, MY After conducting an inspection, the Administrative and
%Eﬁ%&ﬂﬂ?}%ﬂ,ﬁﬁ i Management Department for Guarding Secrets should issue an
inspection opinion and, if reform or improvement is required, it
should make clear the content of and deadline for the reform or
improvement.
Article 34 PLoe. AL R ILE R M2 4t #28k | When an organ or unit discovers that a state secret has been
=% | FREHEER A, RS SLER Bk | leaked or might be leaked, it should immediately take remedial
Wi, FEEE 24 /NP RIGR 25 4Ty | measures ar.ld report the matter within 24 hours to the ‘
ST A b2 A R Administrative and Management Department for Guardmg Secrets
at the same level of government and the department in charge at
5 B AR BEATIEUE BT TR 2R | the higher level.
A N S N
Tﬁiﬂﬁ;/&iéi{: 2‘1/{\51 HIZ AR 2 After local Administrative and Management Departments for
] ¢ DR AT BUE BT Guarding Secrets at various levels receive a report of a leak, they
should report the matter within 24 hours level by level up to the
National Administrative and Management Departments for
Guarding Secrets.
Article 35 (R AT U PRI 253 . H12% | When Administrative and Management Departments for Guarding
W= | MERARE . R ERIL. AH | Secrets receive leads or suspected leaking of state secrets cases
[ 1 U M 72 [ SR R 25 1 2 2 from citizen complaints, reports by organs or unit, discoveries
) L fed \ S . during a secrets-guarding inspection, or transfers from relevant
, N 122 N s A El 2 2R
Egﬁ;ﬁi&ig J}E%ZE ‘}/ﬂ\é departments, they should, in accordance with the law,
. N i?u - th’ }u | immediately investigate or organize and urge the relevant organ or
IW’”BEE;;U\?SELE&%%‘%%% unit to investigate and handle the matter. After the investigative
ML, HEIBIUER, REAT work has been concluded, if there are facts indicating laws or
BUE BT AT LR A 9HLG . BRATER | regulations for guarding secrets have been violated and that
HACFR AW . A IHLI. BN 24 A | liability needs to be pursued, the Administrative and Management
B A P 458 B TG 45 [F) 2 {25 47 | Department for Guarding Secrets concerned may make
BT suggestions to the relevant organ or unit on how to handle the
matter.
The relevant organ or unit should promptly notify in writing the
Administrative and Management Department for Guarding Secrets
at the same level on the results.
Article 36 R AT HUE F R T 1308, #; | lllegally acquired or possessed state secrets medium (zaiti) seized
=% | HEFMB R, NG TSI by an Administrative and Management Department for Guarding
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Secrets should be registered and a list of the seized state secrets
medium (zaiti) should be made, clearly identifying the
classification level, quantity, source and scope of exposure, and
appropriate secrets-guarding measures shall be adopted.

The Administrative and Management Department for Guarding
Secrets may request such relevant departments as the Public
Security Department and the Administrative and Management
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WIVERAIN Department for Industry and Commerce to assist in seizing illegally
acquired or possessed state secrets medium (zaiti), and the
relevant departments should cooperate.
Article 37 E F AR ATHAE S8 #E 4 . A4 | The National Administrative and Management Department for
=g | XL BERET AR SAT U F TR S K Guarding Secrets or the Administrative and Management
JEAR B R F R T L % Departments for Guarding Secrets of the provinces, autonomous
e i e 2 e o N i d municipalities directly under the Central Government
T A e i % 6] 5 L e ek o | regionsan
i"”;éﬁ%ii:i%;ﬁijﬂ%E should, on the basis of laws and regulations for guarding secrets
—/ﬂ%/‘\Er—v‘—'Q J\Enm ., AL and the scope of classified matters, appraise whether a relevant
TR AR S matter submitted by an organ handling a suspected leaking of
R AT S B 2 S T SIS, state‘ s.ecrfats case is a state secret and, if so, appraise its
R4 2 Hide 30 H A% classification level.
S IR B4R, £ | The Administrative and Management Department for Guarding
P22 4T U T ] f s A HEdE, mLL | Secrets should conclude the appraisal of the classification level
K and issue an appraisal conclusion within ays after accepting
JEK 30 Ho di isal conclusion within 30 days af i
the appraisal application. If it cannot issue an appraisal conclusion
on time, the deadline may be extended by 30 days with the
approval of the responsible person of that Administrative and
Management Department for Guarding Secrets.
Article 38 (RS 4TS PR L TAE A A2 | Administrative and Management Departments for Guarding
=\ & | I E BRI 5 TR 525 6 Secrets and their work personnel should carry out state secrets-
5. (B TR R [ 5 R S R fguardilng (?xam]icr;atilgns, sc:crets-guarding inspgctions :;nd "
T [RL2 . NIE. TER . investigation of leaking of state secrets cases in accordance wit
% ﬁ”aiﬁgﬁg‘”ﬂ?ﬂ*?% ™| their statutory powers and procedures, and in a scientific, fair,
ok = AR ke strict and highly efficient manner, and may not use their power to
seek personal benefit.
BLhE BERE
Chapter Five: Legal Liability
Article 39 WLe. BALT R A EE F A =444 | Where an organ or unit fails to report and adopt remedial
=% | FRERRE RS B R SRR R it measures in accordance with provisions after it discovers a leaking
(o, S B A B 0 R4S AR R A of state secrets case, disciplinary action shall be taken against the
. o ot T directly responsible personnel in charge and other directly
== DAl D éL\ I\ \O
BRI SRS T4 0) responsible personnel in accordance with the law.
Article 40 TEAR 25 K 25 5 % 82 R R A8 = {42 | If, in the course of a secrets-guarding inspection or investigation
I+ Wb, EENLE. B R T4 AR | and handling of a leaking of state secrets case, a relevant organ or
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unit and their work personnel refuse to cooperate, engage in
fraud, hide or destroy evidence or uses other means to avoid or
obstruct the secrets-guarding inspection or investigation and
handling of a leaking of state secrets cases, disciplinary action shall
be taken against the directly responsible personnel in charge and
other directly responsible personnel in accordance with the law.

If enterprises or public institutions and their work personnel assist
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Jo. BTk, YIRSMRE R A S Mt | organs or units to avoid or obstruct secrets-guarding inspection or
T RV RO, B -4 | investigation and handling of a leaking of state secrets cases, the
KT LA relevant departments in charge should take disciplinary actions
against them in accordance with the law.
Article 41 SR T B ARSI ZE L B4 35 ) | If an enterprise or public institution that has secrets-guarding
s+ —2% (R AR ), HRZ(THCS HEE | examination clearance violates provisions on secrets-guarding
I35 A PR R G, AN Bk management, the Administrative and Management Department
e 8 o e e for Guarding Secrets shall order it make corrections within a
AR, THE LS
Eﬁ;%%ﬁiﬁ*izg wlk% certain time limit. If no corrections are made after the time limit or
AT - L ° the corrections made do not comply with requirements, its
secrets-related business shall be suspended. If the circumstances
are serious, it shall cease its secrets-related business.
Article 42 VS B ARG R IR IB I HE TR IIE | If a secrets-related information system has been put into use
B+ — % FE A 2 P NAT I, HAR AT without undergoing testing, evaluation and examination in
ST A TOE, R e accordance with provisions, the Administrative and Management
\ RN s | = Department for Guarding Secrets shall order the organ or unit
AN EEAA T I N A
iai{iéﬁﬁkéiiiﬁj s concerned to correct the situation and recommend that the
% 7 - e relevant organ or unit take disciplinary action against the
personnel in charge who are directly responsible and other directly
responsible personnel in accordance with the law.
Article 43 Moo, BN RIEARLRZ A AL | If an organ or unit entrusts units that have not undergone secrets-
BI+=2% MFH BT, A XN B guarding examination to engage in secrets-related business, the
S B0 ) R A A BRI B b | organor unit concerned shall take disciplinary action against the
PR Thb ) personnel in charge who are directly responsible and other directly
ERSASE responsible personnel in accordance with the law.
28 [ gy A EAAT BR[| £
REEPRE f%ﬁﬁfm}j\%ii{kﬁ s If a unit that has not undergone secrets-guarding examination
\ e == iy A AET
I?I/Ji# H PR 1TI551 S %ﬁﬁl] W~ 17'%1- engages in secret-related business, the Administrative and
AT AR, HTEATE | Management Department for Guarding Secrets shall order it to
BT TR SOEE TS . stop its actions that violate the law. Any illegal income shall be
confiscated by the Administrative and Management Department
of Industry and Commerce.
Article 44 PR AT U PR ) R AR B ATER 3%, | If the Administrative and Management Departments for Guarding
SWU+PU% | BE IR, BrZHRSY . fhIFLSEHk | Secrets have not carried out their duties in accordance with the
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law, or have abused their powers, or [been guilty of] dereliction of
duty or practicing favoritism, disciplinary action shall be taken
against the personnel in charge who are directly responsible and
other directly responsible personnel in accordance with the law. If
the action constitutes a crime, criminal liability shall be pursued.
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EANE
Chapter Six: Supplementary Provisions
Article 45 HIU+FL 4 A%HIH 2014 4 3 H 1 | These Regulations shall come into force on March 1, 2014. The
S+ F % | DT, 19904 4 [ 25 HE% Measures for Implementing the Law of the People's Republic of

BestbiE. 1990 4 5 A 25 HE xR %
R RATH (e N RS E AR <7 [
FIBFAFSL ML) FR R IR

China on Guarding State Secrets approved by the State Council on

May 25, 1990 and issued on May 25, 1990 shall be annulled at the
same time.




